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Encryption in INFOSEC ol

»Foundation technology

»Underlies almost everything in INFOSEC

»Ensures or supports
QConfidentiality

acControl and
possession

Qintegrity
QAuthenticity
QNon-repudiation

Basic Concepts &
Terminology (1)

»Plaintext (aka cleartext): original,
readable data

»Ciphertext: scrambled form of
plaintext

»>Encryption: reversible conversion
of plaintext into ciphertext

»Decryption: conversion of
ciphertext back into plaintext

»Crack (aka break) code: decrypt
ciphertext without knowing key
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Basic Concepts & h

Terminology (2)

»Key: secret allowing

encryption and decryption ‘\Jﬁ
to be restricted to V} S
possessors of key —_——

»Symmetric encryption: encryption
requiring a shared key for both
encryption and decryption

»Asymmetric encryption: algorithm
using a different key for decryption
than for encryption

Copyright © 2019 M. E. Kabay

Basic Concepts &
Terminology (3)
»Keylength: number of bits in key
»Keyspace: number of possible

keys
»>Keyspace = 2keylength | keylength in bits |

>2n ~ 10 n(|09102)
~ 10 0-30103n
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Topics

>
» Types of Algorithm
>

//\\
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Monoalphabetic Substitution
Ciphers (1)

> “Secret decoder ring” or Caesar cipher
> Algorithm uses key = offset and algorithm =
transposition;
Qe.g., if offset =3, then A becomes D, B = E
etc.
» Subject to cryptanalysis using known letter
frequencies in specific languages
QEnglish: etaionshrdlu.= .

QFor English alphabet, only 25 possible
offsets; therefore maximum 25 tries to find
the “key”

Monoalphabetic Substitution
Cipher: Example

%]
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A [ 8 | ¢ | o [ E

3

=

"=IF(A6< >"",MOD(CODE(A6)-

Enter offset
below:

N 5
Cleartext

ASCIL Transformed Ciphertext
ASCIIcode

Monoalphabetic Substitution Cipher Demonstration J

CODE("A") +$A$4,26) + CODE("A"),")"

84 89
77
69 74

[l (54
]
S

81 86
85 90
73 78
67 72
75 80
Sheer! 1l

alle W =Pe]
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Polyalphabetic Substitution
Ciphers

» Can use different offsets for each position in
plaintext
QE.g., Vigeneére cipher is like 26 Caesar ciphers
QUse key indicating which offset to use for
which position in sequence of 26 letters
»> See
http://lwww.trincoll.edu/depts/cpsc/cryptographyl/vigenere.html
Or

http://en.wikipedia.org/wiki/Vigen%e8re Cipher

for detailed illustrations of how to perform the
Vigenere cipher with a particular key on a
specific plaintext

One-Time Pad

» Use a fixed and shared secret to determine
offsets

> In theory, is only cipher impossible /™~

to break IFF
OPad kept secret
OKey data truly random
OKey data never re-used

» In practice, people use natural
language (e.g., novels) and reduce
strength of algorithm

» Major problem: how to distribute the pad
securely?

QExplain the problem.

=
~
~
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N——=

| IFF “if and only if”

11 £ b
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Secure Key Distribution
» The problem of distributing a key securely is

completely general to all secret-key
algorithms

QOShared secret essential for \/“T’j
both enciphering and /
deciphering data Y J

\

» Therefore both sender and /l

receiver must share the \/\E

vV
secret securely N ,\
7
> But if it were secure to

transmit the key, you could transmit the
plaintext message too

» So how do you get the secret from one to the
other securely?

> Need an alternate communications channel
with higher security

£ Kabay

Copyright © 2019 M. E. Kabay
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Example of Linear }w
Congruential Pseudo-
Random Number Generator

14

Linear Congruential Pseudo- "‘
Random Number Generators

» Amateurs assume that RAND() function can be
used as basis of one-time pad

OBut in fact such functions are NOT truly
random

» For one thing, use floating-point data with
specific number (e.g., 17) of significant figures

QThus must inevitably repeat (WHY?)

» Therefore ciphers with natural-language
plaintext are subject to frequency analysis

QWHY?

» Nonetheless, can be useful for simulations and
demonstrations

15

Topics soncs
>

>

» Cryptanalysis

16
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Cryptanalysis

> Kerckhoffs’
Principle

»Cryptanalytical
Methods

»Types of
Cryptanalytical
Attacks

zzzzz
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Kerckhoffs’ Principle*

»The strength of an encryption algorithm
does not reside in the secrecy of the
algorithm

Corollary:

»The strength of an encryption algorithm is
not measurable unless the algorithm is
known

* Published in 1883. Not to be confused with Kirchoff’s Laws (physics)

aaaaa

Copyright © 2019 M. E. Kabay
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Dangers of Proprietary "‘{

Algorithms

Therefore beware of secret, proprietary
algorithms

»Many amateurs have failed utterly to
defeat cryptanalysis

»Must demonstrate that even with
knowledge of the algorithm and even
knowledge of a plaintext & ciphertext
sample, still too expensive to decrypt
general ciphertext to make
cryptanalysis worthwhile

®

zzzzz
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Cryptanalytical Methods

»Frequency-Based oy

Cryptanalysis j

»Brute-Force
Cracking

»Attacking Weak
Algorithms

19 £ty
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Frequency-Based
Cryptanalysis
» Possible to use frequency of single letters

and digraphs (pairs of letters) to analyze
ciphertext

QBut this technique works only for plaintext
based on natural language
OMust know (or guess) which language is
used*
ONeed large amounts of data
» Does not help with cryptanalysis of purely
numerical data unless there are regularities in
the plaintext**

‘ * e.g., frequency of single letters in plain English follows

NORWICH

approx like ETAOINSHRDLU |

** But in detecting accounting fraud, Benford’s Law can help. See for example
http://Iwww.usfsp.edu/gkearns/Articles Fraud/Benford%2520Analysis%2520Article.pdf

£ Kabay

Frequency-Based Analysis: h{f

A Bit More Detail

» Ciphertext only: Study patterns in ciphertext
QaDigraphs: pairs of symbols in sequence
QTrigraphs: sets of three symbols in a row

» Plot frequencies of digraphs, trigraphs etc.

» Tables exist of known frequencies of
transition probabilities for letters in natural
language

QE.g., in English th more common than tx
0OAKA Markoff Chain probabilities

» Use transition probabilities to spot likely

transformed ciphertext See chart on next slide
from Cornell University’s
“Math Explorer’s Club”

http://www.math.cornell.edu/~mec/
(Used witih permission)

21 £ by, A g s
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English Digraph Frequencies

[Freaweres |12 [ 125 [a0a [ 09a [0z | om [ oes [asa | oa7 [0 [oem [om
[

http:/lwww.math.cornell.edu/~mec/2003-2004/cryptography/subs/digraphs.

e
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Brute-Force Cracking

» Try every possible key

QFacilitated by massively
parallel computing

» Dictionary attacks narrow the
range of keys

QOHelpful when one suspects that the target user
has chosen bad key

v'Names of pets, friends, sports teams,
hobbies, objects on desk

QPassword-cracking programs use dictionaries
v'Try every word and combination
v/Can also introduce numbers and symbols

23 £ b
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Password-Cracking Programs

> Most systems store one-way encrypted
passwords in afile

QE.g., /[password/etc. file in UNIX systems

_-0OOne-way because cannot deduce original
password from knowing ciphertext

v'Why not? )
» Password encryption algorithm is known
QEncrypt all possible passwords .
QCompare ciphertexts against stored values

QOHits indicate valid passwords or
equivalents (WHY?)

All rights reserved.
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Defending Against Password-
Cracking Programs
» How can you choose passwords that are hard
to crack?
» Don’t use real words
QWhy?
» Introduce numbers and symbols into the
password sequence
QWhy?
» Change your password periodically
QWhy?
» Don’t use the same password on public Web

sites as on important / secure production
sites

QWhy?

Attacking Weak Algorithms

» Find methods of deducing key due to bad
algorithms

QBut may be able to find key only one
message at a time

may not successfully protect ciphertext
against analysis (e.g., Knapsack
algorithm)
» Fundamental principle: strength of
encryption measured by time and cost of
cryptanalysis for specific application

27

QOMay be able to demonstrate that
algorithm is fundamentally flawed — ¢

26

Interfering with Brute-Force k{
Cracking

» Need to know the algorithm used for encryption
QWhy?

» Must be able to recognize successful decryption
QWhy?

» Superencryption of plaintext makes brute-force
cracking more difficult but not impossible

QSuppose adversary uses two algorithms, E;
and E, using keys k; and k, respectively

QThus must crack Ey,((Eq1(P)) which has a
keyspace that is the product of k1 and k2

> Using different data encoding schemes can
confuse cryptanalyst (e.g., use EBCDIC & ASCII)

£ Kabay
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Types of Cryptanalytical
Attacks

»Ciphertext only:
ONo idea of plaintext at all
»Known plaintext:
QExamine plaintext + ciphertext
»Chosen plaintext:

QChoose plaintext and examine
ciphertext

»Adaptive chosen plaintext (aka differential
cryptanalysis):

ORepeatedly choose plaintext and
examine results of encryption

£ Kabay

Start here
Monday

29 £ b
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Stronger Encryption k{
& the PKC
» Stronger Encryption ‘ CSH6 Chapter 7
QTransposition Ciphers (89 74T 43
OBlock Ciphers & Chaining
QProduct Ciphers
QDES: Data Encryption Standard
QTriple DES (3DES)
OAES: Advanced Encryption Standard
» Public Key Cryptosystem (PKC)

All rights reserved.
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Stronger Encryption

»Substitution ciphers are generally
weak (i.e., cheap or quick to crack)

»Stronger ciphers include
QTransposition ciphers
aBlock ciphers & chaining
QProduct ciphers

31 £ty

¢

Transposition Ciphers

» Change order of plaintext
QUse specific algorithm (rule)
» Example: matrix rotation

QOMatrix dimensions can serve as key;
e.g., 6 x 8thenread as 8 x 6

ORead text in opposite direction of matrix
QOSee next slide for illustration

> Interferes with expected frequencies of
digraphs, trigraphs etc.

32 £ Kabay

Transposition Ciphers:
Example

The quick brown fox jumped over the lazy dogs.
Tioxerlohcw d ageeknj tzs uohy.gbfmve urope d

Cryptanalytical Attacks
on Transposition Ciphers

» Susceptible to combination
of brute-force and frequency-
based analysis

QTry different offsets
looking for familiar /
frequent digraphs

QThis helps to determine
the original matrix and its
rotation

» Nonetheless, transposition is
an important part of more
complex encryption
schemes

Copy of the Rosetta Stone
(Create Commons License)

34 £ fabay
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Block Ciphers & Chaining =

» Introduce additional complexity:
OBreak plaintext into blocks

QApply transposition and substitution
ciphers to each block

» Chaining

QlIntroduce an element from previous block
into next block

QThus specific ciphertext becomes context
dependent

ORisk: transmission error may render
ciphertext unrecoverable

35 £ b
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Product Ciphers [ a\, :
> Use all methods at once ' -

QOBlocks

QOChaining

QTranspositions

» Problem: no mathematical way of proving that a
product cipher is actually strong

QTherefore try to look at degree of randomness
OMeasure freguencies of symbols
QAlso 1st, 2nd) .. nth-order correlations

ABEDEFGHlJKLMN
L1 |

£ Kabay
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DES: Data Encryption h .
Standard

»1971: IBM created “Lucifer”
QUsed in financial transactions

QaSingle-key symmetric algorithm using 56-bit
keys

» NIST selected Lucifer to be the DES

01977: Federal Information Processing
Standard (FIPS) 46

Qus government standard for unclassified use
> Widely adopted in commercial banking
» Originally defined in hardware

QlIncreased general computer speed led to
approval for software implementations

37

£ Kabay

Triple DES (3DES)

chi: Eva[Diol Ex1(P)]]

>E,,(P) means “encrypt plaintext using
key 1”

»C means “ciphertext”

»Keylength 110 bits

»Keyspace 2110 ~ 1036

»Much used for key management (see
next lecture)

39

38
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Encryption: DES

» Data Encryption Standard
Qexample of symmetric encryption algorithm

[Key 7dhHGO(Jd*/89f- Oejf pt2@.. |

N

[Key: 7dhHGO(Id*/89f-Oejf-pt2@...

£ Kabay

. &

Public Key Cryptosystem h

(PKC) Topics

> History Michel o -~

> Functions Moomet,

> lllustrations of Digital E Ka bayDl s e
Signatures i

MickeQ E.

__ ~~=~~BEGIN PGP SIGNED MESSAGE---~
Hash: SHAL

iMichel E. habay

Michel E. Kabay

----- BEGIN PGP SIGNATURE--- -~
Version: PGP Dasktop 9.8.3 (Build 4026)
Charset: utf-8

w3 BDBQFKED 6xUBFT JuXqlIBRAKAT 4 zn i xKrGdsyva20+ Pz 1Ms tiw+ AhgCAEPGe
MPWT6vO++1/YqkKA 624160~
~F1qs

41

Copyright © 2019 M. E. Kabay
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AES: Advanced
Encryption Standard

»1997: NIST requested new encryption algorithm

QOProtect sensitive unclassified US government
information

» Competition among candidate algorithms
QWinner: Rijndael (“Rhine doll”)

QDrs Joan Daeman & Vincent Rijmen from
Belgium
»> Block cipher w/ variable block length & variable
key length (easily extendible)

QEasy to implement in hardware (e.g., smart
cards) as well as software

42

Functions of the PKC Ea
» Protecting confidentiality

» Assuring integrity (-
» Demonstrating authenticity //1‘

All rights reserved.
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PKC: Public Key ...

Cryptosystem (1)

» Discoverers / Inventors — 1974-1975
Qstanford University
v'Whitfield Diffie
v'Martin Hellman
QuC Berkeley
v'Ralph Merkle
» Radically new concept at the time
QOCreate 2 complementary keys
QOMake one of them public

QDispense with problems of secure key
distribution for decryption

Diffie, Hellman,
43 £ Kaba Merkle

Encryption Using PKC (1) g
> Key generation produces 2 keys

QEach can decrypt the ciphertext produced
by the other

QOne is defined as public
QOther is kept as private

Choose passphrase Use random data

|Create complementary keys |

[Key: 7dhHGO(Id*/89f-Oejf-pt2@... |

[Key: fusfesjgfor2=kjh#1sdfjdhig.. |

45

£ Kabay

Using the PKC for h{f

Encryption (1)
» How can we send a message so only the

desired recipient can read it? Select the
correct answers in the following description.

» First, encrypt the plaintext using the

Sender’s Public
D or L_J or Key
Recipient’s Private

L4 O

47

Copyright © 2019 M. E. Kabay

PKC History (2)

» |dea developed into the Public Key
Cryptosystem (PKC) by three scientists

QaRon Rivest
QAdi Shamir
QLen Adleman

» Founded RSA Data Security Inc.
(RSADSI)

ONow one of best-known security firms

QasSponsor highly-regarded annual
conference

QWeb site has much useful information
http://www.rsa.com

Rivest, Shamir,
44 Adleman

Encryption Using PKC (2)

» Key generation produces 2 keys

QEach can decrypt the ciphertext produced
by the other

QOne is defined as public
QOther is kept as private
[Key: 7dhHGO(Id*/89f-Ogjf-pt2@...

e

NORWICH

Ciphertext

Cleartext

Ciphertext

Cleartext

m Key: fu3f93jgfo12=kjh#1sdfjdhl&...

Copyighi™ 2019 1. E_Kabay_ AT ighs rese

Using the PKC for

Encryption (2)

» Send the ciphertext to the recipient

» Next, decrypt the ciphertext using the
Sender’s Public

0, O

Recipient’s — Private
[ Vi

or Key

48

All rights reserved.
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Sending a Ciphertext to h{
Multiple Recipients

» What if you have to send a message securely to
many people?

QObvious way is to encrypt the message
separately for each recipient

QThus generate as many ciphertexts as recipients

lPuinc Key for Recipient 1]

Cleartext
Cleartext

49 [ Public Key for Recipient 2\

R T T T T T e
Ciphertext for
Recipient 1

R T T T T T e
Ciphertext for
Recipient 2

50

Multiple Recipients (2)
» However, e-mail normally makes it easy to
send one message to multiple recipients

ODon’t want to send a different ciphertext to
each recipient

» PKC algorithms are computationally
demanding

QCan take significant time to encrypt
messages

QEncrypting same message n times could
take along time

NORWICH

NORWICH

Multiple Recipients (3)

» Use a one-time symmetric key to create
ciphertext --the session key

» Prepare as many copies of this symmetric key
as necessary to reach all the recipients

» Encrypt a copy of the symmetric key with the
public key of a specific recipient

QDo this step for each recipient

I Ciphertext

Session Key
encrypted for
51 each recipient £ aby

Multiple Recipients (4)

» Send both the ciphertext and the encrypted
decryption keys to all the recipients

=4

NORWICH

Ciphertext

Symmetric

Session Key Encrypted
Symmetric
Session

[Key: 7dhHGO@Id*/89f-Oejf-pt2@... |

Multiple Recipients (5)

» Each recipient decrypts the asymmetric key
using their own private key

Ciphertext
DECRYPT R E X
EEEEEE
Symmetric Encrypted
Session Key Symmetric
Session
Key
- S
Symmetric DECRYPT
Session Key
[Key: fusfosigfo12=kjh#1sdfjdnig...
g |Recipient’s Private Key |
5

Copyright © 2019 M. E. Kabay

Key
Recipient’s Public Key
52 & aba
Digital Signature Using
PKC (1)
» Signing a document using PKC
This is the This is the
- original
original text
text. ’
8u3ofdjgh
83502758 Create message hash; djcod_j3%
encrypt only hash with
Unencrypted sender’s private key. Encrypted
hash of message hash of message
54

All rights reserved.
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Digital Signature Using }ﬁw
PKC (2)
» Verifying the signature using PKC

Decrypted

hash of message

This is the

original 83502758

text. Decrypt hash with

public key; compute has

8u3ofdjgh again and compare

dicad_j3$ 83502758
Newly computed

Encrypted hash of message

hash of message

...and now compare
the two hashes

57
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PGP & GPG

» Screenshots illustrating use of popular PKC
encryption and digital signature tools

» Creating a new key

» Signing a document

» Effects of corrupting a document
» Encrypting a document

» Decrypting a document

» Establishing the Web of Trust

59

&
PGP: Pretty Good Privacy -
» Phil Zimmermann
QComputer programmer
QCivil libertarian
» Released Pretty Good Privacy*

QJune 1991 — worldwide
distribution

QBecame most widely-used
encryption program in world

» PZ worked with Viacrypt to create PGP 3
(renamed PGP 5) in 1997

» Developed OpenPGP (RFC 4880)

» Free Software Foundation developed GNU Privacy Guard
(GPG) in compliance with OpenPGP

* Reference to Garrison Keillor’s Prairie Home Companion radio show,
where a mythical sponsor was “Ralph’s Pretty Good Grocery.”

£ Kabay

Copyright © 2019 M. E. Kabay
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Digital Signature Using
PKC (3)

> IF (decrypted hash = newly computed hash)
» THEN

OThe message has not been modified in
transit

OThe message was signed by the owner of
the private key corresponding to the public
key*

* Or by someone who has compromised that key!

58

-
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PGP

» Tool for applying PKC
» Supports

QFile encryption /
decryption

QOMessage encryption /- ‘f §
decryption l\ L S

QaDisk encryption / decryption

DAuthentication through digital signatures

» Provides facilities for establishing web of
trust (see lecture on PKI) among users

QOKey distribution
QOKey signing
QKey revocation & expiration

60

PGP (cont’d)

» Zimmermann investigated by grand jury for
supposedly violating ITAR (Intl Traffic in Arms
Regulations)

QOMuch protest (cypherpunks & also Prof Kabay
writing vehemently in Network World!)

QPZ responded by publishing entire code in a
book — not subject to ITAR

QProsecution abandoned after several years
» Bought by Network Associates (NAI) in 1997

» New PGP company created 2002 & bought code
from NAI

» Now PGP Corporation; see FAQ for more info
http://www.pgp.com/company/fags.html

£ Kabay

All rights reserved.
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&
PGP Desktop* s Getting PGP Free

°_ > https://www.goanywhere.com/openpgp-studio/download

+ BHME e ®ox B

GO
ANYWHERE". Unema sotvar

SOLUTIONS = INDUSTRIES | PLATFORMS =~ PRODUC

Download GoAnywhere OpenPGP Studio

Microsoft Windows (32-bit and 62.6it)

St s T

: T
o ace o
L | L a2y -
‘,-0 X ‘9. Simple, robust encryption for email and files L o400 ~
“ . . unex v
*In Aug 2016 the current version was PGP Desktop v 10.1.1 =2 =
£ K 62 E Kanay

}ZE_ PGP: Creating a Private Key

/ Public Key Pair

Encryption: PGP Demo

Screenshots of old commercial version 8.1:
» Creating a private key / public key pair

> Signing a document with a private key o Edit Vie Keys Jperver Groups Help
> Validating a signature with a public key S>3 Q| YH
. L L Keys [ validity | Trust [ Size Description =l
» Effect of a single-byte change on validity of a digital &1 e Michael Ryan <Michaeds. Ryan@gmail [ 204871024 DH/DSS pubiic key
signature Michael Van Stiien ¢vanstiien@postm. —— 2048 RS54 legacy public key
. . . gy Mic Kabay cmkaban@romich eck> — 788 Revoked RSA legacy key pait
» Encrypting a document using a public key ) Mich Kabay <mkabay@norwich... @ lmzzea 20481024 DH/DSS key pai
. . . Mikke Hypponen <mikko hypponen(®. — 1024 RS54 legacy public key
> Decrypting a document using a private key Mitch Zahler <mitch. zehier@mb.com> [T RSA legacy public key
i -| i Motorola CERT ¢meent@mat.comy e 1024 R84 legacy public key
> EffeCt Of & Slngle byte Change ) decryptlon Motorola FIRST Team <first-taam@mo. 1 1024 RS54 legacy public key |
» Signing someone’s public key MASIRC First Rep <nasirc@nasiic.nas, — 1024 IS4 legacy public key
MASIRC <nasic@nasic nasa.gov> 1024 RS54 legacy public key
> GPG G nate winters Cwintersn, geo@yahoo.c.. 1 2048/1024 DH/DSS public key =
1 key(s) selected v
*Using screen captures
63 £ abay 64 £ aba

NORWICH

New Key (cont’d) . New Key (cont’d)

Welcome to the PGP Key Name and Email Assignment . .
G tion Wizard Every key pait must have a name associated with it The name and email address lot
eneration vizar your carnespandents knaw that the public key they are using belongs to you

In order for other people to send you secure messages,
you must first generate a key pair Rl e IDWD

“Your key pair wil o be used o sign digial documents,
o R Gy sl e e s v g e et o v Al enehls FER o s g

A ey pair consists of & "Public Key." and a "Private conespondents in selecting the conest public key when communicating with you
Kep." The public key should be given ta everyane pau
kriow (PGP has facilties to assist in this). The piivate key Emailaddress:  [demoGnamich.eci]

should be kept sbsolutely secret

1f yau weuld ixe mare informatian on what a key pair is
and how PGP works, chaoss the FGPkeys Help menu

Otherwiss, choose et to ontinue. Expert users can
click Expett below to have more datailed contiol,

< Back

Carcel | <Back [ Mew> | Cancel

65 £ s 66 Copyigno 019 & by

Copyright © 2019 M. E. Kabay 11 All rights reserved.
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New Key (cont’d) New Key (cont’d)

Passphiase Assignment Key Generation Progress
“Your private key will be protected by a passphrase. Itis important that you keep Key generation can involve multiple steps. Some of these steps may require several
passphase secret and do not wite it down, Usually minutes to complete.
checked

Key generation steps:

Yaur passphiase shauld be at least B characters lang and shauld cantain
non-alphabelic charaeters © Bty

Hide Typing v Generating Subkey

Passphrass:  [L=t freedam ing for all
Passphrase Quality:
Curent status:  Done
Confimation: |-t reedam ing for all
Ovwerall progress
< Back | Mext > I Cancel < Back
67 Sy e E e 68 Gy o E e

New Key (cont’d)

rd

New Key (cont’d)

Completing the PGP Key File Edit View Keys Server Groups Help

Generation Wizard BlerdPLeE|>d
Walidity

Trust

Description

*fou have successfully generated a PGF key pair

“Vou will now be able to receive secure messages and

sign documents. -y Demo cdemo@namich e D55 exponzble signatue o
S Devin Cambiidge <devo@sgi.com [~ 086/1024 DH/DSS public key
It you wish to send your new public key to a keyserver, @A Devin M. Cambridge <devo@sgi.com> — 2048 RS54 legacy publc key
simply right click onit in PGPkeys, and use the "Send to” a DFN-CERT <dinceit@cert din de> [ RSA legacy public key
e it S5 DL enkov < diGukmens kisvua ) 204841024  Espired DH/DSS public key
S Donald Holden <dholden@atomictang [ 204841024 DH/DSS public key
e Donald J. Kipsakowski ¢donkGicsan [ 2048/1024 DH/DSS public key
@3 Diouglas B. Beeson <73172 603Gco. — 52 FISA legacy public key
Click Finish ter close this Wizard and add your new key S Doug ek <dwebb@sic.sii.com> [ 20431024 DH/DS3 public key o
pait ta your keying. - - o
1 key(s) selected 4
i Cancel
69 £ by 70 £ fabay

s e & . . .

PGP: Signing a Document }W . PGP: Validating a Signature

With a Private Key With a Public Key
.....
Th iS iS the Origi nal teXt == PEP Sighature Status: good

. == Signer. Mich K.abay ¢mkabap@compuserve. com:
————— BEGIN PGP SIGNATURE----- e Signgd: 2001-11-0510:55:39 P
Version: PGP Personal Privacy 6.5.8 e Verfied: 20011105 10:5713 PM
Comment: Digital signatures increase security for everyone. BEGIN PGF VERIFIED MESSAGE
iQB1AWUBO+dfOzPd6/an401zAQF 7rQL+MPLG+V/I8HOQhDLE3JUDo This is the original test
4tYqPOJ682r
zv457NmbycGz05hlq6TtNuLCWRbashcQZ7eWiwHybgLwhgbYY8G4 s CD PGRWERIFIED MESSAGE ==
HnAYFHh6VKyb -
3csmoTm29uHD+/4av98awA23BflaEW+t L] »
=WhgQ
----- END PGP SIGNATURE----- Copy to Clipboard I ak. |
71 72
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PGP: Single-byte Change }*i
Alters Digital Signature

Version: PGP Personal Privacy 6.5.8
Comment: Digital signatures increase security for everyone.

iQB1AWUBO+dfOzPd6/an401zAQF7rQL+MPLG+V/J8HOQhDLE3JUDo
4tYqPOJ682r
zv457NmbycGz05hlq6TtNuLCWRbashcQZ7eWiwHybgLwhgbYY8G4

HNAYFHh6VKyb
3csmoTm29uHD+/4av98awA23BflaEW+t
=WhgQ
----- END PGP SIGNATURE-—--

73 £ Kabay

Single-byte Change Alters
Digital Signature (cont’d)

Everything from here on

] is different l

iQB1AWUBO+0dfOzPd6/an401zAQ || iQB1AWUBO+ETTPd6/an401zAQ
F7rQL+MPLG+V/J8HOQhDLE3JU f FagQL/Thfw3DAJA/KRgoH+kSFc
Do4tYqP0OJ682r 0RL39eJp4s5h

zv457NmbycGz05hlq6TtNuLCW M v3zeHUesOkgQk2zSUF+evbRhw
RbashcQz7eWiwHybgLwhgbYY8 || 5cxZJkUA1Qid6cg58tEaP9jl+7J3

G4HnAYFHh6VKyb wiLmJIrFPE/K
3csmoTm29uHD+/4av98awA23Bf l L42qO9yjxalNssnflUaSf7ry 7xXV3
laEW+t bIK

=WhgQ =svYa

This is the original text. This is the modified text!

Remember, exclamation

74 mark is different from original

£ Kabay

PGP: Encrypting a Document . ¢
Using a Public Key

Exit

Help
Empty ggtions...
Edit GPnfEt
Decrypt & Verity fePdisk

Encrypt & Sign  [PGPkeys
Sion GPtools

Encrypt Current Window >

76 £ fabay

3 NORWICH
Single-byte Change (cont’d) ™
I =l
== PEP Signature Stat
== Signer. Mich Kabay Owkabduiicompuserve. com:
=+ Signed: 2001-11-05 10:55:39 PM
== erified: 2001-11-06 6:04:24 AM
== BEGIN PGP VERIFIED MESSAGE ==
Thiz iz the original text!
== END PGP WERIFIED MESSAGE ==
o of
Lopy ta Clipboard I 0k |
75
3 NORWICH
Encryption (cont’d) s
[Hi Folks, ° =

This will be encrypted using the class's public key and signed by the instructar's private key.

LCopy to Clipboard I oK |

Note that the sender should ALWAYS encrypt using the
sender’s public key as well as the recipient’s public key
to allow decryption by the sender.

77 £ Kaba
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Encryption (cont’d)

i PGPMray - Key Selection Dialog K|
Drag users from this list to the Recipients list |

=1 beclan MeCullagh <declan@uwell.cams
[=1 Beclan MeCullagh «decl
= 3 , Public
=1 0FM-CERT <dfncert@cert.dfn.des Keys
[=1 bonald Holden <dholden@atomictangerine coms
[=1Bonald J. Krysakowski edonk@iesanets

e roinlae B Receon « FH T2 AN Eeampoee nue coms .
<l I v

Recipients [va

1 Selected
Public
| Keys

Cancel | Help |

|an@well comms

du

L= iich Kabay <nkabay@campuserve.coms
=7

78 £ fabay
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}{i PGP: Decrypting a Document k{

Using a Private Key
Version: PGP Personal Privacy 6.5.8

Comment: Digital signatures increase security for everyone. o PGPtray - Enter Passphrase ll xl

hQIOA8BxVYx90+tvEAf/eXW8I9vY45PwN27gd4kzgODyoCJi chS(AAethHqBUJ m

Encryption (cont’d)

nWadsATpcspgqQNazwgp8d5FwxRhafOtG2WgSXI2SgsFUljraYgXdIRBm2geU/dKh teszage was enciypted to the following public key(z] :
8+NfNZv20I5bPaDAg90iYDRV7KcFAMmM3RfliSTRV6f72mE+Y6VPAVQML6ZjLAeOD -
i/9n7ShOUyM+71YuNeYOV+EZ88rTBa7JP4xr/GFAVKww SHIWEhOfiwe82L MxOnSg Demno <demoi@norwich. edu: [DH/2048)
t8vj6amULTYp4daULqDt+qewULR4XWLhQ73zVT9578BSaUmgSnIRXvelsHj4fj9n Mich Kabay <mkabay@compuserve. coms [R54/7E8)

2+Ry7QZZL7k2XDybljAw8QfLcShDgC3n5WIt+mWLwwgA8zJSyzTdK YtVhOkuo3CP
9kkGpkgqyqitVFhua+J4bvQrrhLCLBzZCWXBI6RSdFvChJ7JNhtgzajV16L5SepDS
tHMcahPvGoEle+uG5P80xqngbc5SI7BYO0jfsUjGBIlyfVRpt+oC3714W2ZKZ6mgRU
4yY+H2NTi28gCOSfXjzwRwS4gARSicjluUkYVUuRqSDfeK4slaV8FVs/xg+Ra7U3

HuyD8VmBIi0/uO3RSsyPldbh2FgAl+ragel2yuoUXLe8DI1CToLQ595/4s0wiNIzT

Ys2W5ZbOT+P2gjoVfNaRQIWFzntkRXBcs/Kx9R8pu+NMTdpjJsip0oqiGfH2jtgk 5
2IUAbAMz3ev2p+NJcwEC/i8eoq7FornXxjxzB5/hQ3le0Ww+Vxk2LZVHd T07eqiz Enter passphrase for pour private key : [T Hide Typing
8eN9e2XSxt4cr216MFCPOf1Wj8j3suYvX7mnJa7huOmvJvxalHawEq3U+r4ZczcC _I
e+q9YAUKL9iXyRHYCrWZWqT6dj1Bynmi6hzgLfApq+270u8QwaGud1d/aOHGIhD7 R ’—Tf( B
+9]cSC1AKX0VZSA3ItaOMPP7frI00ZfdyFzr874mhG-+Lru9sBFUy 1S7h3gNQfUwx ThisTsrdemofor the intro INFOSEC course
ZEe9uGnDfNUth33VrrtMgjlvUjh9gZN8B OXdkK OkOWGkVvJIDy6D8bSphSaQR+vvP ;l

V83K4BaD24kiAJ70NLbeQXPx2H5j0HY T+4bDORTt4RQgbeRLhqgwZfKpVdldXC13
PO6+MTFIligcs+p40Jo/Mj67H6x877KWU3G7SKG4pBpgmy6KwKeUWS89EpcK Tgh+
+8/tgDZNAzcm8vnCQIHEAAsNEKMIV0qoCiyDDA==

=lr+
----- END PGP MESSAGE---- 0K I Cancel |

¢ PGP: Effect of a Singl ¢
. ’ NoRwIcH : gle-byte ..
OGS (B, Change on Decryption

----- BEGIN PGP MESSAGE - Changed a C to

Version: PGP Personal Privacy 6.5.8
= Comment: Digital signatures increase security for everyone, Xin this position

PGP Signature Stat hQIOABBXVYX90-+VEAF/eXWSIOvY45PwWN27gd 4k zg0Dye

= Signer. Mich Kabay < (Boompuserve, com WadsAT) N, FwxRhafOtG2Wi
= Signed: 2001-11-06 6:27.54 &AM e L a2

JiucXXA4eDtzHqBUImM
&gsFUliraygXdIRBm2geU/dKh

. 8+NfNZv2ol5bPaDAg90iYDRV7KcFAMmM3R(li 6f72mE+Y6VPAVQmML6zjLAeOD
= erified: 2001-11-06 £:30:37 AM i/9n7ShOUyM+71YuNeYOV+EZ88r TBa7J P4xGfAVKww SHIWEh Ofiwe82L MxOnSg
== BEGIN PGP DECRYPTEDAERIFIED MESSAGE == t8vjbamULTYp4daULgDt+qewULR4X) Q73zVT9578BSaUmgSnIRXvelsHj4fj9n

2+Ry7QZZL7k2XDybljAW8QfLcS 3n5WIt+mWLwwgA8zJSyzTdKYtVhOkuo3CP
HiFolks, 9kkGpkgqyqitVFhua+J4bvQrr| @ CWXBI6RSdFvChJ7JINhtgzajV16L5SepDS

tHMcahPvGoE1le+uG5P80xqngbe&SI7BY0jfsUjGBlyfVRpt+oC3714W2ZKZ6mgRU
This will be encrypted Lsing the class's public key and signed by the 4yY+H2NTi28gCOSfXjzwRwS4qARSicjluUkYVUuRqSDfeK4slaV8FVs/xg+Ra7U3

instiuctor's private key HuyD8VmBIi0/uO3RSsyPldbh2FgAl+ragel 2yuoUXLe8DI1CToLQ595/4s0wiNIzT
. Ys2W5ZbOT+P2gjoVINaRQIWFzntkRXBcs/Kx9R8pu+NMTdpjJsip0oqiGfH2jtgk
2IUAbAMz3ev2p+NJIcwEC/i8eoq7FornXxjxzB5/hQ3le0Ww+Vxk2LZVHdAT07eqiz

o - |— 8eN9e2XSxt4cr216MFCPOf1Wj8j3suYvX7mnJa7huOmvJvxalHawEq3U+r4ZczcC
END PGP DECRYPTED/VERIFIED MESSAGE = e+q9YAUKLIiXyRHYCrWZzWqT6dj1BynmibhzgLfApq+270u8QwaGud1d/aOHGIhD7
;l ;rl +9JcSC1AkX0VZsA3ItaOMPP7friO0ZfdyFzr874mhG+Lru9sBFUy1S7h3gNQfUwx
ZEe9uGnDfNUth33VrrtMgjlvUjh9gZN8B OXdkK OkOWGkVvJIDy6D8bSphSaQR+vvP
V83K4BaD24kiAJ70NLbeQXPx2H5j0HYT+4bDORTt4RQgbeRLhqgwZfKpVdldXC13
LCopy to Clipboard I Ok | PO6+MTFlligcs+p40Jo/Mj67H6x877KWU3G7SKG4pBpgmy6KwKeUWS|9EpcK Tgh+
+8/tgDZNAzcm8vnCQIHEAAsSNEKMIOVOqoCiyDDA==
=lr+
81 £ Kabay 82 .. END PGP MESSAGE----- £ Kabay

Single-byte Change & }{i Signing Someone’s Public k

Decryption Key

By signing the selected user ID[s], you are ceitiying based on your own diect fisthand knowledge that the keyls)
and attached user ID[s) actually belong to the identfied useils]

PGP Wamin | Before signing. make sure the keyls] were given o you in a secure manner by the ovner o pou have verfied the
9 fingerprint with the onner

Key/User Mame Fingerprint
[=Eric Whyne <root@erudite-a., BO1U FFCE 6768 SECE BATE 3745 CE3D Adol BB3D +

Q An errar has occarred @ ascii armar input incomplete

40 ||
- Signature Type Epiration
¢ € MonEnportable & Never
% © Exportable ¢ pae [EE030 o]
& € Metalnroducer NonExportabls

# & Thsted infroducer Exportable

Options
Masimum Trust Depth
Damain restriction:
Fewer Choices oKk | Cancel Help
83 Erae 84
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Checking the Public Key

Fingerprint

Eric Whyne <root@erudite-aegis.org>

General | Subkeys |

gt

NORWICH

Eric Whyne <root@erudite-aegis.org>

General | Subkeys |

ID: HBBIDAFTD [D: D:BBIDAFTD
Type: [PH/DSS Type: [PH/DSS
Size; 2048/1024 Size [pOMBADZE
Cicated: 20030203 Created: [20030203
Expires: Never Expies: Never
Cipher: [AES-128 Cipher. [AES-128
¥ Enabled ¥ Enabled
FEingerpiint Eingerprint
select atopsy Zu etieval
heedom provincial  quiver responsive
enlst infemo clamshell delector BA10 FFC8 65758 SEC6 6478 3745 CEAD AB1 BBAD AF7D
spyglass cruciis tegain frequency
shamock ol rocker inincere
I” Hezadecimal I Hezadecimak
Trust Model Tt Model
Invald [—Vaid Unlrusted ——— | Trusted ‘ { Irrvalid [m— /ol Untusted —— | Trusted

Now go and
study

87 £ b
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GPG: GNU Privacy Guard

From http://www.gnu.org/software/gnupa/anupg.html :

» Implements OpenPGP Internet standard (RFC4880)

» Full interoperability with other modern encryption programs
» Meets all requirements of a standard Unix utility

» Uses DSA, ElGamal, 3DES and Twofish as encryption
algorithms and more

» Easy implementation of new algorithms using extension
modules

» Portuguese, French, German, Italian, Polish, Russian and
Spanish language support

» Online help system
» Optional anonymous message receivers
> Integrated support for HKP keyservers

» Runs on most Unix platforms and support for other
platforms is coming soon

£ Kabay

All rights reserved.
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