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1. What is involved in information warfare? 

2. What did Clinton's PDD-63 define? 

3. Which of the following is/are elements of 
the critical infrastructure of the US? 

4. Which of the following is/are elements of 
the critical infrastructure of the US? 

5. What is asymmetric warfare? 

6. What does the acronym COTS mean in 
discussions of information technology? 

7. What's the potential problem with COTS 
products from a security perspective? 

8. What does the acryonym FUD refer to in 
discussions of security? 

9. What evidence is adduced to rebut claims 
that infowar concerns are FUD? 

10. What does OPSEC mean in US military 
parlance? 

11. Which of the following is/are [an] element of 
the US Joint Doctrine for OPSEC? 

12. Which of the following is/are [an] element of 
the US Joint Doctrine for OPSEC? 

13. Which of the following is/are [an] element of 
the US Joint Doctrine for OPSEC? 

14. Which of the following is/are [an] element of 
the US Joint Doctrine for OPSEC? 

15. Which of the following nations is considered 
the most important information warfare 
threat? 

16. Which nations were involved in establishing 
ECHELON? 

17. What is ECHELON? 

18. What is the name of the worm that is 
thought to have been an information-warfare 

attack on the Iranian Uranium-enrichment 
program in 2010? 

19. What element of the Iranian Uranium-
enrichment program was attacked by a worm 
in 2010 in what is thought to be an 
information-warfare attack? 

20. What was the effect of the worm that 
attacked the Iranian Uranium-enrichment 
program in 2010? 

21. What's the thinking about the status of 
cyberterrorism in 2013? 

22. Have there been cases of intercorporate 
_information warfare_? 

23. What are _hacktivists_? 

24. Which of the following is the name of a 
known hacktivist group? 

25. What's a pump 'n' dump scheme? 

26. How did criminal hackers cheat consumers 
using fuel pumps? 

27. Why is DDoS considered an excellent 
example of asymmetric warfare? 

28. What does DDoS mean in information 
assurance? 

29. What is an observed trend in the use of 
malware over the last 30 years? 

30. What is the ITAR in discussions of US 
security? 

31. What was a major block to export of 
cryptographic systems from the USA to 
other nations in the early 1990s? 

32. What's a backhoe attack? 

33. What is the current thinking about in-kind 
counterattacks as a response to information 
warfare aggression?
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