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A TAUT, INTELLIGENT
ACTION THRILLER.”
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Overview

U What is a Firewall?

U Firewall rapidly accepted as perimeter
security device

C Even CEOs know about firewalls
U Original conception
C Allow explicitly allowed communications
C Deny all others
U Allowed paths became weakest links
CInvolve different (and insecure) protocols

C Firewalls evolved to compensate for weak
security in allowed protocols

U Successful use of firewalls depends on
proper configuration
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What is a Firewall?
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Firewall Placement
An organization's public Web sites reside outside the firewall, but intranet servers
and all internal computing resources are inside the firewall.

A firewall is any
network-security device
that implements
security policies by
restricting the

Ingress and

egress of

TCP/IP packets
according to

specific rules.

Image from Computer Desktop
Encyclopedia. Reproduced with
permission. (c) 1981-2014 The
Computer Language Company Inc.
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Changing Security
Landscape (1)

U Pervasive changes in network architectures

CApplications & work patterns
require more open interactions

C Perimeter less clearly defined

ClIncreased centralization (e.qg.,
servers)

ClIncreased scrutiny of protocol
traffic

U Borders dissolving

Cc Outsourcing, hosted applications
(e.g., CRM, e-mail, external storage,
Web apps, cloud computing)

C Enterprise applications linked to customer & 3
party applications

Copyright © 2015 M. E. Kabay. All rights reserved.
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Changing Security Qf
Landscape (2)

U Mobility (physical and logical)

C Employees work from home, while
traveling

C Use kiosks, home systems,
phones

C Opens networks to attacks via
compromised client systems

U Regulatory compliance
ClIncreased demands for security

CcIn USA, laws such as Gramm-Leach-Bliley
(GLB), Health Information Portability and
Accountability Act (HIPAA), and Sarbanes-
Oxley (SOX) force protection of personally
Identifiable information (PII)
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Rise of Gateway Security
Devices (GSDs) (1)

U Firewalls originally defined allowed paths for
access (ports)

U Evolved into GSD to provide many security
functions as shown below

U Gateway security device capabilities:
C Processing power has increased

C Now see multifunction platforms; e.g., role-
based access controls (RBAC)

U Enterprise directory integration:

Cc Lightweight Directory Access Protocol (LDAP)
Infrastructure for authorization

Copyright © 2015 M. E. Kabay. All rights reserved.



Rise of GSDs (2)

U Unified threat management:

C Perimeter-based antivirus, antimalware,
antispyware, antispam

CIntrusion detection & intrusion prevention
C Content control
U Content control & data leakage prevention:

C Deep inspection of packets in protocols such
as HTTP, SMTP, IM

C Dictionary-based and URL-list filters
C Requiring encryption for sensitive data
U Archive & discovery

C Message security & records for legal
compliance

Copyright © 2015 M. E. Kabay. All rights reserved.
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Application Firewall: Beyond
the Proxy

U Most significant allowed paths for most firewalls:
Web access
CHTTP & HTTPS (HTTP with SSL)
U Increased complexity
C Rich-client applications; e.g., using AJAX
VAsynchronous JavaScript & XML
VAKA remote scripting

V Allows user to interact a field at a time
Instead of a page at a time

C Firewall now has to guard against
misconfiguration & vulnerability in custom
Web applications running over allowed HTTP

Copyright © 2015 M. E. Kabay. All rights reserved.
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History & Background ™

U Changing Network Models
C Mainframe
C Client/Server
CWeb

U Firewall Architectures

U Firewall Platforms
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Cross References in CSHG6:
A Overview of computing and security history, see Chapter 1.
A Introduction to data communication basics, see Chapter 5.
A Introduction to local area networks, see Chapter 25.

Copyright © 2015 M. E. Kabay. All rights reserved.



Changing Network Models (1) W
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U Shift from mainframe-centric to LAN-centric to Internet-
centric computing through 1980s through 1990s & 2000s

U Mainframe architectures
C Glass house approach

C Solitary systems with
hardwired dumb or smart
terminals (green screens)

C Multiple mainframes linked
within single data centers

CWANSs used leased lines (telephony)
U Virtualization began on mainframes
cIBM MVS/VM
C Strict partitions, mandatory access control
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Changing Network Models (2) AR

U Client/Server (1980s, early 1990s)

C Midrange servers running Unix, NetWare, OS/2,
Windows NT

CRapid increase in # & type of connections

C Switch to PCs with local processing
U Security perimeter expanded

C Out of data center to desktop

CWANSs expanded beyond enterprise

U Application security expanded across
systems

C Multiple allowed paths
C Multiple possible attack paths
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Changing Network Models (3) &
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CHTTP/HTML started
expanding 1989

C Commercial Internet
exploded starting in 1993
when .com opened in big way

CWeb applications replaced fat
clients

U Mobile code complicated
security issues

CAsynchronous JavaScript &
XML (AJAX)

C Many customized & ad hoc
protocols carry data over http

C Firewalls increasingly
focused on HTTP traffic

Copyright © 2015 M. E. Kabay. All rights reserved.
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Firewall Architectures

U Access Control List
U Packet Filtering
U Stateful Inspection

U Application-Layer
Gateway

U Multifunction
Hybrid

U Host Environment
Context

Copyright © 2015 M. E. Kabay. All rights reserved.




Access Control List (ACL) Mg
u F”‘S't FW were routers IIS mode access control list =
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C Still widely used
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C Decide on whether to
allow packet into or out of
network strictly one packet at a time

C Examine packet data
V Source, target addresses
VPort, packet flags (e.g., SYN flag)
U Vulnerable to misconfigured packets
C Fix problems using patches

Aooezs to the RSS feed: can be resticted to specific uzers or groupz. Below pou
can configure the access contral izt for the feed URL.
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Packet Filtering
U Pure packet-filtering FWs no longer common

C Appliance or host-based

C Use ACLs to apply policies

C Typically provide logging

C Support user-based authorization \

C Include intrusion detection & alerts \\
U Strengths

C ldeally suited to load-balanced,
high-availability environments

C Can automatically share load among devices
U Weaknesses
C Lack context information

C Underlying operating system vulnerabilities affect
security of FW

U Packet filtering has moved to non-security appliances
such as load balancers, Web caches, switches

Copyright © 2015 M. E. Kabay. All rights reserved.
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Stateful Inspection

U HTTP is a connectionless protocol

C A communications architecture that does
not require the establishment of a session
between two nodes before transmission
can begin. [Computer Desktop Encyclopedia]

U Stateful-inspection FW maintain connection information locally
C Table in memory stores packet header data
C Compare current packet info to session
C ldentify some abnormal packets used in attacks
C But attacks that use uninspected portions can succeed

U Fast mode reduces inspection once connection opened
successfully i strongly discouraged

U Performance can be good

C Provide load balancing & failover with out-of-band data
synchronization among devices running in parallel

Copyright © 2015 M. E. Kabay. All rights reserved.
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What Is a Proxy Server?

remote access
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= file )
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Image and text from Computer Desktop
Encyclopedia. Reproduced with
permission. (c) 1981-2014 The

A Proxy Server in a LAN Computer Language Company Inc.

This illustration of a variety of servers in a LAM shows the ;
proxy server caonnected to an Internet router. abay. All rights reserved.

proxy SErYeg
ifirewall)




Application -Layer Gateway .
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U Proxy servers
C Receive packets from outside

CInspect and approve according
to rules

C Discard unused portions of
received packets

C REBUILD new packets for
Internal network

C Effective against unknown attack types
C Analogous to air gap in network topologies
U Heavy processing loads

¢ Typically configure load-balancing at system startup T
not dynamically changed

C Failover more disruptive T interrupt connections in
progress

20 Copyright © 2015 M. E. Kabay. All rights reserved.




Multifunction Hybrid

0 Most commercial firewalls ”
today are hybrids

U Apply stateful inspection
techniques to most
protocols

U Use application-layer
gateway proxies for
specific protocols (e.qg.,
HTTP, SMTP)

U Can shift to fast mode for
stateful inspection once

:l'
$ Y “BSS
Ty

connection established jis e

o

P e

s
AR v

2 1 Copyright © 2015 M. E. Kabay. All rights reserved.

NORWICH

UNIVER SITY




Host Environment Context o=

U Host-based security more granular than
perimeter-based devices

C Define specific applications / services

C Regulate types of data allowed per process

CUse sandbox or virtual machine to test code
U FWs can run on host or communicate with host

C Use protocols such as Universal Plug and
Play (UPnP) for data exchange

CE.g., evaluate processes running when packet
Inspection being performed

C Open and close specific ports as function of
need

22 Copyright © 2015 M. E. Kabay. All rights reserved.
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Firewall Platforms

U Routing
U Host Based
U Appliance

U Personal and Desktop
Agent

U Virtual
U Embedded

Copyright © 2015 M. E. Kabay. All rights reserve
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FW Platforms: Routing

U Router
C Heart of TCP/IP networks
C Forwards packets from one network to another

CInternal routing tables allow determination of where
to forward each incoming packet

C Destination address determines where outgoing
packets are sent

C Current load on different connections determine
which line to use for each packet or group of
packets e

U ACL allow / deny statements restrict
packets

U Hardware modules (blades) can share
processing to increase throughput
(bandwidth)

24 Copyright © 2015 M. E. Kabay. All rights reserved.




FW Platforms: Host -Based Qf

U Dedicated server-based firewalls provide additional
functions

) Sorry, folks:
C Protocol traffic entry forbidden
Inspection wria Y
P _ TIPS o ) reR
C Contextual traffic @ SR - 2 F
Inspection s [ 7 =
: : Ei 1 = AWy <
Cc Comprehensive logging “ Ay
& alerts AVl EIE 4
C Air-gap proxy servers Lo

U Typically run on Unix or Windows

C Often have special hardening (security features) such
as modifications of network stack

C Consequences of increased complexity include
Increased bugs, vulnerabilities

25 Copyright © 2015 M. E. Kabay. All rights reserved.



FW Platforms: Appliance

U Extension of host-based FW: put FW into its own
specialized processor w/ no other functions

U Total control of operating system

C Control versions, patches specifically for
functionality of FW

C Prevent unauthorized,
unwanted changes

U Soft appliances

C Vendor specifies exact
characteristics of hardware
for user to buy & install

C Provides full software i boot
from vendor-supplied disk

26 Copyright © 2015 M. E. Kabay. All rights reserved.




FW Platforms: Personal and W
Desktop Agent

U Software FW
C Host-based systems
Cc Commonplace today
C Running on workstations

C Integrated systems often
Include antivirus functions

U Evolve into host intrusion-
prevention system (H-IPS)

U Require more maintenance
than network-based FW

C Constant signature updates
C Reqgular patches of client software
C Difficulties for management in wide-area networks

27 Copyright © 2015 M. E. Kabay. All rights reserved.
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FW Platforms: Embedded @f

UNIVERSITY

U Web-server-based plugins

C Create customized application
FWs

C Scale to support consumers,
small/medium business
requirements

U Integrate tightly with Web server
C Use downloaded signatures

C Develop specific protection for
specific applications

C Allows contextual scanning
unavailable to application gateways

U Often become all-in-one security appliances
CIntegrate FW, network intrusion-pr eventi on, a

29 Copyright © 2015 M. E. Kabay. All rights reserved.
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Network Security Mechanisms ==

U Recognition of value of network security mechanisms

CIT managers have
Increased expertise

ClIncreasingly recognized
need

C Often have unrealistic
expectations

U Next slides:
CBasic Roles

C Personal & Desktop
Agents

C Additional Roles
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Basic Roles

U Allowed Paths

U
U

ntrusion Detection
ntrusion

Prevention/Response
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