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Objectives

» This set of notes supplements
CSHG6 Chapter 31

» However, the materials do not correspond to
the structure of the chapter

» Much of this slide deck is devoted to
exploring the functional requirements and
difficulties of schools and public libraries

» There are detailed notes for some of the

slides — you can use the NOTES format to
view them with the slides
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» Case Study: Schools and Public Libraries
» Corporations

» Filtering Technology

» Management Alternatives
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Case Study: Schools and
Public Libraries

» Problems on the Internet

» Responsibilities to Stakeholders

» Legal Context

» Political context: conflicting pressures

Copyright © 2015 M. E. Kabay. All rights reserved.
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Problems on the Internet NORWICH

» Pedophiles

» Hate groups

» Pornography

» Plagiarism

» Stolen music & video
» Warez

> Viruses

» Criminal hackers

» Games

Copyright © 2015 M. E. Kabay. All rights reserved.



Pedophiles NORWICH

» Misrepresentation as youngsters
» Chat rooms

» E-mall

» Video films

» Bus/Airline tickets -- meetings

Copyright © 2015 M. E. Kabay. All rights reserved.



Hate Groups NORWICH

» Growing movements across world

» Anti-everything
Qracist
Qanti-Catholic, anti-Jewish, anti-. . . .
adhomophobic

» Recruiting young people through Web
Qhate-rock
dpropaganda

Copyright © 2015 M. E. Kabay. All rights reserved.



Pornography R

» Widespread — massive amount of content
» Misleading URLSs
Qtrademark violations, variant domains
v'http://lwww.whitehouse.com (still active)
amisspellings
v'http://www.micosoft.com (no longer
active)
» Junk e-mail invitations

Qe.g., new CompuServe accounts receive
Invitation for Russian porn from St
Petersburg

Copyright © 2015 M. E. Kabay. All rights reserved.
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Plagiarism NORWICH

» Buy / trade copies of essays, term papers
Awide range of subjects, styles
dchoose your preferred grade (A+, B-. . )
» Write-to-order
dgraduate students
» Anti-plagiarism sites available for teachers

dcheck student paper against database of
stolen papers
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Stolen Music & Video

» Napster, MP3, Gnutella, Wrapster. . ..
Qtrading copies of music

amost without permission — copyright
violations

Qlawsuits against companies & individuals

AGnutella, Wrapster extending trades to
other files

» Problems
dbandwidth saturation — many colleges
Qlegal liability

10 Copyright © 2015 M. E. Kabay. All rights reserved.
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Warez

» Stolen software
Qviolation of copyright law
Qoften virus-infected
Amany Trojan Horse programs
> Sites
dwarez exchanges
Qindividual exchanges
Qelectronic auction services
» Severe penalties for school systems
ALos Angeles: $5M fines

Copyright © 2015 M. E. Kabay. All rights reserved.
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Malware

» Self-replicating code
Qprogram infectors
Adboot-sector viruses
Qlnternet-enabled worms
» Non-replicating code: Trojan Horse programs
» Sources
Qaccident
Qdeliberate infection
avirus-exchange sites
» Damaging
Qavailability, integrity, confidentiality

Copyright © 2015 M. E. Kabay. All rights reserved.
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Criminal Hackers NORWICH

» Propaganda
AQUSENET groups
QWeb sites
Qprinted magazines
dregular meetings (2600)
» Appeals to kids
Qgroup affiliation
Qrebellion
Qpower
avideo-game syndrome

13 Copyright © 2015 M. E. Kabay. All rights reserved.
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PARAMEDIA » est. 1984 . 50

This site may contain explicit descriptions of
ar advacate one or more of the following:

adultery, murder, morbid violence, bad
grammar, deviant sexual conduct in violent
contexts, or the consumption of alcahal and
illegal drugs.

Then again, it may not.

Who knows?

enter graphical site

enter text-only site
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Games

» Cooperative multiplayer games
AQuake
ADoom
QGambling

» More a nuisance than a danger
ahigh bandwidth utilization

Copyright © 2015 M. E. Kabay. All rights reserved.
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Responsibilities to
Stakeholders

» Schools
AProvide access to information
AProtect children against abuse
ORespect wishes of parents
AComply with educational standards
» Libraries
AProvide access to information

AComply with legal requirements against
Illegal materials

QAvoid violating 15t Amendment

Copyright © 2015 M. E. Kabay. All rights reserved.
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Corporations

» Private industry can regulate use of corporate
assets

» Key Issue is policy awareness
APolicy must be clear and unambiguous

QAIll employees must know and understand
the policies on appropriate use

APolicies compliance must be monitored
and enforced consistently

» Failure to protect employees against
exposure to offensive materials may be
grounds for tort: hostile work environment

Copyright © 2015 M. E. Kabay. All rights reserved.
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Costs of Inappropriate Use gé
of Internet Access o

» Massive costs

» Some cases wWhere 20-40% of user time spent
misusing Internet access

» Gross waste of resources and wages
» Demoralizes hard-working staff
» Decreases respect for lax management

» Increases petty violations of other policies
and rules (e.qg., theft of supplies)

Copyright © 2015 M. E. Kabay. All rights reserved.
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Technology

» Monitoring

Qtools for reviewing what users are doing on
the Net

» Filtering

Qatools for limiting what users are doing on
the Net

Copyright © 2015 M. E. Kabay. All rights reserved.
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BESPECTORSOFT

An inc. 500 Company

Home Pr Press

Purchase

About Us tactUs Support Resellers

Automatically Record Everything They Do On The Internet

FOR HOME & SMALL BUSINESS NEW!

VERSION

Records Every Exact Detail of their
PC and Internet Activity.

PC Magazine Editors’ Cholce

Spector Pro combines powerfu
monitoring features with
making it

nomMe users

extreme ease of use
the ldeal cholce for

and small businesses. Records
emalls, chats, IMs, keystrokes,

web sites, plus provides screen
snapshots, Intemet blocking
and danger alerts

" BUY NOW |
g _[4.‘ ‘L’A,J;’,’._,_.’
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PC Magazine Double Award Winner
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|

Software TWICE {in 02 and '04)
stating “Spector Pro offers the
maost power ful and complete
aszortment of monitoring
and reporting tools™

MAGAZINE
EDITORS
CHOICE

EDITORS
CHOICE

July 30072
Spector Pro

Aug=t 3, 2004
Specior Pro 5.0

NEW!

VERSION

Knowing EVERYTHING They Do Online
is as Easy as Checking Your Email.

e TNy 15 =f3la sha
MR |r5t3l| =Blaster on the computer
Ln ey
o it ou wish to monitor and start
. e

recelving coples of every emall

sent and recelved on that PC

d ~PLUS -
\q ' j Recelve complete transcripts
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place on the monitored Px
All sent to YOUR Email address.
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Order Toll Free

1-888-598-2788

We want to talk to you.. We're here

7 days a week to answer your questions

Monday-friday 9am-10pm

Saturday-Sunday W0am-&pm

FOR CORPORATE NETWORKS

Record, Archive and Review your
Employees’ PC and Internet Activity.

Spector CNE records your
employees’ emalls, chats, web
sites visited and keystrokes
typed.
monitor ten employees or
thousands, you'll be able to
remotely deploy, manage

Whether you want to

and configure Spector CNE
over your company's network,

N-f"B
| "

Vsanne inesn B  siw
r_: N i;.n.’r" r‘i.’l J,li

A 2004 Inc 500 Company

Inc.

SpectorSoft has beennamed as
one of the 500 Fastest Growing
Private Companies in America by
Inc. Magazine. The ranking covers
arnual growth rate spanning a
four year period from

O N
2000 to 2003
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SpyBuddy Spy Software

Our most popular spy package!
SpyBuddy captures all user activities
both online and off. Including new
AOL, chats, instant messages, emails,
and all keystrokes and websites visited!
$49.99

&), Learn More
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NetObserve Remote Spy

. Our most powerful monitoring program!

- (Remote Internet Spy Software)
. Records keystrokes and Internet usage
. activities Remotely! All records are

. viewable through your web browser!
. $54.95

Q Learn More

Elﬁl‘)
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WebMail Email Spy

WebMail Spy records Web-based E-Mail!
WebMail Spy is a powerful, discrete
monitoring software application which
will record and store web-based e-mail
messages from Hotmail, Yahoo Mail,

Go Mail, AOLMail and many others.

39.99
G\ Learn More
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iSpyNow Remote Install
- Spy

. iSpynow is the first remote install computer
. monitoring product offered anywhere!

- iISpyNow spy software installs

. through an email attachment. You

- will simply not find this software

. anywhere else!

. $79.95
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Monitoring

» Audit trails
Qdisk files
Abrowser URL trail
Adbrowser disk cache
Qanti-virus products
Qanti-game software
Qanti-MP3-music software
» Real-time alerts
dWeb page
Adsuspect e-mail content
» Human inspection
dremote-access software
Asupervising by walking around

Copyright © 2015 M. E. Kabay. All rights reserved.
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Filtering

» Anti-virus products

» Firewalls

» Self-rating & filtering proposals
» Censorware

Copyright © 2015 M. E. Kabay. All rights reserved.
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Firewalls

» Corporate

AdCan block access to specific types of
traffic

QE.g., P2P file/music/video sharing

QOften integrates antivirus capabilities
» Workstation firewalls

QZone-Alarm

QBlacklce

aNorton

QMcAfee

Copyright © 2015 M. E. Kabay. All rights reserved.
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Self-rating & Filtering &
Proposals o

» ICRA — Internet Content Rating Association
ARSACI system
Qalready works with common browsers
» PICS — Platform for Internet Content Selection
» Fundamental question:

AWhy would objectionable sites rate
themselves at all?

Copyright © 2015 M. E. Kabay. All rights reserved.
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RSACi Standards

Level

Level

Level

Level

Level

Yiolence Nudity Rating Sex Rating
Rating Descriptor Descriptor
Descriptor

Fape ar Frontal nudity  Explicit sexual
wanton, {qualifying as acts aor sex
gratuitous provocative Crimes
vialence display)
Aggressive Frontal nudity MNon-explicit
vialence aor sexual acts
death to
humans

Destruction of  Partial nudity  Clothed sexual

realistic touching
objects
Injury to Revealing attire Passionate
human being kissing
Mone of the Mone of the Mone of the
abowve or abowve abowve or
sports related innocent
kis=ing,;
ramance

Copyright © 2015 M. E. Kabay. All rights reserved.
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Rating
Descriptor

Crude, vulgar

language or

extreme hate
speech

Strong
language or
hate =speech

Moderate
expletives or
profanity

Mild expletives

MNone of the
above



Censorware

> Types
ASite-specific exclusion
vlists of forbidden sites — updated often
AContent recognition
vlists of forbidden terms
v'nudity-recognition algorithms
» Problems

Qvery high false-positive rates (rejecting
sites unrelated to targets)

Qpolitical bias (rejecting educational sites
whose philosophy the makers reject)

3 1 Copyright © 2015 M. E. Kabay. All rights reserved.



CyberPatrol

What Is It?
YWhat's New
How It Works [
Why Choose it? 3

Reviews & Awards

Top Questions

Subscription Pricing

System Requirements

Safe Surfing Tips p
Link Your Site

FREE Upgrade

CyberPatrol 7 fiere

|Site Search @

"A fantastic range of filtering features
CyberPatrol ensures that your kids have
a happy but safe oniine expenence..."

TNPCnewsletter.com

Schools

2003 & 2004

Parental Control Software

CyberPatrol's world leading parental control
software helps you choose when and how your kids
use the Internet — even when you can't be therel

& Block harmful websites and newsgroups

& Monitor and view users' web surfing

& Restrict chat and instant messaging

& Filter search engine image resuits

# Manage time online and access to programs
& Control program downloads

& Protect personal identity

& Automatic Windows User Name Login

USD $390.85

BUY NOW! GBP £21,95

Euros €£31.95

25 November 2004 ¥ i
lssue 97 Do | pay Sales Tax/VAT?

FREE 14-day Trial - TRY IT!

CyberPatrol is recommended by Lee Hudspeth

The program's user interface 1s allogether straightforward, efficient and
easy to use

The Naked PC Newnsletter, December 16, 2003, Vol. 6 No. 22

Businesses Libraries Home

!.LE
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CYB ERerer

For a Family Friendly Internet Home Back Download | Order Dnline_]
Consistently Rated the BEST Internet Filtering Product
MAGAZINE CYBERsitter wins the highly coveted PC-Magazine "Editors’ Choice™ award for
EDITORS’ 2004, the fourth consecutive year, and an unprecedented five times since 19597
CHOICE .
Read the full review here!
August 3, 2004
Cybersitter 9.0

Solid Oak Software, Inc.

MNew -July 7, 2004 - CYBERSsitter 9.0 Wins PC-Magazine Editors’ Choice (Again!)

CYBER=itter 9.0 has once again been rated the best Internet Filter by PC-Magazine in the August 4, 2004 issue {on

newsstands now). CYBERsitter has now been awarded the Editars' Choice Award for four years in a row and five
times since 1997, Bead the CYBERsitter review here or read reviews for all filtering products.

[ ]l = m e lpahvr MMM A Teemam e cpgm e ips m FFmdes o WIS b e [ oo e




CYBERsitter 9.0 Product Overview

New Version! CYBER=itter 9.0 i1s designed primanly for hame, educational and small business use. Even thaugh
CYBERsitter has been designed to be easily installed and used by the most inexperienced users, there are plenty of
advanced features for power users too.

New Features! Mow records all Instant Messenger chat conversations for AOL [AIM), and Yahoo Messengers. MNow
you can know who your kids are chatting with to ensure that they are not communicating with strangers. Several new
securty enhancements have also been added for Windows 2000/ =P users.

CYBERsitter provides aver 30 categoaries of filtering making it the mast complete Internet filter available. Filters are
updated automatically, and there are no subscription charges. A sophisticated "content recagnition” system
recognizes and blocks new objectionable wehb sites even before we know about them.

CYBERsitter allows parents to averride blocked sites, add their own sites to block, specify allowahle times to access
the Internet, and maintains a detailed log of all Internet activity and violations. It will even send a daily report to parents
by e-mail.  Order On-line

Security

Many kids are much mare computer literate than their parents. WWe recognize this, and the program is designed with
this in mind. CYBERsitter has the mast advanced anti-tampering functions available. Password protected, the
settings you choose cannot be modified by even the most determined users. Advanced secunty features are available
within the program to make it even more difficult to attempt to defeat or override the intentions of the parent or
supervizor, Would you like to scan your PC for free to see if porn has been accessed? Click here!

CYBERsitter runs secretly in the background, always analyzing Internet activity, and can be configured to be
campletely invisible to the user and still accessible by the parent or supervisar.

34 Copyright © 2015 M. E. Kabay. All rights reserved.




Legal Context: Disclaimer ™

»| am not a lawyer and this Is
not legal advice.

»For legal advice, consult an
attorney with expertise in the
area of law of concern to you
who Is licensed to practice law
In your jurisdiction.

35



Legal Context: First &

NORWICH

Amendment Law (USA ONLY)

» Complex area — much subtle reasoning
» Ultra-simple summary:
QWho cannot censor speech?

v/governments acting against others as
sovereign to control unprotected speech

vgovernments acting against protected
speech

QWho can censor speech?

v'governments controlling their own
speech or that of their agents

v'within limits, anyone else dealing with
private speech on their own property

36
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Legal Context (cont’d)

How do we decide if restrictions
are constitutional or
unconstitutional?

» Determine capacity in which government is
acting

» Determine degree of protection of specific
speech

37 Copyright © 2015 M. E. Kabay. All rights reserved.
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Determine Capacity SRk

» Sovereigh — least power to regulate speech

» Employer — can regulate speech

» Proprietor — can regulate

» K-12 educator — broad but not unlimited power
» University educator — less discretion to control
» Speaker — complete power to control speech

» Subsidizer — complete power

Copyright © 2015 M. E. Kabay. All rights reserved.



Determine Protection

» Constitutionally valueless speech
Qdeliberate or reckless falsehoods
Qdobscenity (difficult issue)

Qchild pornography

Qincitement to lawless conduct

Qthreats

Acriminal solicitation or conspiracy
» Intermediate protection

Qcommercial advertising that is not false or
misleading

Asexually explicit but not obscene speech

39 Copyright © 2015 M. E. Kabay. All rights reserved.
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Obscenity & Indecency

» Obscenity
dAverage person
AQCommunity standards
QPatently offensive
APrurient interests
ALacking in serious value
aNot protected by 15t Amendment
» Indecency
APrimarily regulated for children
AProtected by 15t Amendment

Copyright © 2015 M. E. Kabay. All rights reserved.
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Determine Protection
(cont’d)

» Fully-protected: all other speech

Apolitical, social, religious, philosophical,
scientific

Qart, literature, music, poetry

Qjokes, gossip, entertainment, casual chat

41 Copyright © 2015 M. E. Kabay. All rights reserved.
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Political Context: gé
Conflicting Pressures -

» For filtering
Qdconcerned parents
aright-wing
Qreligious fundamentalists
» Against filtering
Qconcerned parents
Qlibertarians
Qcivil liberties advocates
dprivacy activists

Copyright © 2015 M. E. Kabay. All rights reserved.



Sanctity of Life

Marriage and Family
Homosexuality / “Gay
Marriage™

Pornography / Indecency
Education/Schools
Religious Liberty
Gambling

Federal Issues

Get Involved

Donate Volunteer
Helpful Links
Contact Your Elected
Dfficials

Comtact the Media
Register To Vote

Archives

Mewsletters
Alerts

Press Releases
White Papers

For we o ot

ILLINOIS FAMILY INSTITUTE

Fostering an Environment Where Families Can Flourish

Get Informed L Make aDonation ]

IFI News Release: Decency Advocates Respond to FCC Consent |
Decree Image

9402004 12:14:00 Pha
By Dawid E. Smith, IF1 Senior Policy Analyst

Defending Marriage

WHY WE CAM'T SETTLE
FOR CIVIL UMIQNS

GLEM ELLYM, N.--The Nlinais Family Institute,

issued the following release in response to the ﬂﬁxcgnﬂ,‘b

August 12th consent degree between Emmis - & A Case Against

Broadcast Corporation and the Federal O Gay Marri

Communications Commission: <@ y Mamage
-

Last rmonth in a Consent Decree, broadoast =

giant Emmis Communications Carporation '-'-'i-, Broadcast Indecency

“voluntaril' agreed to pay the LS Treasury ‘-}:’3. What You Can Do

$300,000 in order to settle dozens of broadoast x:?}

indecency complaints filed against at least two . o ' .

radio stations it owns. At issUe were NUMerous USA Coming Events

broadcasts by Chicago's WG and St Louis' CHEC Legislative (Pie)

KPMT. In response to this action, a "Petition for Day - 4/20/2005

Feconsideration” was filed late yvesterday by

Attarney Dennis J. Kelly ohjecting ta this agreement. The petition asks that the August How to i ug pr oof

12th Caonsent Decree be vacated, in part because the "Cammission has no autharity to your kids

sell a renewal of license to a party such as Emmis, nor does it have any authority to sell - 4/26/2003

a party a finding of basic character gqualifications ™

David Smith, Julie A. Cordry, the [llinois Family Institute, and Concerned Woamen for Wﬂﬁlk?fg'ﬂldge

America of lllinois have decided to file an official ohjection to the Consent Decree

between the Federal Communications Commission and Emmis because itis believed  Winois Christian Home

thatthe FCC has overstepped its authority. Educators Convention - 5/

192005

The prirmary allegations ofwrong doing come frorm two separate people in two different o i n Brine Taw  =r



member of
Search = the ACLU: JOIN

AMERICAN CIVIL LIBERTIES UNION

ANAMCED HELP

m ABOUT THE ACLU m LEGISLATIVE UPDATE | SUPREME COURT | DOMATE NOW | PRESS ROOM | ISSUES =

Crirmninal Justice

Hot Topics ACLU Files Motmu to {_}pen Hemmg Death Penalty
: - i ) ——
Py e In Case of FBI Whistleblower Dissbllty Hlants
USA PATRIOT Act == The ACLU filed an emergency motion to open the D.C. Circuit Court Fr_EH: F”:Eh
EFEND YOUR RIGHTS of Appeals to ’Iche Fuul:uhn:: |:||I_|r1ng oral arguments Thursday in a hearing Fresdomirire/ Touth
) over the termination of Sibel Edmonds. IAGE
Take Action READ MORE ABOUT THE CASE > . :
Irmrnigrant Rights
Sl '_"P oL ) . o ) Int'l Hurnan Rights
Email Updates Homeland Security Violates Civil Rights Lesbian & Gay Rights
Changing Your Info? The NYCLU, the ACLU and Council on American-lslamic Relations Mational Security
Sign In == have charged in a lawsuit that the Departrment of Homeland Security Police Practices
. violated the rights of Muslim Americans returning fram Taoronto, Prisons
Keep America ACLU REMEWS CALL FOR PATRIOT ACT CHANGES »> Privacy & Technology
Racial Justice
Records Show Command Approved Religious Liberty
Reproductive Freedom
;il‘Lb'l_-lSE Rights of the Poor
New evidence disclosed in documents released by the Department of Safe and Free
Defense confirms that soldiers who abused prisoners were acting Voting Rights
with the "seeming approval® of seniar command. Wormnen's Rights

READ THE RELEASED DOCUMEHNTS =>

actusuesrumseid »»  otuidents Making a Difference

Thic veaar'e Atk & cHivict ~rhalarchine weare aveeardod o
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Recommendations: Schools gé
& Libraries

» Define standards of acceptable use for children,
students, teachers and staff

Qimportant issue is the discussion
Qsafeguard children against harm
drespect other people

Copyright © 2015 M. E. Kabay. All rights reserved.
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Recommendations (cont’d) i

» School/Library Internet oversight group

Qinclude all concerned
v'students
v parents
v'teachers
v staff

Qexplicitly discuss each issue
v'protecting children against bad people
v'protecting others against children
vintellectual property rights
v'training in critical thinking

Copyright © 2015 M. E. Kabay. All rights reserved.



Recommendations (cont’d)

> Provide educational resources for all
concerned

Qacceptable-use guidelines
QAlimited expectation of privacy
Qpamphlets

AQURLS

47 Copyright © 2015 M. E. Kabay. All rights reserved.
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Recommendations (cont’d)

» At home, In libraries and schools
AUse supervision-by-walking-around

» Install monitoring software, not blocking
software

» Discuss infractions with all concerned —
parents, students, staff, teachers

Copyright © 2015 M. E. Kabay. All rights reserved.
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DISCUSSION
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