IS 342 Class Notes

Disaster Recovery
Planning

CSH5 Chapter 59
Disaster Recovery Planning
Michael Miora
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Scope of DRP NoRwicH

» BIA* determines key functions
QEstablishes sequence for recovery
QBuilds economics of case for recovery

» DRP focuses on detailed recovery strategies
OAnalyze and test critical path to recovery
QOMay begin while disaster in progress
QOEstablish essential services
QContinue through to normal operations

*Business Impact Analysis — see CSH5 Ch 58 |
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HOMELAND SECURITY
Threats  ADVISORY SYSTEM _

» Compile extensive list
of threats to operations

» Rely on cooperation of
emergency services

SEVERE

QFire I HIGH
QPolice R TTACKS
QFlood district EEVAED
managers SIGNIFICANT RISK OF
TERRORIST ATTACKS

» Compiling lists is
useful in itself
QDefine levels of
impact LOW
OHelps develop risk-
mitigation plans

GUARDED
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> Introduction

»ldentifying Threats and Disaster
Scenarios &
)é » Developing Recovery Strategies
- »Designing Recovery Tasks
~ »Implementation and Readiness

Examples of Threats to
Consider (from Ex. 59.1)

» Accidents ..

> Acts of G-d » Sabotage

» Aircraft accidents » Sand storm

» Alchohol abuse » Snow storm

» Area evacuation » Strike

» Arson > Terrorism

» Boiler explosion » Tornado

» Bomb threat » Utility failure

» Brownout » Volcano

> Bldg inaccessible > Water damage .
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Disaster Recovery Scenarios
» Apply survivable
technologies to mission-
critical functions

QE.g., eliminate single
points of failure where
practical

QE.g., invest in remote
location for part of F
corporate data
processing

» Escalation scenarios

QOEstablish timelines for
increasing application
of recovery measures

QMust plan carefully

OAvoid ambiguity in
decision points

E Kabay.

Classifying the Damage Ry

Sample Classifications of Damage

l Sample Classifications of Damage

[ Event Description

Escalation Timelines

> lllustrates how DRP
specifies decisions and
actions

» Must identify who
makes the decision

» Everyone has to know

2 3

T | I i exactly who has

s s authority to move to
next phase

i W i » Cannot argue about

g u decision while disaster
is in progress

[Down 14 or more inifate Recovery )

ays CatL LW » Must be practiced
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repeatedly (see later)
Escalation Timeline

Possible Scope of Effect

Potential Duration of Effect

( Aircraft Accident

Building to Local Area

Hours to Days

[‘Asbestos

Partial to Full Building

Days to Weeks

Bomb Threat

I Building to Local Area

Hours to Days

Chemical Spill

Building to Local Area

Hours to Days
Days to Weeks

Local to Regional Days

Civil Unrest/Riots Local to Regional

Cold Weather

Communications Failure Building to Regional Hours to Days

Snow Storm Local to Regional Area Days to Weeks

Volcano Regional Area Weeks

Water Damage Hours to Days

| Building to Local Area

E Kabay
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Simplifying the Scenarios NORIH
» Use complete listing to

identify major scenarios
of concern

» Establish key scenarios;
eg.,
QasSystems only

QPartial building
unusable

QFull building unusable

» Expect radically different
DRPs for these types of
disasters

» Everything depends on
specifics of the situation

—no boilerplates

» Category |
QOEssential,
mission-critical
and time-sensitive
» Category Il

QEssential,
mission-critical
but later in
sequence

» Other

ONecessary but not
immediately
critical
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Recovery Phases
a ) >
O »O >O
» Expect to identify 3 basic phases

QContinuation of critical functions
(Continuation)

ORecovery of critical functions (Recovery )
QORecovery of other functions (Recovery II)
» See Figure 59.4 on next slide

E Kabay.

CSHS5 Exhibit 59.4

Days
| Disaster Type  1-3 4-6 7-13 1429 30-59 60 |

Activate On-Site  Restore

15

2

Continuation NoRWICH

»Begins immediately at time of disaster

»Support Category | functions as best
as possible

~ P
>Respect time frames dgjmy\BIA gf i

»Consider possible altgrnate task

assignments for peopleswhose ragular)
duties are impossiblg ., SRR
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Recovery II NoRwicH

»Continue recovery of lesser, later
functions

»All of these timelines are planned

»Do not assume that you can play it by
ear

»No time to debate and discuss critical
path during recovery phases

Reserve Systems Services
Syst —ae O, e NormalOpiraine
Di ‘ @ )
m Rt
S cim  cam
Reserve Sites Hot Sites
Building or Local ik $mriog@ioiiios g restorecort et o quies
Disaster ' —So———¢
Cmacn Aasses Damags
M &HotSite Full Hot Site Of
§ ps
a
Regional GEIRCEIIDTIIT | e vty e safey esumer
" C————
Disaster S——b
SHot e Ful ot She Ops
Phases ‘ & 06 5% 3
14 Continuation Recovery | Recovery It
“:
Recovery I NeRIcH
»Restore nearly full functionality to
Category | functions
»Can start shortly after Continuation
Phase has stabilized
»But usually starts quickly during
Continuation Phase
QMinimize period of degraded
functions for Category |
QUse overlapping recovery to degree
possible
16 € Kabay
Range of Strategies for DRP
ey | Actwation | o | Toubliy | Avalabiy | Relubiny |
| The “Ideal Strategy” 'r Fast Low Excellent | High Excellent
Reserve Systems Fast Low Excellent High ] Excellent
—
Internal Redundancy Fast Medium Poor Medium Good
Commercial Providers 1 Fast Varies Excellent | HI}',}I Excellent
Hot Site T High Excellent | High Excellent
| Mobile Data Centers nghum Low Medium High Good
Reciprocal Agreements | Slow Low Poor l,(AW\‘A A,,,L“m_,_-
Priority Replacement Slow Low Poor Low Poor
Cold Suv-_ - Slow High | Poor High Poor
18 £ Kaba
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Data Backup Scenarios R
“Data backup is a key function in all
system installations. The best recovery
strategy, chosen to meet recovery
timelines according to the BIA, is
useless without a backup from which
to restore and resume operations. Data
backup is perhaps the single most
critical element of a disaster recovery
plan, yet only 31 percent of U.S.
companies have backup plans and
equipment.” — Michael Miora, CSH5 59
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The Overall Plan

NORWICH
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Middle Sequence

tun; Osaster | [Evacua

lBisa. Category 1 8o, Category 2 B6a. Category 3 B0 Category 4
IRecovery Recovery (Recovery Montorng
il 2, 0
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Beginning Sequence R
g
=
lnmmml Oisaster | [Dectare Disaster ety OR Team [Manaoe Leas &
o e ||
il il i} 0.
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o
End Sequence R
[Notity Insurance te Resumption
[Company mal Ops.
—
\ssessment
[Restore & Verify
[Svystems
; .
Reenter Area or Evaluate Damage Salvage Vital [Restore & Verify
Building Records [ Connectivity
3 H 1
[Reconstruction or
[Relocation
24
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> Introduction
.. »lIdentifying Threats and Disaster Scenarios T

> Designing Recovery Tasks
1 »Implementation and Readiness

- > Developing Recovery Strategies 4 q’,,

Intensive Record-Keeping @Ec

» Assign scribes who

observe and take notes in
rehearsals

» Have time-keepers with
stop-watches to help
scribes

» Use video-cameras where
possible (use timestamps)

» Useful for intensive
analysis of errors

Aq-
> Leads to rapid corrections 5%
and improvements

27
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>As plans matme need lncreaélngly
real tests

>Scheﬁule tests duringoffitime:ncid

>Invol\7e\peopfe from all sectors

{ >Practice responses depls;pns

>(nver1t unexpected selaryanos to stress
(e’ plans - :

S
%ME‘ASURE the res 1ts aﬂd ana|¥,ke/ ;

5’~
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Rehearsals
»Phased testing
aBottom-up approach

QOLimited tests in
restricted areas

»Integrate tested
procedures in larger
aggregations

»ldeally, use separate test
facilities
»Involve real users

"St Jerome and the Angel by Slmon Vouet 1620s, Nanonal Gallery of Art, Washmg(on

Copyright © 2013 M. E. Kabay

30

Live Tests

» Most difficult to arrange

»DO NOT TRY TO
SURPRISE PEOPLE

»> Can themselves result in
disaster if not carefully
planned

> |deally, use sectional
tests with unannounced
times (but with advance
notice of general plans)

> If possible, plan for
simulated tests on
weekends

» Should schedule at least
one full test per year

All rights reserved.
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Training Film o

»Ready for Anything (used in BCP)
»Commonwealth Films

»>You can use this film for extra points
(see later)

&, # [ nttp://commonwealthfilms.com/s/3_30_41asp

7 o

Business.Continuity/Disaster Recovery

g - = e o e

Recent Release
Ready For Anything
g, Business Continuity, Disaster Recovery, Ak oner
Preparedne
31
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. Why is compiling lists of possible threats helbf‘uﬂl

. What is an escalation scenario in DRP? What are

. How can one simplify an extensive list of possible
. What are Miora’s three categories of functionality
. What are Miora’s three phases of recovery in

. Why are reciprocal agreements so badly rated in

Review Questions (1)
in DRP?

the required attributes of the escalation
scenarios?

disasters for the purpose of DRP?
in DRP?
DRP?

the range of recovery strategies discussed in
CSH4 Chapter 437?

. . S
Review Questions (2) o
6. What are the characteristics of the ideal DRP
strategy (one that may not be attainable in
practice)?
7. Which of the strategies for DRP rates the
highest in attaining the ideal?

8. Why is data backup such an essential
component of DRP?

9. Why are rehearsals such an important element
of DRP?

10.What are the essential ground rules of a walk-
through in a DRP analysis of a rehearsal or
test?

33 E Kaba
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