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CISO AS CHANGE AGENT

» CIO responsibilities broad
QCISO role broadening beyond IT security
QCISO focuses on information security

» CISO manages trust
QPeople, business processes, technology
QEnterprise & its partners — stakeholders
QMust coordinate with CIO & CSO (Chief Security Officer)

» Technology has spawned new attack vectors

» Legislation

Qlncreasingly forcing responsibility and disclosure for
consumer/data subjects

Qlncreasing penalties for failure

QPreparing / defending against litigation growing in
importance

¥ CISO must clarify obligations, necessities & strategic spending

CISO AS STRATEGIST

»Overview: Strategic Situational
Awareness

»Reliance on Digital
Information

»Inherent Insecurity of
Systems

»World Trends

Overview: Strategic kﬂ
Situational Awareness (1)

» Information growing in value
O“Information is the business.”*

Qinformation applications
determine competitive
advantage

QRequire rules-based
protection to ensure data
control, confidentiality,
integrity, authenticity,
availability & utility

* Phil Condit, former chairman of Boeing,
speaking at Intl Info Integrity Inst (14) in 1995

5 £ Kabay
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Overview: Strategic &
Situational Awareness (2) o
» Main drivers for CISOs to define new strategy for information
security
QSystems inherently insecure
v'Variations in configuration (’\.
v'Complexity NS
v'Volume of vulnerabilities
QOReach of global business
increases complexity
v'Business processes
v'Personnel
v'Business systems
QOAsymmetrical warfare
v'Vastly more attackers than defenders in an organization
v'Attack vectors change quickly
v Trusted insiders are most significant threat
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Overview: Strategic Situational hg_
Awareness (3)

» CISO as strategist must
OAdopt & integrate new methods

QUpdate current methods of
protection

v'Network defenses
v'Data classification

» CISO must adopt long-term business
strategic thinking

QConsider reliance on information

QDefine & explain why protection is important
QCope with fundamentally insecure systems
QOAbandon risk-based security thinking

E Kabay.
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Reliance on Digital h_ .
Information

» 85% of US critical

infrastructure owned by
private companies

» Interconnecting systems

force a chain of trust
n Agriculture & food
QTrust in systems to trust g pypiic health & healthcare
in information 9. Drinking water / water treatment
Ay F A 10.Energy
EITI‘US'['In |nf9r_mat|0n to 11.Banking & finance
trust in decisions 12.National monuments & icons
> May be forced to 13.Defense industrial base
demonstrate 14.Key industry/technology sites
o . 15.Large gathering sites
QDigital ownership of
intellectual property (IP)

QChain of possession of IP
8

CRITICAL INFRASTRUCTURE
1. Information technology

2. Telecommunications

3. Chemicals

4. Transportation systems

5. Emergency systems

6. Postal & shipping services

7.
8.

Inherent Insecurity of Systems i{i
» Components of systems all created / installed by
(fallible/corruptible) human beings
QOHardware, software
QuUitilities, scripts
QTransport media
» All irretrievably flawed

QVulnerabilities (current & future)
cannot all be addressed / redressed

QPerfect security is myth: unattainable
QRisk-based methods don’t work
v'Unscaleable
¥'No meaningful data for probability

v'Annualized loss expectancies (ALE) impossible
to verify

World. Trends (1)

» Dramatic geographic shj
activity /

processes will be

e asset

» Increased con ! t current

security infras
i g.on inbound

OHuge increase in data density of storage
devices must alter security processes

QGrid / cloud computing changes rules

World. Trends (2)

» New models for information processing require
A
new rules or new models

QCloud computing \
gite (X
\

QOSoftwareas a s

QEnable integration of due diligence to
standard of care into all business streams

Copyright © 2014 M. E. Kabay

e
STRATEGY, GOVERNANCE, ‘o
& THE STANDARD OF CARE

»Standard of Care

»Governance &
Accountability

»Roles &
Responsibilities
»Reporting
»Monitoring
»Metrics
»Executive Visibility

12 £ fabay

All rights reserved.




1S342 — Class Notes

NORWICH

Standard of Care (1)

» Key vision
QPut in place mechanisms for

QEnabling business to
demonstrate

QDue diligence

QTo appropriate standard of
care

» Basic steps
QEvaluate risk qualitatively
v'High — medium - low
v'NOT using quantitative methods such as ALE
QUse accepted standards as framework

QTranslate high-level policy into action
13

/ |
Standard of Care (3) \

» Internationally aceepted standards

QOSee CSH5 Ch 54: Security Audits, Standards &
Inspections

» Risk assessment
/’ Qls not vulnerability analysis or audit
QOMust identify potential areas

v'That could rﬂ in exposure
v'/Above defin

iness impact -l e 'w.
Qldentify critical jons/areas where%ailur

could exceed materiali shold

vE.g., if minimum damage $5M,
different priorities than if threshold $500M

iness strategy & planning
gUs on business above

racticality'and risk management
rganizational silos
- @

\!
\
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&
Standard of Care (2) i

> Internationally accepted for standards of due care
include

QISO/IEC 17799:2005
QISO/IEC 27001:2005
QISO/IEC 13335-1:2004
QCoBIT® — Control Objectives for IT
QITIL® - IT Infrastructure Library

» See Exhibit 65.1 & also CSH5 chapters
044 “Security Policy Guidelines”

054 “Security Audits, Standards, and
Inspections™

&
Standard of Care (4) .
» CISO does not micromanage R 4
» CISO assigns duties to appropriate staff |

ODetailed configuration of devices role |
of security officers & other employees |

» CISO reviews reports R
» CISO ensures continuous process improvement

» Bruce Schneier: “In the real world, security
involves processes. It involves preventative
technologies, but also detection and reaction
processes, and an entire forensics system to hunt
down and prosecute the guilty. Security is not a
product; it itself is a process. And if we're ever
going to make our digital systems secure, we're
going to have to start building processes.”*

Preface to Secrets and Lies (2004).
N neier. - -

T centralize ALL seéurity under CISO

e ssign security responsibilities to all
'busmass unit executives

anage all of

ing'during planning
urity assi throughout

\
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Governance & Accountability (3) e
Policy-driven approach to IA/BCP/DRP governance

Senior Leadership Team | « Authority for policy
(C-level) + Governance body

* Program oversight

Policy | +  Accountability
+ Programs & program authority
+ Governance processes
+ Publishes under authority of entire senior leadership team

Principles | 5-6 high-level statements at descriptive level
Separate from policy
guidance for business unit standards

Business Unit | + Staff support
Team « Facilitates governance process

 Provides technical leadership for security across business units

*  Representatives from each business unit + audit

« CISO = chair
[

policy princi for senior ip team app

+ Standards at prescriptive level

+ Implements standards

* Monitors effectiveness (metrics, reports)
- A

Governance & Accountability (4)

>

» Attack profiles changing

20
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CISO must become agent of
change

QMove from implementation

OMove to innovation &
responsiveness to business
needs

QMoving away from simple technical exploits

QMoving to targeted exploitation of business
process weaknesses

QEvery executive must be thinking about security
as normal part of business management

19 process imp! for security across all business units
Roles & Responsibilities (1) ™
» Convince upper management that CISO must
be agent of change @ .
QORefer to best practices
vInstitute of Internal Auditors (l1A) I
vInformation Security and Control
Association (ISACA) i’ s
vIT Governance Institute (ITGI) Mm_]
OAdapt to specific needs of organization
» Expect incremental change,
not instant compliance
» Use 10 principles (next slides) as RRE
discussion points o
21
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Roles & Responsibilities (2)

1. CISO doesn’t own/control IT assets —
manages them for effective business results

2. Independent auditor regularly reviews
implementation

3. IT security expenses must be justified by
business value e

4. T security monitored by
IT governance board

a) IT
b) Business management
c) CFO

Roles & Responsibilities (3)

5. Security, |A, cybersecurity tied to business/rules
a)Traceable
b) “Understandable
c) Agreed to by organization

6. IT security changes must be authorized by IT
management change boards

7. IT governance boards monitor application
development

a) Functionality & performance must comply with
design

b) All design includes appropriate security
requirements

c) No unauthorized code

Roles & Responsibilities (4)

8.

24

. Information systems assets have

IT security operations & processes managed tightly:
standardized, documented, reviewed regularly by IT
management & independent auditors

a) New processes adapt to
business change

b) Existing processes regularly
reviewed, including involvement
by legal counsel

clear ownership / accountability
a) Assets used as intended
b) Assets accessed according to authorization

c) Assets available and useful according to metrics
(e.g., QoS

‘ *Quality of Service I

Copyright © 2014 M. E. Kabay
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Roles & Responsibilities (5) &_
10.Appropriate & updated training & certification of IT
employees, contractors, vendors to
ensure capability for enforcing
security

» Final remarks:

QOMajor hurdle: business
managers generally don’t
understand IT & would
prefer to see it controlled
by “IT staff”

QOMust convince upper
management that IT is lifeblood
of business: no info, no business

OAccepting responsibility / accountability for all
aspects of IT & security radically changes level of
cooperation

25 E Kabay.
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Reporting & Accountability

» Governance structure leads
to appropriate assignment of
accountability

QONot if but how managers
take responsibility for
results

» Without accountability

QORules will not be
implemented well

QEnforcement will fail

26 £ Kabay

Monitoring

> How well are we doing in meeting
our standards?

OKabay:
REALITY TRUMPS THEORY

» Monitoring allows decisions for
specific areas

QControls are working
QOControls are not working
» Close coordination with internal audit
»> Standards
QObjective standards of proof
QOHearsay inadequate
OMust expect to automate data gathering

Metrics

» Choose metrics carefully: must be essential to
OProvide performance indicators /
OBe actionable: actually provide

options for making changes

» Monitoring what cannot be

changed is pointless
DAttacks on perimeter
meaningless unless we also
measure attacks
penetrating perimeter

QThus have ID* outside firewalls
& inside firewalls

*Intrusion Detection I

28 E Kaba
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Executive ‘w
Visibility

» CISO executive scorecard
QPublished w/ support of C-level
sponsor(s)
QHelps drive behavior according
to metrics reported
» Quarterly reports (or more

High frequent)

» Support continuous process
improvement

visibility

clothing > Encourage executive / managerial

involvement

must be
worn

Copyright © 2014 M. E. Kabay

RECOMMENDATIONS FOR
SUCCESS FOR CISOs

»Education & Experience

»Culture of Security in the Business
»Alliance with Corporate & Outside Counsel
»Partnership with Internal Audit
»>Tensionwith IT

»Organizational Structure

»Responsibilities & Opportunities Outside of
CISO Internal Respor;ibilities

i \ |
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Education & Experience (1)

Leadership skills

» Wise counsel / appropriate
judgement

» Big picture view

» MBA degree may be helpful

> Life experience of value

» Studying reputable books on management &
leadership helpful

» Keep up to date on IT & security
developments

E Kabay.

Education & Experience (2)

Know your organization’s functional

organization

» Core stakeholders:
Qinternal audit
QOLegal counsel
QBusiness executives
QIT staff

» Frequent discussions with
QFinance
QSupply chain
QOHuman resources

32 £ Kabay_Alighs reserved:
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Education & Experience (3)

Know your company’s mission-critical
objectives & processes
» Company’s value chain*

» Major business processes
> Disclosure statements

» Annual reports

» Major cost concerns

» Major revenue streams

» Key risks (outside security)

*Value chain: sequence of activities at each of which products gain value.

Ref: Porter, M. (1985). C Creating and ing Superior Performance.

Free Press (ISBN 0-684-84146-0). 592 pp. Index.

E Kabay.
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Culture of Security in the

Business (1)

» Study culture: attitudes toward
DOAccepting direction

DAllowing time & resources to be
used for security

» Questions for understanding
organizational culture towards
security

1. Risk appetite: materiality
threshold for risk management?

2. Norms / attitudes:

v'High turnover, tolerance for change focus on
autonomy? Or

v'Policy-driven bureaucracy?

Culture 6f Security in the/
Business (2) \

> Questlons cont’d ( —

/3. Relevant regulations & statutes: inventory &
understanding (more complex in internation
organizations)

4. Influence / awareness of public opinion: functign
of public visibility, may involve marketing
functions

Risk to reputatl
tr ency acceptab if

nﬁdence

1ty
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2 v'Generally use reward in preference to punishment

_Culture of Security in the
ess (3)

6. Who else manages risk?
Financial

Legal

Corporate strategy
Marketing

oo o

; oduct design
g. Customer support /
7. What is your relationship with these
other managers?

a. Should you talk ers?
b. Bes fo’i(eepabfeastofchanges

A‘
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Alliance with Corporate & hg_
Outside Counsel

» Coordinate w/ counsel
QPolicy
Qlnvestigations
QContracts
Qincidents

> Intellectual property
issues must involve
counsel

» Maintain close ties

37 E Kabay.
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Partnership with Internal Audit k
» Close partnership essential
» CISO must ensure smooth collaboration

QStandard of care requires demonstration
of effective functioning of controls

QOWork together on monitoring & reporting
QEnsure full access to information security processes
QOProvide support to each other in escalation

» Focus on egoless work*:

DAudit results are positive contribution to continuous
process improvement

QFindings never interpreted as personal attacks

QConstructive criticisms welcomed, praised &
rewarded

*See Kabay, M. (2009). “On Writing” v10. Section 9, “Egoless Work.”
< http://www.mekabay.com/methodology/writing.pdf >

NORWICH

Tension with IT

» Some CISOs report to CIO
(head of IT)

QPotential conflict of interest

QScope of CISO’s work extends
beyond IT

Qlmpression that CISO is IT security
manager instead of information security manager

» Mistake to fund CISO out of IT budget
Qlnappropriate allocation of costs
QCan hit IT hard & cause resentment

» CISO should report to Board like all other C-levels
QBut important not to lose collaboration with IT

alf impossible & CISO reports to CIO, try dotted-line
relationships to senior executives (difficult)

E Kabay

Additional Roles Beyond ki:
Internal Responsibilities

» Share what’s experienced
» Codify security practice
» Improve understanding of security

» Participate in professional
organizations

» Write for professional publications

» Speak to community / professional
/ trade organizations

» Eliminate confusion
» Define role in everyone’s minds

41 £ Kabay
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Organizational Structure o

» Reporting (discussed on previous slide)

ONote also that some CISOs report to CEO, COO or
CFO

» Other possibilities

QSome CISOs responsible
for

v'Physical security .
v Executive protection

Key elements of CISO role
Governance

Policy management

Compliance monitoring & reporting
Parameters for IT security operations

Forensics & incident handling
Identity & access management
Business continuity

Records management
E-discovery

QCollaborate closely with
physical security chief

40 £ ke
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DISCUSSION

42 £ fabay
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