The Art of Technical Support
Review Questions

Day 7: Security (Part 2)

Answer each question in a few words. Hand in your work after the quiz at the start of Day 8.

1. Why are some people concerned about the growing

use of the Social Insurance Number as an 9. What is “software metering”?

identifier? What difference could it make to

anyone? 10. How does one prevent eavesdropping on modem
transmissions?

2. Explain why it is dangerous to give someone else
your e-mail ID and password (think about the case 11. How do password-generator tokens help improve
of the Texas A&M University professor we security?
discussed in class).
12. Why are some organizations moving to single-
3. What does “stealing dial tone” mean? signon policies?

4. How have “phone phreaks” wreaked havoc using  13. How would you use the DES to exchange
their knowledge of the central phone switch information securely with a colleague or business
controls? partner?

5. Give an example of industrial espionage (you can  14. Suppose you wanted to send a message to Rory so
make up the example). that only she could read it. How would you use the
PKC (e.g., as implemented in PGP) to do so?
6. Give an example of industrial sabotage.
15. Suppose you wanted to post a message on an

7. If you were in charge of security, what could you Internet news group and be able to assure readers
propose to prevent or reduce theft of your that only you could have posted it. How would
employer’s PCs? you use PGP to do so?

8. Roughly speaking, how does a “signature-based”
antivirus product work? Why should you update

the signature files every month or so?
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