Fraud

CJ341 — Cyberlaw & Cybercrime
Lecture #7

M. E. Kabay, PhD, CISSP-ISSMP
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School of Business & Management
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Topics NI
» Internet Fraud & Con Artistry

Qldentity Theft / Phishing / Pharming / Vishing*

QOnline Auction Fraud

QE-mail Scams / Chain letters / hoaxes

QOnline Prostitution & Mail-Order Brides

OHuman Trafficking
» Cybercrimes involving Fraud

OMail and Wire Fraud

QAccess Devices *Vishing = Voice-mail Phishing
Criminals use VolP systems to
DStOCIf Fraud send fake messages to phones
Qldentity Theft asking victim to call back and

QForgery give name and credit-card
QComputer Extortion MUmber.
» Cyberterrorism
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Fl'aud Defined NORWICH

» Deception for gain (i.e. personal)
» Intent to deceive, trick, defraud : J
» Examples
QBait and switch
Qldentity theft
QConfidence games; e.g.,

v'Nigerian 419 | |
advance-fee fraud

v'Pyramid (Ponzi) scams
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Criminal & Civil Liability

» Fraud = Criminal Act

» Fraud = Civil wrong (A tort)
QThe Law provides remedies for civil wrongs
QExample: Civil Fraud

v'Making a false representation to a person's
detriment, which is relied upon by another

» Existing federal laws seem to criminalize activity
after damage is done

QConsumer has already been defrauded

Qlinclude wire fraud, identity theft, credit card
fraud, computer fraud

QTrade laws, possibly including new federal
CAN SPAM Act
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Elements of Fraud

Incentive: want or need to
commit fraud.

*Opportunity: weakness in
system that right person
could exploit. Fraud is
possible.

*Rationalization: | have
convinced myself that this
fraudulent behavior is worth
the risks.

«Capability: | have the
necessary traits and abilities
to be the right person to pull
it off. | have recognized this Rationalization Capability
particular fraud opportunity

and can turn it into reality.

Incentive Opportunity

http://www.nysscpa.org/cpajournal/2004/1204/images/ex1p38.pdf
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Elements of Fraud

> A representation
QOFalsity of representation
OMateriality of representation

QOSpeaker’s knowledge of falsity of
representation

QSpeaker’s intent it should be relied upon

» The hearer’s ignorance of falsity of
representation

OHearer’s reliance on representation
QHearer’s right to rely on representation

OHearer’'s consequent and proximate injury caused by
reliance on representation

Taylor v. State Compensation Insurance Fund, 175 Mont. 432,
913 P.2d 1242 (1996)

See http://wce.dli.mt.gov/TOOLS/Fraud Elements.htm |
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Identity Theft NogIc
> 18 USC § 1028

ACriminalizes acts comprising fraud in connection
with identification documents

> See Class Lecture 4
Qldentity Theft Statistics
OMethods Used by ID Thieves
v'Carding
v'Dumpster® Diving
v'Credit-Card Skimming
v'Shoulder Surfing
v'Retail Scams
vInternet Scams
v'Government Impersonation
OResponding to ID Theft
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Online Auction Fraud e
» eBay, Yahoo, MSNBC. . .
» Fundamental problems:

QThieves selling non-existent stuff

Q“Auctions” run by shills to drive up
price
» Auction anti-con-artist vigilante
QOrdered a laptop via auction (2002)

Q6 weeks later received by FedEx
lap-top sized box containing
Montreal phonebook

» Ludicrous auctions (selling family,
island, etc.)

» lllegal auctions (body parts, children)

» 21 year old Australian facing fraud charges for sale of non-
existent iPods on Internet (Sep 2006)

» Japan: Internet auction fraud = top cyber crime
8
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B
Scams / Hoaxes NOm
» E-mail scams / Chain letters/ hoaxes
QExample: Bill Gates giving away money

abDon't forward unverified rumors; verify first at a
number of Web sites (e.g., snopes.com,
vmyths.com)

Qif it's too good to be
true...

» Phishing (see lecture 4)

» Pharming (using fake
Web sites for fraud)
» Vishing — using voice

mail for fraud
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http://www.snopes.com
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Online Prostitution & Mail- Ef
Order Brides

» Prostitution said to be “world's oldest profession”

» Unknown number of escort
and mail-order bride Web sites

» Exchange of money for service

» Internet has revolutionized way
these agencies conduct
business

QStudies show that many
photos have dozens or
hundreds of different names

QSome photos actually
gleaned from Google Images

QaSome “nubile 18 year olds” actually 75 year olds
—or men
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NORWICH
WRIEREITY

Online Prostitution (cont'd)
» Fraud risks — Examples
OWomen themselves defrauding men (and vice versa);

QAgencies scamming (e.g., requiring payment of funds for
travel or visit; often once payment is wired, “love letters”
stop).

» Potential red flags:
QWwithin few letters, professes true love
ORepeated mention of honesty
QIndicates poverty —no money

QGeneral (non-specific) communications,
as some scammers “work” many
individuals at a time

» Legal Issues
Qldentity theft
Qlnternational investigation of fraudulent activity
Qlmmigration concerns
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Human Trafficking (Slavery) %
Aided by Internet |

»Women (mostly) responding to Internet ads for
work

»E.g., “DA: Woman turned into sex slave after
internet meeting”

Q< http://tinyurl.com/3tobt4n >

Q27-year-old Wisconsin woman tried to exchange
housework for free lodging in NYC

QTrapped in man’s apartment 9 days
QTied with hope, gagged, handcuffed
ORepeatedly raped

QFinally able to call her mother for help
QPolice found her bruised and shaking
OArrested owner of apartment
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U
Mail & Wire Fraud Hasouicts

» Mail & Wire Fraud statutes

QcCan be used to prosecute those
who used computers and Internet
to commit fraud

QEven though not cybercrime-
specific
» Can be used in tandem

» Use of mail or electronic communications in carrying out
some other fraud exacerbates crime

> Note general federal conspiracy provision
(18 USC § 1341) could also apply & add to charges

&
Mail & Wire Fraud (2) NORWICH
» Mail Fraud, 18 USC § 1341

An offense for anyone who, "having devised or
intending to devise any scheme or artifice to defraud,
or for obtaining money or property by means of false
or fraudulent pretenses” uses U.S. mails or "any
private or commercial interstate carrier” (e.g., FedEx)
"for purpose of executing such scheme or artifice or
attempting to do so"

» Key Elements:

1. Defendant devised or intended
to devise scheme to defraud
(INTENT); and

2. Mails used for purpose of
executing scheme to defraud

» Investigated by USPIS — United States Postal Inspection (ACT)
Service < https://postalinspectors.uspis.qov/ >
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Mail & Wire Fraud (3) US v. LaMacchia (1994)

» Wire Fraud, 18 USC § 1343

QAn offense for anyone who, "having devised or intending to
devise any scheme or artifice to defraud, or for obtaining money
or property by means of false or fraudulent pretenses,
representations, or promises, transmits or causes to be
transmitted by means of wire, radio, or television
communication in interstate or foreign commerce, any writings,
signs, signals, pictures, or sounds for purpose of executing
such scheme or artifice [to defraud]”

> Fraudulent activity involving interstate wire (electronlc)
communications (including Internet) 7

QOKey Elements:

v'1. Defendant intentionally participated in
a scheme to defraud or for obtaining
money or property by means of false or
fraudulent pretenses (INTENT); and

V2. that wire transmissions were used for
purpose of executing scheme to defraud
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» David LaMacchia was 21 year old MIT student

Qlnvited anyone to upload and download illegal
copies of proprietary software

QCould not be tried
under copyright
violations 18 USC
§ 506(a) because no
personal monetary
benefit

Qlndicted under wire
fraud statute

(cont’d)
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US v. LaMacchia (cont'd) NoRICH

» Case dismissed
aNo money, no fraud
QCourt ruled that

villegal copies of intellectual
property are not property
that is

v“stolen, converted or taken by fraud"
v'under Stolen Property Act

OLed directly to passage of No Electronic Theft
Act of 1997

v'/Removed requirement for financial gain from
18 USC § 506(a) as basis for prosecution
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NORWICH
RN

Anatomy of a Wire Fraud

» True case study of complicated wire
fraud attempted against small US
credit union

» Investigated by Norwich University’s

QProf Peter Stephenson, PhD, VSM,
CISSP, CISM, FICAF

QDirector, Norwich University Center &
for Advanced Computing and
Digital Forensics

DAssociate Professor of Digital
Forensics

QChief Information Security Officer
aDistinguished author
QKeith Gilbert — NU BSc CSIA ‘2010
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Investigating
Computer-Related

Crime  secona edition

Peter Stephenson and Keith Gilbert

Wire Fraud Fundamentals (1)
> WIRE FRAUD - 18 USC 1343, makes it Federal
crime or offense for anyone to use interstate wire
communications facilities in carrying out scheme
to defraud.*

» A person can be found guilty of that offense only
if all of following facts are proved beyond a
reasonable doubt:

1. That person knowingly and willfully devised
scheme to defraud, or for obtaining money or
property by means of false pretenses,
representations or promises; and

2. That person knowingly transmitted or caused
to be transmitted by wire in interstate
commerce some sound for purpose of
executing scheme to defraud.

*The 'Lectric Law Library - http://www.lectlaw.com/def2/w017.htm
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NORWICH
RN

Wire Fraud Fundamentals (2)

> Not necessary for government to prove

Q All of details concerning precise nature and
purpose of scheme; or that

Q Material transmitted by wire was itself false or
fraudulent; or that

QO Alleged scheme actually
succeeded in defrauding
anyone; or that

O Use of interstate wire
communications facilities
was intended as specific
or exclusive means of
accomplishing alleged
fraud.
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NORWICH
WRIEREITY

Wire Fraud Fundamentals (3)

» What must be proved is that

O Person knowingly and willfully devised or
intended to devise scheme to defraud; and
that

O Use of interstate wire communications
facilities was closely related to scheme
because person either

v' Transmitted something or

v' Caused it to be transmitted
v In interstate commerce
v

In attempt to execute or carry
out scheme.
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NORWICH
RN

Wire Fraud Fundamentals (4)

» To “cause” interstate wire facilities to be used is to
Q Do an act with knowledge that

Q Use of wires will follow in ordinary course of
business or

Q Where such use can reasonably be foreseen.
» Each separate use of interstate wire facilities in

furtherance of scheme to

duefraud constitutes separate “(Q)} K(@:_\)J
R

b |{/

offense.
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The Scenario - Intelligence EE
Gathering

Fraudster obtains information about depositor
including:

» Name

» Address

» SSN

» Password verification
qguestion/answer

» Signature

» Account balance
» Account number
» Phone number

Scenario - Gaining Access NoRWICH

» The fraudster social engineers credit-union
customer-service agents to obtain:

OAccess to customer's account
aNew password
QWire transfer

» The fraudster social
engineers phone company
to obtain:

QTelephone number
redirect to throwaway
cell phone
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What Fraudster Needs to <
Commit Fraud ! The Fraud (1): Background
r 3 » Fraudster searches county property records
» Customer name QTargets several owners of large properties
» Customer address aWith mortgages held by credit union
» Customer social security number > Fraudster gathers as much information from
» Customer account number public records as possible
» Customer date of birth and other > Uses tcell ph(f)ne Rl L %T_otogrgph -
personal information such as - o 3|gnda ures of owners on public copies o
mother's maiden name eeds
» Customer password to on-line banking >-grgﬁ;;?gg;t;;£gﬁg Itgcates
> Customer account balance and date/amount victim
of last transaction OObtains maiden names of
» Customer pgone number as shown in credit mother and other relatives
union records
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The Fraud (2) B People Searches (1) N
> The fraudster obtains — n NetTrace b investigator
QPhone numbers using - RO
reverse phone directories .
and ﬂ [Gocgle™ ovsam samen_|
QFor a few dollars obtains §
Social Security Numbers, ) " Private 1 t irectary Forum  Artices  Carcers Books
dates of birth and other personal informatio
about owners from on-line services. Dlosmhaatene s Sesanien o et
fraudster
QCalls credit union and People Search Sites
QaSocial engineers owner’s account number Search Sites, Resources, Services, and Tools that allow you to search for people and persanal
frOm customer Service agent nformation. Start your Free People Search from Net-Trace today.
DS | t d th g h Try the new Net-Trace People Search Forum.
SYElE! Ways Due = SUIC as poman Search for Military Personnel online at Military Search. Search Military Alumni lists, POW and MIA
. pretending to be an owner's wife. . .. 30 databases, Military Message Boards, and more.
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People Searches (2) NoRwIcH

= AQL E-Mail Finder = 192.com (United Kingdom)

» EmailChange.Com 411 Loc

= Email Finder

= E-Search (Ireland)
1

= IC
= InfoSpace - Email Search

» Internet Address Finder itchboard
Pages

» My Email Address [5 (Meta)
» Sear m (Meta)

ite Pages (Australia)
te Pages (Belgium)
Pages (Canada)
Pages (Hong Kong)
Pages (Netherlands)
& Pages (New Zealand)
= White Pages (Pakistan)
Pages (Samoa)
Pages (Singapore)
ite Pages (Vanuatu)
Pages (United Kingdom)

Usenet Addresses Service
= Yahoo! People Search

REVERSE EMAIL SEARCH

» Internet Address Finder

REVERSE ADDRESS SEARCH
= InfoSpace

| REVERSE PHONE SEARCH | ;
-mmma: rARCH | E,E
NORWICH
RN
META PEOPLE SEARCHES. ARCH: MILTTARY

SEARCH

SFARCH IN: NEWSGROUPS
- G ™ o

[ SFARCH: PURLIC RECORDS |

SEARCH: MEDICAL/HEALTH

5. RECTORIES

ntermational)

TTAL RECORDS

SEARCH: CELERRITIES.

| SEARCH SOCIAL NETWORKS _____ IESOGres) . .
Fac e S Vahol Facils Sanrch
» Facebook Yahoo! People Search C
» Friendster :
G Find Peanle Free
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L] NORWICH * NORWICH
The Fraud (3): Redirect The Fraud (4): Wire Transfer ™%~
> The fraudster now has: ) » Fraudster calls credit union and social
. ’ engineers new password
OName . L .
» Next, fraudster logs into victim's on-line
QOAddress

aPhone number
QAccount number
OMother's maiden name
QVictim's signature

» Now fraud begins

QThe fraudster social engineers phone
company to redirect victim's phone
number to throw-away cell phone using
credible pretext
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account to gather account information

» Then fraudster calls credit union again (some
days may pass between
calls) at different time of
day to ensure different
customer service agent

ORequests wire transfer
to bank in Spain

QCall is made late Friday
Spanish time
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&

MIERNITY

The Fraud (5): Authentication *

» The credit union authenticates fraudster
OMother's maiden name
QDate of birth
OAddress, SSN, etc.

o)
ODate and amount of most
recent transaction in
account
QCalls fraudster back on
[ ]

phone number of record
(now redirected to
fraudster's throw-away phone)

QOFaxes wire transfer form
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» The fraudster:
QFills out form

QAdds signature
obtained from
county mortgage
records

QOFaxes form back to
credit union

» The credit union:
QCompares signature

OTransfers money ($600K in this case) out of
victim's account to bank in Spain
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NORWICH

Outcome

@ > By coincidence, victim checked his

i h account as all of this was happening and
g found that $600K was missing — called

" credit union

» The credit union tried to stop transaction
but was too late

—_v! »Fraud-prevention officer contacted bank

i
il ) in Spain which was just closed; however,
someone did answer phone
A L) > Spanish bank had stopped withdrawal of

funds by fraudster since there had been
“suspicious activity on account in past”

>
>

>

Fraud & Access Devices
18 USC § 1029 (See Clifford p. 54+)

Federal crime to engage in certain
activities involving "access devices"

"any card, plate, code, account number,
electronic serial number, mobile
identification number, personal
identification number, or other
telecommunications service,
equipment, or instrument identifier, or
other means of account access that can
be used...to obtain money, goods,
services, or anything of value"

Also prohibits activities involving
counterfeit access devices

"any access device that is counterfeit,

NORWICH

b - (officer of Spanish bank) fictitious, altered, or forged, or an
identifiable component of an access
» Money was returned but fraudster never device or a counterfeit access device"
was caught.
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Fraud & Access Devices Fraud & Access Devices:
(cont'd) Marcus Abercrombie (2005)

QKey: » GA man pled guilty to charges of access device fraud
v'Any unauthorized device designed or and conspiracy to commit access device fraud
used for fraudulent access to resources > Stole >$200K in all
» Abercrombie & accomplices exchanged bar codes on
=Money (e..g., fugd. transfers, e Enelse
h pﬁ%rr?eegg}dgsoele?\’/vf)?rkwg:l:?lée:r%/’) OBought items at significantly reduced prices
' gnything of \}alue ’ ’ QReturned merchandise to other stores
includ dit d btained QO Received store credit for items in store debit cards
|
fnc lé ?S Clre I ey da]!nt d QAlso fenced fraudulently obtained Home Depot &
raudulently or generated for frau Lowe's merchandise and store debit cards
QForbids production, trafficking in, control over eBay and through pawn shop
or custody of, or possession of device- > Renovated 2 homes using fraudulently-
making equipment with intent to defraud acquired store credit
39 Copyight 2013 M. E. Kabay, D By, . Tower irce & P . Staphenson. Alights esarved 40
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Fraud & Access Devices
(cont'd)

» U.S.APP.AT.R.I.LO.T. Act added new subsection
to 18 USC § 1029 to confer extraterritorial
jurisdiction (ability of government to exercise
authority beyond its normal boundaries) where
anyone acts outside jurisdiction of US and
engages in any act that would constitute an
offense if committed within jurisdiction of US, if
two conditions are met:

1. offense involves access device issued,
owned, managed or controlled by financial
institution or other entity within jurisdiction
of US; and

2. person transports, delivers, stores, or holds
article used in commission of offense within
jurisdiction of US
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. To Educate, Amuse & Enrich™

1996.03 — lomega high-capacity removable disk
drives slammed by false information

» America Online's Motley Fool bulletin board
QFalse information
QFlaming and physical threats

» Caused volatility of stock prices

» People who know which way stock will rise or
fall can make money on trades

Copyright © 2013 M. E. Kabay, D. Blythe , J. Tower-Pierce & P. R. Stephenson. Al rights reserved.




Stock Fraud: PairGain
» 1999.04: Gary Dale Hoke arrested by FBI
QOEmployee of PairGain, CA telephone equipment company
» Created bogus Web page

QO Simulated Bloomberg information
service

QO Touted PairGain stock

v“Undervalued —impending
takeover”

» Pointed to fake page using Yahoo msg boards

Qlnvestors bid up price of PairGain stock
from $8.50 to $11.12 (130%)

013.7 M shares traded — 700% normal
volume

» Sentenced (Aug 1999) to home detention, probation, U$93K
restitution

0 See < http://articles.latimes.com/1999/aua/31/business/fi-5307 >
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&
Stock Fraud: Emulex
EMULEX
We network storage

2000.98: Emulex lost 60% of total share value
» Mark Jakob, 23 years old

» Fabricated news release

» Sent from community college computer

» Circulated by Dow Jones, Bloomberg

» Claimed profit warning, SEC investigators,
loss of CEO

» Jakob profited by $240,000 in minutes
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NORWICH

Forgery
» Distinct offense in some states; e.g.,

"Any person who creates, alters, or deletes any data
contained in any computer or computer network, who if
such person had created, altered, or deleted a tangible
document or instrument would have committed
forgery...shall be guilty of crime of computer forgery."
(Clifford, citing Georgia statutes)

> Some states also specifically criminalize use of
computers to commit fraud

» Other states increase penalties if
computer used to devise or execute
scheme to defraud

» Note: A person can be charged with
violations of federal law AND state law
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Extortion and Blackmail

» Extortion: threatening harm
unless victim complies with
stated conditions

Q"Pay us money or we will
cook your dog."

» Blackmail: form of extortion
involving revelation of
something victim wants kept
secret

Q"Pay us money or we will
reveal that you cooked
your dog.“

“ i "Alright, I extorted f illion dollars.
a Pay us money orwe WI” I ;lveghy:m this check :':y‘:-" lz::ll :‘t even?”
reveal that you voted for
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Computer Extortion / t‘g
Blackmail

» Some states expressly criminalize use of
computer to commit extortion

» Various Ways:

al. Include extortion into
definition of computer fraud

Q2. Include computer
extortion into state's
general extortion statute

Q3. Make computer extortion
an offense that incorporates
authorized access/ hacking
and cracking statutes
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Computer Extortion / &‘E
Blackmail: Examples

» Mayor Michael Bloomberg (2000)

QOleg Zezov, 29 a Kazakhstani
computer expert

QThreatened multi-billionaire
Bloomberg with release of
company secrets (before
Bloomberg became mayor of NYC)

ODemanded $200K in payment

OArrested in sting operation in
London

OSentenced to 4 years in federal
prison
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Cyberterrorism e
»"Leveraging of a target's computers and

information technology, particularly via Internet, to

cause physical, real-world harm or severe

disruption with aim of advancing attacker's own

political or religious goals." (Wikipedia)

> A few states expressly
outlaw cyberterrorism;
e.g,. Connecticut has
an offense described
as "computer crime in
furtherance of
terrorist purposes”

49

Copyright © 2013 M. E. Kabay, D. Blythe , J. Tower-Pierce & P. R. Stephenson. All ights reserved.

@
Belgian ATC Fraud NomvicH

1997.01 — Reuters

» Belgian lunatic broadcasting
false information to pilots

> Air-Traffic Control caught false L
information in time to prevent [

oy

tragedy
» Serious problem for air safety

» Police unable to locate pirate
transmitter

» Lunatic thought to be former
ATC employee
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NORWICH
WRIEREITY

Now go and
study
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