CJ341 Project Ideas (Suggestions, just Suggestions!)

"Spamford" Wallace — Career in Crime
Accessing Wikileaks as a Member of the US Military

Censorship in Vietnam: Recent Legal Restrictions on
Internet Speech

Chinese Industrial Espionage for Trade Secrets
Civil Torts Resulting from Compromised PII
Copyright Laws in China

Criticisms of the CFAA

Crossing the US Border: Fourth Amendment
Applicable or Not?

Cyberangels: Pro & Con

Cyberbullying

Cyberstalking

DMCA Takedown Notices as a Pretext for Silencing
Critics

FERPA: Positive or Negative Contribution to
Education?

Framework for Ethical Hacking

Government Blocks on Web Content
HIPAA and PII: Recent Cases

History & Future of Phishing

Human Traffiking and the Internet

Identity Theft using Credit Card Fraud
Improving Copyright Policy

International Cooperation for Prosecution of
Internet-Mediated Crimes

International Cybercrime Laws

International Restrictions on Encryption

Internet Access & Threats to Critical Infrastructure
Is Linking a Violation of Copyright?

Jailbreaking iPhones & the DMCA

Legal Aspects of NSA Surveillance — PRISM

Legal Aspects of the Snowden Case

Legal Attacks on Pirate Bay

Legal Challenges to Patent Trolls

Legal Dimensions of Anonymity in the USA

Legal Dimensions of the Manning Case
Legal Obligations to Protect P11
Legal Restrictions on Anonymity in Dictatorships

Legality and Praticality of Hack-Back Attacks by
Victims of Hacking

Legality of Pharming

Legality of Tracking Cell Phones
Mandatory Data Retention Laws
Notorious Cases of Plagiarism in Academia
Notorious Cases of Plagiarism in Politics
Offensive IW: Hacking in Education
Offensive IW: Hacking in Education
Online Extortion

Operation Sundevil

Organized Cybercrime

Overview of Copyright Violations on the Web
Phreaking Yesterday & Today
Plagiarism in Academia

Privacy in AMAZON Searches

Privacy in Facebook

Privacy in GMAIL

Privacy in GOOGLE Searches

Privacy Law & Surveillance Drones
Prosecuting Spammers — Recent Cases
Real-World Crime from Virtual Worlds
Recent Identity Theft Prosecutions
Review of the FISC

Russian Bride Scams

Sexting by Minors: Should it Be Prosecuted as Child
Pornography?

Software DRM Enforcement
SPIM and SPIT
State Legal Restrictions on Texting and Driving

State Legal Restrictions on Using Mobile Phones
When Driving
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Strategic Lawsuits Against Public Participation
(SLAPPs)

The Advance-Free Fraud: Current Statistics and
Prosecutions

The FISA Court: Constitutional Issues
The Mind of a Hacker: Biography of
The Mind of a Hacker: Psychological Studies of

The Russian Business Network
Trademark Infringement: Logic and Nonsense

UK Court Censors Security Researchers for Reverse
Engineering Publicly Available Software

Unlawtul Applications of P2P

Video Game DRM

Video Piracy: Profit & Loss

Virtual Terrorism: Legal Consequences
Vladimir Levin & Citibank — A Seminal Case
Warrantless Smarphone Searches

Whistleblowing in the Corporate World — Legal
Dimensions

Worldwide Intimidation of Bloggers

THESE ARE JUST SUGGESTIONS! You have
complete liberty to propose any topic that interests
you and that includes legal aspects of computer usage.
And don’t hesitate to chat with the profs — we can
usually help you come up with something that you’ll
enjoy researching based on your initial interests.
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