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Topics
ü Internet Fraud & Con Artistry
ÇIdentity Theft / Phishing / Pharming / Vishing*
ÇOnline Auction Fraud
ÇE-mail Scams / Chain letters / hoaxes
ÇOnline Prostitution & Mail-Order Brides

üCybercrimes involving Fraud
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ÇMail and Wire Fraud
ÇAccess Devices
ÇStock Fraud
ÇIdentity Theft
ÇForgery
ÇComputer Extortion

üCyberterrorism

* Vishing = Voice-mail Phishing
Criminals use VoIP systems to 
send fake messages to phones 
asking victim to call back and 
give name and credit-card 
number.

Fraud Defined

üDeception for gain (i.e. personal)
ü Intent to deceive, trick, defraud
üExamples
ÇBait and switch
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ÇIdentity theft
ÇConfidence games (e.g., Nigerian 419, 

pyramid scams) 

Criminal & Civil Liability
üFraud = Criminal Act
üFraud = Civil wrong (A tort)
ÇThe Law provides remedies for civil wrongs
ÇExample:  Civil Fraud
VMaking a false representation to a person's 

detriment, which is relied upon by another
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, p y
üExisting federal laws seem to criminalize activity 

after damage is done
ÇConsumer has already been defrauded
ÇInclude wire fraud, identity theft, credit card 

fraud, computer fraud
ÇTrade laws, possibly including new federal 

CAN SPAM Act

Elements of Fraud
•Incentive: want or need to 
commit fraud. 
•Opportunity: weakness in 
system that right person 
could exploit. Fraud is 
possible. 
•Rationalization: I have 
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http://www.nysscpa.org/cpajournal/2004/1204/images/ex1p38.pdf

convinced myself that this 
fraudulent behavior is worth 
the risks. 
•Capability: I have the 
necessary traits and abilities 
to be the right person to pull 
it off. I have recognized this 
particular fraud opportunity 
and can turn it into reality. 

Elements of Fraud
üA representation
ÇFalsity of the representation
ÇMateriality of the representation
ÇSpeaker’s knowledge of the falsity of the 

representation
ÇThe speaker’s intent it should be relied upon
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ü The hearer’s ignorance of the falsity of the 
representation
ÇThe hearer’s reliance on the representation
ÇThe hearer’s right to rely on the representation
ÇThe hearer’s consequent and proximate injury 

caused by reliance on the representation 
Taylor v. State Compensation Insurance Fund, 175 

Mont. 432, 913 P.2d 1242 (1996)
http://wcc.dli.mt.gov/TOOLS/Fraud_Elements.htm





Online Prostitution (cont'd)
ü Fraud risks – Examples
ÇWomen themselves defrauding men (and vice 

versa); agencies scamming (e.g., requiring payment 
of funds for travel or visit; often once payment is 
wired, “love letters” stop).
ÇPotential red flags:  within few letters, professes true 

love, repeated mention of honesty, indicates that
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love, repeated mention of honesty, indicates that 
she is very poor and has no money from start
ÇVery general communications, as some scammers 

“work” a number of individuals at a time
ü Legal Issues
ÇIdentity theft
ÇInternational investigation of fraudulent activity
ÇImmigration concerns

Mail & Wire Fraud

üMail & Wire Fraud statutes 
ÇCan be used to prosecute those who used 

computers and Internet to commit fraud
ÇEven though not cybercrime-specific

üC b d i t d
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üCan be used in tandem
üUse of mail or electronic communications in 

carrying out some other fraud exacerbates 
crime
üNote general federal conspiracy provision 

(18 USC § 1341) could also apply & add to 
charges

Mail & Wire Fraud (2)
ü Mail Fraud, 18 USC 1341

An offense for anyone who, "having devised 
or intending to devise any scheme or artifice 
to defraud, or for obtaining money or 
property by means of false or fraudulent 
pretenses" uses U.S. mails or "any private or 
commercial interstate carrier" (e.g., FedEx) 
"f f i h h
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"for purpose of executing such scheme or 
artifice or attempting to do so"

ü Key Elements:  (See Clifford, p. 52)  
1. Defendant devised or intended to devise 

scheme to defraud (INTENT); and
2. Mails used for purpose of executing 

scheme to defraud (ACT)

Mail & Wire Fraud (3)
ü Wire Fraud, 18 USC 1343

ÇAn offense for anyone who, "having devised or intending 
to devise any scheme or artifice to defraud, or for 
obtaining money or property by means of false or 
fraudulent pretenses, representations, or promises, 
transmits or causes to be transmitted by means of wire, 
radio, or television communication in interstate or 
foreign commerce, any writings, signs, signals, pictures, 
or sounds for purpose of executing such scheme or
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or sounds for purpose of executing such scheme or 
artifice [to defraud]"

ü Fraudulent activity involving interstate wire (electronic) 
communications
ÇKey Elements: (See Clifford, p. 52)
V1.  Defendant intentionally participated in a scheme 

to defraud or for obtaining money or property by 
means of false or fraudulent pretenses (INTENT); and
V2.  that wire transmissions were used for purpose of 

executing scheme to defraud

US v. LaMacchia (1994)
üDavid LaMacchia was 21 year old MIT student
ÇInvited anyone to upload and download illegal 

copies of proprietary software
ÇCould not be tried under copyright violations 18 

USC § 506(a) because no personal monetary 
benefit
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ÇIndicted under wire fraud statute

US v. LaMacchia (cont'd)

üCase dismissed
ÇNo money, no fraud
ÇCourt ruled that illegal copies of 

intellectual property are not property that 
is "stolen converted or taken by fraud"
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is stolen, converted or taken by fraud  
under Stolen Property Act
ÇLed directly to passage of No Electronic 

Theft Act of 1997
VRemoved requirement for financial gain 

from 18 USC § 506(a) as basis for 
prosecution 



Anatomy of a Wire Fraud

üTrue case study of complicated wire fraud 
attempted against small US credit union
ü Investigated by 
ÇProf Peter Stephenson, PhD, CISSP, CISM, 

FICAF
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FICAF
ÇAssociate Program Director, MSIA
ÇChair, Department of Computing
ÇNorwich University
ÇTeaching CJ341B

Wire Fraud Fundamentals (1)
üWIRE FRAUD - 18 USC 1343, makes it Federal 

crime or offense for anyone to use interstate wire 
communications facilities in carrying out scheme 
to defraud.*
üA person can be found guilty of that offense only 

if all of following facts are proved beyond a 
reasonable doubt:
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reasonable doubt:
1. That person knowingly and willfully devised 

scheme to defraud, or for obtaining money or 
property by means of false pretenses, 
representations or promises; and

2. That person knowingly transmitted or caused 
to be transmitted by wire in interstate 
commerce some sound for purpose of 
executing scheme to defraud.

_________________
* The 'Lectric Law Library - http://www.lectlaw.com/def2/w017.htm

Wire Fraud Fundamentals (2)
ü Not necessary for government to prove 
Ç All of details concerning precise nature 

and purpose of scheme; or that 
Ç Material transmitted by wire was itself 

false or fraudulent; or that 
Ç Alleged scheme actually succeeded in 
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g y
defrauding anyone; or that 

Ç Use of interstate wire communications 
facilities was intended as specific or 
exclusive means of accomplishing 
alleged fraud.

Wire Fraud Fundamentals (3)
ü What must be proved is that 
Ç Person knowingly and willfully devised or 

intended to devise scheme to defraud; 
and that 

Ç Use of interstate wire communications 
facilities was closely related to scheme
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facilities was closely related to scheme 
because person either 
V Wired something or 
V Caused it to be wired 
V In interstate commerce 
V In attempt to execute or carry out 

scheme.

Wire Fraud Fundamentals (4)

ü To “cause” interstate wire facilities to be 
used is to 
Ç Do an act with knowledge that 
Ç Use of wires will follow in ordinary 

course of business or
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course of business or 
Ç Where such use can reasonably be 

foreseen.
ü Each separate use of interstate wire 

facilities in furtherance of scheme to 
defraud constitutes separate offense. 

The Scenario – Intelligence 
Gathering

Fraudster obtains information about depositor 
including:
üName
üAddress
üSSN
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üSSN
üPassword verification question/answer
üSignature
üAccount balance
üAccount number
üPhone number


