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» ldentifying Physical Location of
Electronic Evidence

QOECPA Effects on Data
Acquisition

QCollaboration from Third-Party
Record-Holders

» Which Computers?

» Legal Limits on Searches
QFederal Constitutional Limits
QState Constitutional Limits
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Identifying Physical Location of ... General Principles Nomcs
Electronic Evidence P
> General Principles » Katz v US (1967): SCOTUS held that publicly
> ECPA Effects on Data Acquisition disclosed information is not constitutionally
QCoverage protected
QDisclosure to Government Agents Qincludes voluntarily transferred
QContents of Electronic Communications info in hands of third parties
QViolations of the ECPA QThus third-party repositories V_\E
> Collaboration from Third-Party Record-Holders limited by statute, not 4t "._-=——
QFinding the Records amendment =
QEvaluating Utility of Records » Restrictions include laws 3 = 3
QAuthenticating Records protecting )
QObtaining Records uBank records “/
QO Contacting ISP & Serving Papers QCable TV & video rentals
QE-mail & other electronic communications
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ECPA Coverage

» 2000: Updated Wiretap law
(18 USC §2510-22)

» 2004: Added Stored
Electronic
Communications Privacy
Act (SECA, 18 USC §2701-
11)

» Protects contents of e-
communications in
storage by service

» Prohibits provision of
communications to
government agencies
without strict controls
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Disclosure to Government
Agents

» All records may be obtained
through warrant

» Subscriber/customer records
(identity, services) may also

Flnitety States Bistrict Qourrt

BT rrgTeacy on P

BEARCH WARRANT
a8 s

be obtained by subpoena T ST W W S R
> Transaction history available — [Liltulrooiimonrom
through subpoena since
U.S.AP.AT.RILO.T. Act »_::_—«3::‘:,;:'.:.."::5_::":;:“ “'_-‘- s
passed Sy
» E-mail may be retrieved by 1T et
subpoena provided USer giVen i s sz

-
P e 19 e e :‘-@nw.mm_ﬂn--._
iy e v 10y e b Py s i s s e
g

notice (up to 90-180 days
delay)

» May use “8§2703(d) court o
order” to access everything Uumepyoana P
except unopened e-mail o a h&&@«l .
stored < 180 days
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Contents of Electronic o
Communications

» Agreement of one party in electronic
communication suffices for legal disclosure
» Take that fact into account when you are
writing e-mail
Qin general, when writing with I
employee userlID, all e-mail
must be considered equwalent i
to using company letterhead
DAl official e-mail may become -—
evidence in a court of law
» When writing informally using your own
address, remember that everything on
Internet is POTENTIALLY PERMANENT and
may affect your future employment prospects
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Violations of the ECPA oo

» Criminal liability

QUp to 2 years in federal prison
» Civil liability

ODamages & attorneys’ fees

OGovernment agent may be
personally liable

!
» Suppression: NOT aremedy -
» Good faith defense: T
QGovernment agent may

ORely on good faith application of warrant or
subpoena

OAs absolute defense against civil or criminal
charges stemming from actions
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Evaluating Utility of Records ™"

. But look for
» Records may not be available video camera

QTypically 30-60 day retention of log |tapes
records

aDynamic IP addresses may make
identification difficult for older evidence

» Some records may originate in public
computers that are effectively anonymous

aBusiness services (e.g., Kinko’s)
QLibraries, Internet cafés
OWireless services
OHijacked services
QAnonymizers
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Authenticating Records NoRMICH
» Spoofing may disguise origin

ONaive users alter originating
address

QOBut headers show real IP
addresses

» More sophisticated criminals
add faked header lines

OMust always analyze entire header

aSamSpade does this (discussed in lecture
16)

» Open spam relay a danger
QLogon to unprotected SMTP server
QSend mail from someone else’s system
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Obtaining Records NomicH

» Typically obtain search warrant
QBetter than subpoena
QCan obtain any records at all

OAvoids problem of more restrictive state
laws that require warrant

» So why not use a warrant?
aMight not have probable

cause )

aDifficulty getting 3
warrant across state ——
lines
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Contacting ISP & Serving @g
Papers

» Call ISP to be sure they have records you need

aDiscuss IP addresses with
technical staff

aldentify possible errors of
analysis

aFind out if there have been
mergers or acquisitions

Qldentify possible IP sub-blocks
owned/used by other entities

> Ask if ISP will accept warrant by fax ™
» Explain exactly what you need

A

Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson. Al rights reserved.




13

Search Warrants HORSCe

» Which Computers?

» Legal Limits on Searches
QFederal Constitutional Limits
QState Constitutional Limits
QStatutes
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Which Computers?
» Goal of tracing electronic
communications:

OLocate computer at origin of
evidence of crime
QLink to specific person
» Computers that may be involved
QVictims’ computers may be

searched without warrant with
permission

QPublishers’ computers not
restricted if publisher is the
victim

QECPA does not apply to
suspects’ computers

14
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Federal Constitutional

Limits
» Fourth Amendment S E A R c H

OReasonable and

expectation of privacy S E | Z U R E
i

AGovernment action
> Legal Warrant i
QProbable cause T

A5 A officrs

QONeutral/detached l{‘ o \

=

f wr

Waody, Pu.0., SR TD., AbpP

J

magistrate
QReasonably precise

» Rules for Executing
Warrant

http://tinyurl.com/4jmcaz
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Te n:y/;t (_pf the feoqpﬁa te be secure tn their
persons, frouses, papers, and gﬁect&, against
unreasonable searches and seizures, skall not
be viclated, and no Warrantsshallissue, but
upon probable cause, supported. by Qath or
#maﬁoﬂ, and’ J:artz'udar{y d’esa-iEz'ﬂj the
ffuce to be searched, and the  personsor
tﬁ':rg.rto be seized.

| Bold emphasis added |
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4th Amendment Issues (1) R

Reasonable expectation of privacy (EOP)
» Subjective expectation
QComputer in home has higher EOP
QShared computer has lower EOP
QEmployer’'s computer: depends —

v'Policy? WM MWMWMWWug
v Awareness? . 3 ) | JO
v'Enforcement? .

» Social acceptance or 0 .
expectation of search .

.
TS RO TN

Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson. Al rights reserved.

» Government action

OSearches by state
law enforcement
may transfer results
to federal agencies

v'But federal authorities must not have been
involved in a way that would require
suppression of evidence

» Private citizens

QConstitution does not affect search by private
citizen not acting as an agent of law
enforcement

OThus evidence usually admissible in court
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Legal Warrant e
» Probable cause
QEvidence of a crime

QLikelihood that evidence will
be found in location to be
searched

v'How do you know suspect
used computer in home?
Could have been elsewhere

v'"May need circumstantial evidence such as time
stamps, stakeout

> Neutral/detached magistrate
QWho has authority for warrant location
QWatch out for cross-state jurisdiction

» Reasonably precise
OGeneral description may lead to suppression
OBest to mention computers & media explicitly

NORWICH

Rules for Executing Warrant (1)

» Knock and announce:
identify as LEOs & explain
purpose in entering premises

» Take items in plain view

aBut contraband and tools
for
crime may also be seized if
they
are visible and obviously
incriminating

pﬁlc‘%
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Rules for Executing Warrant (2) State Constitutional Limits "
> Good faith > Some states more restrictive than federal
QOEvidence seized under faulty rules
g warrant may be suppressed » Some do not allow good-faith exception to
Dgrlgsge%“?;?j”}]{ 'a-Et%Z”Orfder requirement for valid warrant
uted i ingu .
N\ B good faith in legality of (later > Some may protect vehicles (and by
A\ c \ overturned) warrant implication portable computers) more than
X_) » Remove computers for analysis federal courts Y =
off-site
» Prompt execution
aDon't let evidence evaporate
QcCannot hold warrant in
abeyance indefinitely
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Statutes NORWICH

» ECPA (as discussed above)
» Zurcher v. Stanford Daily

OLEOs had warrant to search
student newspaper’'s computer
for pictures of political
demonstration

QSCOTUS ruled that 1st
Amendment issues did not
further limit warranted searches

This is not a statute.
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Statutes: PPA e
» PPA passed to further restrict
warrants

QPrivacy Protection Act (42 USC

§2000aa)
QPassed in 2000 <
DAnglmat_erial intended for

publication or broadcasting
requires a subpoena

QExceptions

v'Contraband, fruits or tools
for crime ’

v'Preventing imminent death
or injury

v'Material held by target of
investigation

v'Child pornography

And neither is this.
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¢
PPA & Steve Jackson Games

» March 1990: Secret Service raided Steve Jackson
Games

QLooking for info about BellSouth’s emergency
service

QOHad been posted on BBS

0O Seized entire computer for BBS
QOHeld for months

QO Severely damaged company

> SJG sued under PPA & ECPA STEVE
awon i JACKSON
OAwarded damages $51K GAMES

QAttorneys’ fees $250K

> Irony: BellSouth info was actually public & available for
sale from company
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DISCUSSION
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