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The Act o Purpose o

» Uniting and Strengthening America by
Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism Act
(US.AP.AT.RIO.T. Act)

» Act Text:
http://www.epic.org/privacy/terrorism/hr3162.html

» Federal law (Public Law 107-56)

» Wide support for creation and passage of
USAPATRIOT Act

QPassed HR 357 — 66
OPassed Senate 98 — 1

» Sighed by President G. W. Bush, Oct. 26,
2001, after 9/11

Neutral resource:
http://thomas.loc.gov/cgi-bin/bdguery/z?d107:HR03162: @ @@L&Summ2=mé&
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» “To deter and punish terrorist acts in the
United States and around the world, to
enhance law enforcement investigatory tools,
and for other purposes.” (H.R. 3162)

» To combat terrorism
QDetect
Qinvestigate
QProsecute
» Defines & criminalizes domestic terrorism
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Scope (1)

» Amends a significant number of federal
statutes, including:

aBanking Laws

v'Bank Secrecy Act

v'Right to Financial Privacy Act

v'Fair Credit Reporting Act
Qlmmigrations Laws

vImmigration and Nationality Act
QComputer Fraud & Abuse Act
QForeign Intelligence Surveillance Act

Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson. Al rights reserved.

Scope (2)

» Amends...
QVictims of Crime Act

QElectronic Communications and Privacy
Act

QFamily Education Rights and Privacy Act
» Expands

ODomestic Security

QSurveillance Procedures
» Affects

QPrivacy
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History

» Swift passage triggered by 9/11

OMany surveillance provisions originally
proposed pre-9/11 but were met with
resistance (EPIC)

dRecognition of need for new legal tools
OAttempt to beef up security
» Sunset Provision

Provisions — HR 3162 (1)

> Title I:

QEnhancing Domestic Security and
Terrorism

> Title ll:
QEnhanced Surveillance Procedures
> Title lll:

Qlinternational Money Laundering Abatement
and Anti-Terrorist Financing Act of 2001

QSeveral key provisions were scheduled to » Title IV:
Lirtrgrl]r&zts on Dec. 31, 2005, unless OProtecting the Border
ORenewed > Title V: . o
ORemoving Obstacles for Investigating
Terrorism
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Provisions (2) somc Surveillance &
S Tite VI Communications (1)
IEIFE:rovliding for Victims of Terrorism, Public Mo Sour_cest_of guthorty for survetliance &
, communications
Safety Officers, and their Families > Title Il — requires probable cause for real-time
> Title VII: interception of voice/data communications (probable
: cause required) / contents of information
Q Increased Information Sharing for Critical » ECPA — Government access to stored email and
Infrastructure Protection communications
> Title VIII: QPen Register Statute —real time interception of
. L . dialed numbers or transmitted numbers (probable
QsStrengthening the Criminal Laws Against cause not required, government certifies to court
Terrorism need for |r_1for)mat|on related to criminal
. ] investigation
> Title IX: _ vU.S.A.P.ATR.IO.T. Act — Expands power to
Qimproved Intelligence Internet
» Title X: QOExpanded scope of what information service
. providers must provide to Government when
QMiscellaneous requested
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Surveillance & L. . . . .-
Crime Flghtmg

11

Communications (2)

Major Sources of Authority for surveillance &
communications

» Foreign Intelligence Surveillance Act — FISA

QU.S.A.P.AT.R.I.LO.T. Act lowers standards for foreign
intelligence surveillance

QGovernment can conduct electronic surveillance
upon obtaining court order (probable cause)

» Sneak and Peek
QExpansion of Searches
v'Good cause
v'Permits delayed notification of a search

asSignificant departure from 4" Amendment &
developed law around search and seizure rights

» Expanded Jurisdiction of Search Warrants
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» Records & information
OExpanded scope and access
v'Electronic Communications
v'Library Records

*E.g., FBI can search library records of
suspected terrorists without probable
cause, but does need a warrant to do

=Requires librarians to conceal search
» RICO (Racketeering statute)

QU.S.A.P.AT.R.L.O.T. Act permits greater
application

v'Can now be now used for crimes where no
monetary gain
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Computer Fraud & Abuse Act ™=

»U.S.APATR.ILO.T. Act

OExpands government authority to
prosecute computer-related crime

Qlincreases criminal penalties

vE.g., doubles jail time — first offense
max. term now 20 yrs

aDefines/clarifies “loss”

Controversy

» Highly controversial

OPassage by legislators who did not read
the law before voting on it

QPrivacy
aCivil liberties
QConstitutionality

» Congress renewed Act in March 2006
aSigned again by President Bush
QSuspension of habeas corpus
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Issues (1) o Issues (2) o
» Expansion of surveillance, wiretapping,
criminal action - I .
o . » Permits jailing/detaining non-citizens on
> Threat to constitutional rights suspicion
> Permits “secret searches” DAbrogation of habeas corpus
> Power to conduct wide surveillance > Allows detaining of suspects without judicial
Qlnternet oversight
aPhone QExtrajudicial detentions in prison camps
QSecret library-records searches QSecret prisons
» Requires only “intelligence purposes” for
criminal investigations
QElimination of and/or relaxation of probable
cause
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Practical Application e e
» Limited public knowledge about actual
application of the Act
» Domestic spying concerns DIS' : l ' SSION
QPresident Bush’s “secret spying” without
authorization
QExecutive Order
OEavesdropping & access to and viewing of
communications
aNo Secret FISA warrants obtained
Q(more in lecture 29)
17 18
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