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Topics in CSHS Chapter 1 NoRwICH

» Basic concepts
QSecurity
ARisks
ARisk management
> History
AQWhy bother with history
QChronology
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Security =000

» What do you think of when someone talks
about security?

AWhat is special about information
security?

» What are the threats to security?

AQWhat are the special threats to information
security?
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Risks NORICH
> Probabilities

Qlnjury

QDamage

QLoss

» Can we achieve perfect security? Why or why
not?
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Risk management Why Bother with History? S
» What are the goals of risk management? » Puts security into perspective
» Steps of risk management » Think about changing requirements

Qldentification of risks aDifferent threats and vulnerabilities

QMitigation » Themes:

QEvaluation / validation Qincreasing accessibility to unauthorized
> Can risk management achieve perfection? people

Why or why not? Qlincreasing flexibility for automated attacks
Qinformation security assurance is a
process, not a state
¢

Pre-computer INFOSEC T Abacus T

What was the focus of INFOSEC in . ..
» Babylon, 500 BCE: abacus

» England, 1614 CE: logarithms

» 1620: Oughtred’s slide rule

» 1642: Pascal’s adding machine
» 1671: Liebniz’ Stepped Reckoner for

multiplications
» 1801: Jacquard loom (programmable)
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NOECH NOECH
Slide Rule « | Jacquard Loom U -
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Mechanical Computers S Difference Engine (1832) NomvIcH
» General Purpose Programmable Calculators " i ;r ) »
P J ) .}j A n_;lﬂfﬁ. prom A
» 1832: Babbage prototype Difference Engine i) iEs
» 1834: Babbage designs Analytical Engine
» 1889: Felt’'s printing desk calculator
» 1890: First use of Hollerith’s punched cards
and tabulating machines
» 1896: Hollerith founds Tabulating Machine
Company (later IBM)
11 Copyright © 2011 M. E. Kabay. All rights reserved. y. Allrights reserved.




Analytical Engine (1934) Adding Machine (1889)
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Early Electric and Electronic hf
Computers: Unique Systems

> USA, 1930: Vannevar Bush’s differential
analyzer

» 1935: IBM 601 punch-card calculator
achieves 1 multiplication per second

» 1940: Bell Labs’ Complex Number Calculator
» 1943: Colossus (2000 vacuum tubes)
» 1944: Harvard Mark |

Q51 feet long

Q3 numbers added per second

» 1946: ENIAC (Electronic Numerical Integrator
and Calculator) — filled entire room

17 Copyright © 2011 M. E. Kabay. All rights reserved.
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Differential Analyzer (1930)
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Harvard Mark I (1944) NORICH
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Late 1940s: Stored ‘g
Programs, Peripherals

> 1949:

QCambridge University’'s EDSAC stores
programs on paper tape

QEDVAC uses magnetic tape for program
storage

QPopular Mechanics predicts, “Computers
in the future may weigh no more than 1.5
tons.”

» 1950:

Qimperial University Tokyo — invention of
floppy disk

QTuring Test postulated

Copyright © 2011 M. E. Kabay. All rights reserved.

Early 1950s: Software and
Hardware Become Accessible

» 1951

QAdm. Grace Hopper invents the macro
assembler computer language (2GL)

QUS Air Defense System receives Whirlwind
real-time computer

QUNIVAC-1 - 1st general-purpose electronic
computer; delivered to US Bureau of
Census

» 1953:
QAt most 100 computers exist on the planet
ANo data communications in existence
OMagnetic core memory invented

22 Copyright © 2011 M. E. Kabay. All rights reserved.

NORWICH
UNIVERSITY

23

Languages, I/0, Integrated }‘g
Circuits, Mainframes, Minis

» 1954: FORTRAN I
» 1957: 1stdot-matrix printer (IBM)
» 1958: LISP
»1959: COBOL
»1960: ALGOL
»>1961: APL
» 1964:
aPL/1

QIBM 360 series released — mass-produced,
compatible upgrade paths — 1000s built

QDEC PDP-8 — first major mini-computer

Copyright © 2011 M. E. Kabay. All rights reserved.

PDP-5
(1962)
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Late 1960s: More 3GLs, ‘g
Hardware, Networking

» 1965:

ABASIC (Thomas Kurtz*, John Kemeny —
Dartmouth College)

OMouse (Douglas Englebart)
aCDC CD6600 supercomputer
> 1967-71: PASCAL (Wirth)
> 1968:
Qintel Corp founded
aLoGO
» 1969:
OARPANET (US DoD)
AORFCO0001 Host Software. S. Crocker.

25 Copyright © 2011 M. E. Kabay. All rights reserved.

Early 1970s: Mainframes, ‘E
Glass House, Chips

»1970:
Ql1st RAM chip (Intel) 1024 bits

QUNIX development starts (Thomson &
Ritchie)

AQFORTH
» 1971: Intel 4004 microprocessor —the 18t ever
»1972:

AOPONG video game (Atari)

QLarge Scale Integration (LSI) 500
components per chip

ac
» 1973: HP releases its first minicomputer, CX

26 Copyright © 2011 M. E. Kabay. All rights reserved.
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CDC 7600 Supercomputer
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Mid 1970s: Databases, ‘f
Personal Computers

»1974: MITS Altair 8800 — 1st personal
computer

Q$397
Q256 bytes of RAM
Ql/O - lights and switches only

> 1975: Bill Gates and Paul Allen form
Microsoft, create BASIC for Altair 8800

»1976:

QStephen Wozniak & Stephen Jobs design
Apple | computer

Qlst IBM laser printer — size of an SUV
QCray | supercomputer 150 Mflops

29 Copyright © 2011 M. E. Kabay. All rights reserved.

&
Altair Kit (1974) NomyIcH

&
Apple I Prototype (1976) o
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Late 1970s: Networking, "f
Microprocessors
> 1977:

QTCP (Transmission Control Protocol)
replaces NCP (Network Control Protocol)
in ARPANET

QApple I computer introduced
» 1978:
Qintel releases 8086 16-bit microprocessor
» 1979:
OCommodore PET 1MHz clock, 8 KB RAM
OMotorola releases 68000 microprocessor

Copyright © 2011 M. E. Kabay. All rights reserved.




33

Early 1980s: Minis, ‘E
Datacomm, EDI

> 1980:
Q Microsoft begins work on MS-DOS
A HP 3000 minicomputer supports 128 users
v'Refrigerator-sized
v'1 MB RAM max
v'HP7925 disk drives = 120 MB
> 1981:

Q Xerox 8010 computer uses WIMP (Windows, Icons,
Menus, Pointing Devices) GUI

QIBM releases 15t PC @ $2880 w/ 64 KB RAM,
monochrome display, optional cassette drive & 160
KB floppies

» 1982: The Internet defined as internetwork using
TCP/IP

» 1984: DNS invented; Internet has 1000 hosts

Copyright © 2011 M. E. Kabay. All rights reserved.
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Mid-1980s: LANs, WANS, ...
MANs, PCs, Viruses

» 1982-1988: LANSs explode

» 1983: Fred Cohen defines computer viruses

> 1985:

Qintel 80386 chip released with 20 MHz (max
33 MHz) clock

aMS-Windows 1 released

»1986: Lehigh University hit by virus on
floppies

» 1988:
QIBM releases optical WORM drives (“*CDs")
AQMorris Worm downs 9000 Internet hosts

» 1989: Tim Berners-Lee invents the WWW

Copyright © 2011 M. E. Kabay. All rights reserved.
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Early 1990s: UNIX, Internet, \Iofuc
Web, Microsoft Dominance

» 1991: Linus Torvalds begins writing LINUX
» 1993: Internet explodes with opening of .COM
» 1994:

AFirst major spam explosion (Canter &
Siegel)

Qlintel Pentium runs 100 MHz clock
ONetscape browser 1.0
» 1995:
awindows 95
QFirst macro concept virus released

Copyright © 2011 M. E. Kabay. All rights reserved.




Internet Users in the World
Growth 1995 - 2010
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Internet Users in the World
by Geographic Regions - 2011

g
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Source: Internet World Stats - www.internetworldstats.com/stats.htm
Estimated Internet users are 2,095,006,005 on March 31, 2011
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2009 World Internet Penetration Rates
by Geographic Regions

North America

Oceania /
Australia

3

Europe 48.9%

Latin America /

Caribbean 29.9%

Middle East 23.3%

Asia 17.4%

africa [l 55%
World, Avg. SRS 23.8%
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Penetration Rate

Source: Internet World Stats - www.internetworldststs.com/stats.htm
Penetration Rates are based on a world population of 6,710,029,070
and 1,596,270,108 estimated Internet users for March, 2009.
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2011 World Internet Penetration Rates
by Geographic Regions - 2011
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Penetration Rates are based on a world population of 6,930,055,154
and 2,095,006,005 estimated Internet users on March 31, 2011.
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Language on the ‘Net (1)
f

Online Language Populations Top Ten Languages in the Internet

Total: 561 Million 2010 - in millions of users
(March, 2002)

English B 5368
cninese G I 449
English spanish I3 [ 15

402%
Japanese o | [N 5.1

Dutch 2.1%

Porluguese 26%

Rallan 3.6%
French 3.9% rortuguese [ [ ©25
German W Y 752
Korean |
44% arabic 23 [ 654
french L [ se3
Geman
6.8% russia wl [ 507
Spanish Korean | [l 304
7.2%
Japanese 05% Allthe rest 505
92%
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Millions of Users

Soufce: Internst World Stats - www.intemetworldstals com/statsT him
41 Estimated Internet users are 1,966,514,816 on June 30, 2010
Copyright © 2011 M. Gopyright © 2000 - 2010, Miniwatts Marketing Group

NORWICH

Language on the ‘Net (2)

Changesin Languages on the 'Net
2002-2009

Korean
Russian
Arabic
German
Portuguese

French ® 2002

Japanese = 2009

Spanish

Chinese

l’"m

English

0.0% 5.0% 10.0% 15.0% 20.0% 25.0% 30.0% 35.0% 40.0% 45.0%

% of Users on the 'Net Using Specific Language
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Mobile Phone Usage Growing

Mobile phone subscribers per 100 inhabitants 1997-2007
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Mobile Phone Statistics —

Key Global Telecom Indicators for the World Telecommunication Service Sector in 2010
(all figures are estimates)

ped Developing : |Arab |Asia & The

Slobal nations  nations Aykca |States | Pacific €S EUrope | smericas
Mobile cellular
subscriptions 5,282 1,436 3,846 333 282 2,649 |364 741 880
(millions) |
Per 100 people 76.2% 116.1% 67.6% 41.4% |79.4% |67.8% [131.5% [120.0% |94.1%
Fixed telephone
lines 1,197 506 691 13 133 549 74 249 262
(millions) ( |
Per 100 people 17.3% 40.9% 12.1% 1.6% :9,4% 14.0% |26.6% |40.3% [28.1%
Mobile broadband |
subscriptions 940 631 309 29 |34 278 72 286 226
(millions)
Per 100 people 13.6% |51.1% 5.4% 3.6% (9.7% (7.1% [25.9% |46.3% |24.2%
Fixed broadband
subscriptions 555 304 251 1 8 223 24 148 145
(millions)
per 100 people 8.0% 24.6% 4.4% 0.2% (2.3% ([5.7% |[8.7% 23.9% [15.5%
Source: International Telecommunication Union (October 2010) via: mobiThinking
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Wireless Networking Growing
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» Malik, O. (2009). “No Stopping the Mobile
Internet Growth.” Gigaom (Feb 15, 2009).

» Survey by Nielsen for Tellabs

050,000 wireless customers in US & 5 major
Western European countries

0200 M current mobile data customers

Intended Use Among Non-Users us Europe

Average Intended us Europe
Increase in Next 24

Mobile Internet 49% 34%

Months

Current users | 58% | 55%

MMS

38% 39%

Uploading Photos 34% 27%

Non-users 27% | 28%

Software / App Downloads 30% 30%

E-mail

28% 32%

http://gigaom.com/2009/02/15/no-stopping-the-mobile-internet/

45 Copyright © 2011 M. E. Kabay. All rights reserved.

Wireless Web Statistics
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Percentage of mobile subscribers accessing mobile Web at least monthly

Country Percentage

Country

Percentage

Japan :47%

Hong Kong (China)

16%

Urban China 43%

Europe

12%

United States 22%

Source: Forrester (June 2011)

Urban India

via: mobiThinking

8%
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Mobile
Networks (2)
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DISCUSSION
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