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What is a Common "E
Descriptive Language?

» Set of terms that experts agree on in afield
» Clear definitions to the extent possible
QPrecise
QUnambiguous
QEasy to determine in the field

» A common language does not necessarily
imply a causal or
structural model

» Provides means of
communication among
experts

» Supports analysis
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What is a Taxonomys- °
» Structure relating terms in the common

language
» Permits, classificationsofsphenomena
» Expresses (a) madel(s) of the underlying

phenomena

» Supports hypothesis-building
» Spports collection.and amalysis of statistical

jhformation t'...




Why a Language/Taxonomy "f
for Computer Crime?
QLess common experience

%A
Sy
“ QGrowing variability in meaning of

1 terms
I\/l » What's wrong with ambiguous
terminology?

AcCan cause confusion —talking at
Cross-purposes

ACan mislead investigators and others

QWastes time in clarification time after
time

» Field of information assurance growing
OMore people

The Model as a Whole NoRVIcH

Atachers Tool Vulnerabiiity Aetion Target
- -y L - o

Hachors Physcal Deowan Prote Aot

Adtack

Spies Tiormaon Exchangs mpRmenimon | Eean Process

Qinterferes with data-gathering e
OMakes comparisons and tests difficult < < < <
0 r I m p O S S I b I e [Figure 3.5 Conmputer and Network Incident Information Taxononiy
Action Target
L]
Actions Targets
Probe Account
Scan .
» Probe / scan Analyze the following real cases and Process

> Flood et

» Authenticate / Bypass / Spoof
» Read / Copy / Steal
» Modify / Delete D

Spoof

Authenticale

Read

Copy
Sleal

Modify
Delete
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identify the target(s) in the events:

» A criminal inserts a Trojan Horse into a Dala
production system; it logs keystrokes

» A criminal hacker defaces a Web page

Component
> An attacker launches millions of
spurious packets addressed to a Computer
particular e-commerce server
» The Morris Worm of November 1988 Network
takes down 9,000 computers on the
Internet
Internetwork
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Events Vulnerability
Action Target
* Vulnerability
- . e .
> An event consists of an action Probe = > Vulnerability = a weakness
taken against a target — — > Disti ish | biliti Design
» Analyze the following events in dls |tngU|s among vuinerabiiities
these terms: Fiood Oefa ueto _ Implementation
DAn 8-year-old kid examines all s QDesign
the ports on a Web server to Qimplementation Configuration
see if any are unprotected Bypass Computer QConfiquration
. igurati
OA dishonest employee makes — e g
copies on a Zip disk of secret
formulas for a new product Read Temetworh
OA saboteur cuts the cables o
linking a company network to -
al
the Internet
Woddy
Delele
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Common Vulnerabilities s s
L] L] S TOOI S
and Exposures Dictionary —
\#, - by §7 http://web.nvd.nist.gov/view/vuln/search H
Netional VOMAddas If » Means of exploiting a vulnerabilit i Physical
National Vulnenability Database _ XP g y Atck
automating vulnerability manager - ity measdrement, and compliance checkin > W|d6|y ava”able on Internet Informalion Exchange
Vulnerabilities Checklists Product Dictionary Impact Metrics Data Feeds Statistics .
Home |SCAP |SCAP Validated Tools  |SCAP Events | About |Contact |Vendor Comments | » Exchanged at hacker meetings
AL Al Search CVE and CCE Vulnerability Database ( Advanced Search) 02600 Coll:nlsn‘:;nd
::\?e::vnu:'-? l"gﬁositoqr of Keyword search: Scnpl or
standards based Search All EILOpht (d efunCt) F‘rogpram
Try a product or vendor name .
dats. T Gt enbies 7,0 S it et e v S » Discussed and demonstrated at Gl
::It:::::;:‘rOf :::T;E;E:‘:I vulnerabilities are categorized tely from vulnerabil in specific Linusx black-h at and gray-h at Conferen Ces Agenl
t, ity =
::::Eree":;t,s:::" Search last 3 months | | Search last 3 years DDEFCON - Las Veg as Ho0sR
compliance (e.g. FISMA).
Resrecs Satus have the folowing assecited 7] Software Flaws (CVE) QHACTIC — Netherlands Ditbuied
resources: Misconfigurations (CCE), under development i A A i Tool
NVD contains: P » Many exploits usable by script kiddies
43542 CVE Vulnerabilities . Technical Alerts _trai Data Tap
Rgmr US-CERT Vulnerabiy Notes and other poorly-trained hackers
203 US-CERT Algrts
11 2416 US-CERT vuln notes NVD now maps to CWE! See NVD CWE for more details. 12
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Unauthorized Result Objectives
. Unauthorized Objectives
Analyze the results of the following Result )
attacks: > Characteristics of the human beings
> Someone installs a Remote Access Increased involved in the attack Chalende
Trojan called BO2K on a target system Access . L . 90,
. » Different objectives and define Status, Thrill
» An e-mail-enabled worm (e.g., KLEZ) Disclosure of different labels
sends a copy of a confidential Information . . Polifical
document to 592 strangers o ACriminal hacking Gain
> The Stacheldraht DDoS tool Information Qindustrial espionage Frarcial
completely interdicts access to an e- : . _
commerce site Dsemal of Qindustrial sabotage Gain
. envice A i
> A secret program installed by an Qinformation warfare Damage
employee uses all the “excess” CPU Theft of Vi
cycles in a corporate network for Resources
prime-number calculations
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The Model as a Whole (again)
> Wide range of attributes Attackers B e .
>Subject Of |ater Chapter (6) Joomim P | e A »
Ha:kers H Attackers Tool Vulnerability Action Target Unauthorized Objectives
= =3 | Result
A Spies g Fahars ; F:rwz;:I Tesign Probe e \_:f‘,h‘n:'__-r;.n"
Spees I information Eachange | [ Implemengaion | Hean Foiical
. \J Terronsk Temores E Tser Configuraton Flood Daa Cormupbon of r.:-;,-v.-uw
e el : s e —| ———— [ s |
Corporale : Ratrs || || i H [
Raiders E Professional Cimmas U Bypass Compuler E Tn.en T
Professional Criminals | : Vet oot Tiebwork
: Voyeurs § ~Denbued 1 — FWead Tiemetwork
Vandals E'u]l:r:ap Copy Pt
2 o {
Voyeurs Moty
Dt
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DISCUSSION
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