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Overview

» What is a Firewall?

» Firewall rapidly accepted as perimeter
security device

OEven CEOs know about firewalls
» Original conception
QAllow explicitly allowed communications
QDeny all others
» Allowed paths became weakest links
Qlnvolve different (and insecure) protocols

QFirewalls evolved to compensate for weak
security in allowed protocols

» Successful use of firewalls depends on
proper configuration
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What is a Firewall? NoRwICH

N A firewall is any

N network-security device
that implements
security policies by

o restricting the

> ingress and

egress of

Ethernet

TCPIIP packets
according to
Ethernet SpeC|f|C ru|eS.

intranets and
internal
e Image from Computer Desktop
Encyclopedia. Reproduced with
FewstPlacement permission. (c) 1981-2009 The

Computer Language Company Inc.

Copyright © 2011 M. E. Kabay. All rights reserved.

Changing Security
Landscape (1)
» Pervasive changes in network architectures

OApplications & work patterns
require more open interactions

QPerimeter less clearly defined

Qlncreased centralization (e.g.,
servers)

Qlncreased scrutiny of protocol
traffic

> Borders dissolving

OOutsourcing, hosted applications
(e.g., CRM, e-mail, external storage,
Web apps, cloud computlng)

OEnterprise applications linked to customer & 3'°'
party applications

Copyright © 2011 M. E. Kabay. All rights reserved.
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Changing Security k@
Landscape (2) :

» Mobility (physical and logical)

OEmployees work from home, while
traveling

QUse kiosks, home systems,
phones

QOOpens networks to attacks via
compromised client systems

» Regulatory compliance
Qincreased demands for security

Qln USA, laws such as Gramm-Leach-Bliley
(GLB), Health Information Portability and
Accountability Act (HIPAA), and Sarbanes-
Oxley (SOX) force protection of personally
identifiable information (Pll)
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Rise of Gateway Security @
Device (1)
» Firewalls originally defined allowed paths for

access (ports)

» Evolved into GSD to provide many security
functions as shown below

» Gateway security device capabilities:
QProcessing power has increased

ONow see multifunction platforms; e.g., role-
based access controls (RBAC)

» Enterprise directory integration:

AOLightweight Directory Access Protocol (LDAP)
infrastructure for authorization

Copyright © 2011 M. E. Kabay. All rights reserved.
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Rise of GSDs (2)

» Unified threat management:

OPerimeter-based antivirus, antimalware,
antispyware, antispam

Qlntrusion detection & intrusion prevention
OContent control
» Content control & data leakage prevention:

ODeep inspection of packets in protocols such
as HTTP, SMTP, IM

ODictionary-based and URL-list filters
ARequiring encryption for sensitive data
» Archive & discovery

OMessage security & records for legal
compliance

Copyright © 2011 M. E. Kabay. All rights reserved.
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the Proxy
» Most significant allowed paths for most firewalls:
Web access
QHTTP & HTTPS (HTTP with SSL)
> Increased complexity
ARich-client applications; e.g., using AJAX
v’ Asynchronous JavaScript & XML
v'AKA remote scripting

v'Allows user to interact a field at a time
instead of a page at a time

QFirewall now has to guard against
misconfiguration & vulnerability in custom
Web applications running over allowed HTTP

Copyright © 2011 M. E. Kabay. All rights reserved.

History & Background = =

» Changing Network Models
OMainframe
AcClient/Server
QWeb P

> Firewall Architectures

> Firewall Platforms |

» Shift from mainframe-centric to LAN-centric
to Internet-centric computing through 1980s
through 1990s & 2000s

» Mainframe architectures
QGlass house approach

QSolitary systems with hardwired dumb or
smart terminals (green screens)

OMultiple mainframes linked within single
data centers

OWANSs used leased lines (telephony)

Cross References in CSH5:

¢ Overview of computing and security history, see Chapter 1.
¢ Introduction to data communication basics, see Chapter 5.
* Introduction to local area networks, see Chapter 25.

» Virtualization began on mainframes
QlBM MVS/VM
QStrict partitions, mandatory access control

Copyright © 2011 M. E. Kabay. All rights reserved. 12 Copyright © 2011 M. E. Kabay. All rights reserved.




» Client/Server (1980s, early 1990s)

OMidrange servers running Unix, NetWare,
0S/2, Windows NT

ORapid increase in # & type of connections
aSwitch to PCs with local processing
» Security perimeter expanded
QOut of data center to desktop
OWANSs expanded beyond enterprise

» Application security expanded across
systems

» Web
AQHTTP/HTML started expanding 1989

AQCommercial Internet exploded starting in
1993 when .com opened in big way

OWeb applications replaced fat clients
» Mobile code complicated security issues
OAsynchronous JavaScript & XML (AJAX)

QOMany customized & ad hoc protocols carry
data over http

QFirewalls increasingly focused on HTTP

OMultiple allowed paths traffic
OMultiple possible attack paths
13 Conyright © 2011 M. € Kabay: Al fightsresrved. 14 Conyright © 2011 M. € Kabay: Al fights reserved.
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Firewall Architectures o Access Control L1st (ACL) T
» Access Control » First FW were routers o Rl i ot b s T
List ODedicated appliances :sr“::::::mmmm
> Packet Filtering QUNIX-based bastion hosts [ 00— it <
> Stateful > Routing appliances w/ ACLs  [Riiiniici & & £ =
5 rs'of Ct':" . astill widely used s 1 % 2 E
pplication-Layer . a4 mavs
Gateway “aliow packet into or out of e
» Multifunction network strictly one packet at a time
Hybrid OExamine packet data
> Hos_t v'Source, target addresses
Environment
Context v'Port, packet flags (e.g., SYN flag)

15
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» Vulnerable to misconfigured packets

QFix problems using patches
16
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Packet Filtering S
> Pure packet-filtering FWs no longer common

a Appliance or host-based

OUse ACLs to apply policies

Q Typically provide logging

O Support user-based authorization

QlInclude intrusion detection & alerts
» Strengths

Qldeally suited to load-balanced,
high-availability environments

0 Can automatically share load among devices
» Weaknesses
O Lack context information

O Underlying operating system vulnerabilities affect
security of FW

» Packet filtering has moved to non-security appliances
such as load balancers, Web caches, switches

17 Copyright © 2011 M. E. Kabay. All rights reserved.
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Stateful Inspection

» HTTP is a connectionless protocol

0O A communications architecture that does
not require the establishment of a session
between two nodes before transmission
can begin. [Computer Desktop Encyclopedia]

> Stateful-inspection FW maintain connection information locally
Q Table in memory stores packet header data
Q Compare current packet info to session
Qldentify some abnormal packets used in attacks
Q0 But attacks that use uninspected portions can succeed

» Fast mode reduces inspection once connection opened
successfully — strongly discouraged

» Performance can be good

QProvide load balancing & failover with out-of-band data
synchronization among devices running in parallel

18 Copyright © 2011 M. E. Kabay. All rights reserved.
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What is a Proxy Server? = =

remote access
server (dial up)

fat chents

» “[An] application that
breaks the connection
between sender and
receiver. All input is
forwarded out a different
port, closing a straight
path between two
networks and preventing
a cracker from obtaining
internal addresses and

details of a private

o network.”

application
server

intranet

puter to Internet
reswall)

Image and text from Computer Desktop
Encyclopedia. Reproduced with
permission. (c) 1981-2009 The

Computer Language Company Inc.

(firewall)

A Proxy Server in a LAN
This illustration of a variety of servers in 3 LAN shows the
proxy server connected to an Intemet router abay. All rights reserved.
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Multifunction Hybrid

» Most commercial firewalls today are hybrids

» Apply stateful inspection techniques to most
protocols

» Use application-layer gateway proxies for
specific protocols (e.g., HTTP, SMTP)

» Can shift to fast mode for stateful inspection
once connection established

NORWICH
UNIVERSITY

Host Environment Context

» Host-based security more granular than
perimeter-based devices

ODefine specific applications / services

ORegulate types of data allowed per process

QUse sandbox or virtual machine to test code
» FWs can run on host or communicate with host

QUse protocols such as Universal Plug and
Play (UPnP) for data exchange

QE.g., evaluate processes running when packet
inspection being performed

QOOpen and close specific ports as function of

23

need
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Firewall Platforms FW Platforms: Routing
>Routi > Router

outing QOHeart of TCP/IP networks

»Host Based OF orwards packets from one network to another
»Appliance Qinternal routing tables allow determination of

»Personal and Desktop
Agent

»>Virtual
»Embedded

Copyright © 2011 M. E. Kabay. All rights reserved.

where to forward each incoming packet

ODestination address determines where
outgoing packets are sent

QCurrent load on different connections
determine which line to use for each packet or
group of packets

» ACL allow / deny statements restrict packets
» Hardware modules (blades) can share processing
to increase throughput (bandwidth)

24
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FW Platforms: Host-Based ‘f
» Dedicated server-based firewalls prowde additional
functions

QProtocol traffic
inspection

QOContextual traffic
inspection

OComprehensive logging
& alerts

DAir-gap proxy servers
» Typically run on Unix or Windows

QOften have special hardening (security features) such
as modifications of network stack

OConsequences of increased complexity include
increased bugs, vulnerabilities

Sorry, folks:
% entry forbidden

25 Copyright © 2011 M. E. Kabay. All rights reserved.
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FW Platforms: Appliance
> Extension of host-based FW: put FW into its own
specialized processor w/ no other functions
» Total control of operating system

QControl versions, patches specifically for
functionality of FW

APrevent unauthorized,
unwanted changes

» Soft appliances

QVendor specifies exact
characteristics of hardware
for user to buy & install

QProvides full software — boot
from vendor-supplied disk

26 Copyright © 2011 M. E. Kabay. All rights reserved.

FW Platforms: Personal and "f
Desktop Agent

» Software FW
OHost-based systems
aCommonplace today
QRunning on workstations

Qlntegrated systems often
include antivirus functions

» Evolve into host intrusion-
prevention system (H-IPS)

» Require more maintenance
than network-based FW

QConstant signature updates
ORegular patches of client software
aDifficulties for management in wide-area networks

27 Copyright © 2011 M. E. Kabay. All rights reserved.
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» FW running on wrtﬁaﬁ_machines under
hypervisor (e.g., VMware, Xen)

. > Protect virtual & ph rsical networks

e Cqmplex management issues

EIMapp‘i‘ng virtual e orks

QVirtual appliances require exact
compliance wﬂlETdor specificationswm

T
il
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FW Platforms: Embedded e

» Web-server-based plugins
OCreate customized application FWs

QScale to support consumers, small/medium
business requirements

» Integrate tightly with Web server
QUse downloaded signatures

ODevelop specific protection for specific
applications

QAllows contextual scanning unavailable to
application gateways

» Often become all-in-one security appliances

Qintegrate FW, network intrusion-prevention,
antivirus....

Copyright © 2011 M. E. Kabay. All rights reserved.
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Network Security “E
Mechanisms
» Recognition of value of network security
mechanisms
QIT managers have increased expertise
Olncreasingly recognized need
QOften have unrealistic expectations
> Next slides:
OBasic Roles
QPersonal & Desktop Agents
QAdditional Roles

Copyright © 2011 M. E. Kabay. All rights reserved.
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BasicRoles = °F

> Allowed Paths
»Intrusion Detection

»Intrusion
Prevention/Response

Copyright © 2011 M. E. Kabay. All rights reserved.
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Allowed Paths omyIGH
> GSDs create physical perimeters

» Also create logical perimeter extending within
protected networks

» Constitute least-privilege gateway
» Mechanisms for regulating access

QTunneling: Transmitting data structured in one
protocol within the format of another.” (Computer
Desktop Encyclopedia)

OAntispoofing: preventing forged network
addresses (e.g., blocking inbound packets with
internal addresses and vice versa; blocking
packets with originating addresses in reserved
address-space)

ONetwork Address Translation (NAT): see following

Copyright © 2011 M. E. Kabay. All rights reserved.




Network Address Translation WE

"""""" Intrusion Detection
(NAT)
» Masks address of internal nodes » Alerts may be good or bad
OPrivate address space accessed by internal tables DAppropriate deployment of alarms over
OLimits determination of internal network size & new attacks & actual intrusions good
topology QTorrent of excessive information about
QORestricts access to specific endpoints routine attempted attacks — shutoff
» Static NAT > Internet hosts probed & attacked within hours
QManual, permanent assignment of IP address to of being put online
eac'? internal node » Observing which GSDs are reporting attacks
» Dynamic NAT can signal failure of upstream devices (more
QPool of addresses assigned as required external perimeter defenses)
> Port Address Translation (PAT) OCan provide early warning of impending
OAKA Nat overloading security system failure
aDifferent TCP port # used for each client session
33 Copyright © 2011 M. E. Kabay. All rights reserved. rved.
Intrusion Prevention & @ Intrusion Prevention & @
Response (1) Response (2)
Several types of reaction to intrusions: > System-level actions
> Connection termination: QMonitor for compromise
QStop traffic using RST (connection reset) JFirewall deactivation
QBut be sure that shutting
0On User Datagram Protocol (UDP), can use down FW STOPS traffic, =
packet dropping to terminate connection not leaves it open!
QGood for known attacks on allowed paths > Application inspection
QOCan allow denial of service QCheck for known
ONot ful in or ntin nknown t protocol-specific exploits ' * y N
° flse utinp _e‘_,e _I gu own types QE.g., use signatures to spot HTTP-specific attacks such as
» Dynamic rule modification cross-site scripting (XSS) & SQL query injection attacks
QTarget specific originating addresses > Antimalware
OBut opens even more to denial of service OSpot malware in transit
QHijack Web session to divert download to quarantine
35 36 Copyright © 2011 M. E. Kabay. Al rights reserved.
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Personal & Desktop Agents

» Individual hosts (workstations)
OMust be protected individually

QCan use sophisticated
contextual scanning

» End Point Protection

OMobile devices (laptop, phone)
become extensions of network
protection profile

ONetwork location: Rules may
vary depending on whether
device is inside or outside perimeter

QApplication access: restrict inbound and outbound
access depending on which program is running

OHybrid protections: spot particular patterns tied to
known attack scenarios

Copyright © 2011 M. E. Kabay. All rights reserved.
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Additional Roles NORWICH

»Encryption
»Acceleration
»Content Control —

»>IPv6 & ‘ ‘i ‘ i

38
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Encryption (1) NoRYIcH

» Many GSDs support encryption

Qlmportant because encrypted packets could
contain dangerous payload —

» Inspection

OTermination: packet decrypted
at perimeter

v'Contents inspected

v'May be re-encrypted for =
transmission to internal end-point

QAlternative is passive (simultaneous)
decryption using escrowed keys

v'But original encrypted packet continues to
target while FW decrypts contents

39 v'Thus there are issues of synchronization

Copyright © 2011 M. E. Kabay. All rights reserved.

Encryption (2): VPNs

> Virtual Private Networks

» Extend security perimeter to include remote
systems

> Increasingly popular

» But should consider special rules for VPN
clients &~ B

ElMay»noﬁbe owned by organizﬁléﬁ; }

ONeed to ‘establish clean operéﬂng  JE>
-egwlrontflent N o ] e

A W e
meﬁ_a"y important to prevent malware:
’ :"ﬂnm‘, entering corporate systems | ™" .

I ER T —
% _au-n':" /L - A\ T
sssn. 7 See CSH5 Chapter 32 for more about VPNs =" v
b N BN ;‘.’""';'"T
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Acceleration
» SSL (Secure Sockets Layer)
OMost frequently used encryption protocol
QDefines HTTPS
OWidely used on Web for e-commerce

» Many high-volume servers equipped with
dedicated encryption appliances

OManage throughput

QAvoid letting
encryption/decryption
become bottleneck on
processing

LY Copyright © 2011 M. E. Kabay. All rights reserved.

Content Control (1) “g

» Content filtering
QPolicy enforcement

OAddress-based
filtering can block
some sites
(sometimes by
mistake)

OKeyword scanning
has many false
positives

» Antimalware
QPervasive element of all networks and workstations
Qincludes scans for harmful e-mail attachments, spam

QOften uses appliances on network side to speed
42  throughput

“This is just the water filter. The faucet is in the kitchen."

Copyright © 2011 M. E. Kabay. All rights reserved.

See CSH5 Chapter 17 for kg
more about mobile code | “2MIEH

Content Control (2)
» Active Content
QFlash, QuickTime, ActiveX, VBScript, JavaScript
OMany GSDs scan for and block such code

QOthers use signatures and sandboxes to screen hostile
code

» Caching

OProxy servers keep copies of
frequently-used items

QTypically for HTTP, FTP,
streaming media

» Policy Enforcement

OCan scan e-mail for sensitive
keywords

AcCan require encryption for
specific communications

N

4 Y r,
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IPv6 (1)

» Successor to IPv4 (current sta'hdm
» Support & compatibility
AOGSDs must support appropriate protocols
v'Neighbor discovery (ND)
v'Router solicitation/advertisement (RS/RA)
v'Multicast listener discovery (MLD)
OStateless auto

&

sign their own addres
routers usin




Noﬁcu
IPv6 (2)

» Address shortage resolved
QIPv4 address space = 232 109
QIPv6 address space = 2128 = 1038
ORatio is IPv6:IPv4::solar system:stamp!

> Be careful about IPv6 traffic tunneling
through IPv4 infrastructure

QOE.g., antispoofing B

benefits of IPv6

lost when using

Noﬁcu
IPv6 (3)

> NAT not intended to survive transition

QIPv6 may expose IPv4 nodes n énecl

when NAT removed
» Single IP address associated IPV6
with specific device (nhode)

QCan carry address from
internal network to external
network

QExample: laptop starts
session in office but moves

IPv4-to-IPv6 to café — same IP address pe—
gateways AWill need new developments to cope with
device-specific IPv6 addresses
45 Copyright © 2011 M. E. Kabay. All rights reserved. 46 Copyright © 2011 M. E. Kabay. All rights reserved.
Deol ¢ " .2 Screened Subnet FW Architectures " .2
eploymen » Service Networks
ONew design strategy:
»Screened don’t lump Web, DNS,
Subnet FW e-mail into single
Architectures network (NW)
OBreak functional
»Gateway 2 components into
Protection g separate, protected NW
Device 3 ODefines service NW with
Positioning 3 their own security
configurations, policies
>man_atge_ment & > Redirect Back-End Traffic
onitoring Through FW
Strategies OJust because FW decrypts packet doesn’t mean it’s
necessarily safe
OReroute decrypted packet through FW before allowing it to
reach internal destination
47
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Gateway Protection Device “E
Positioning (1)
» Encrypting protocols (e.g., SSL & IPSec) can

pose problems

OBandwidth chokepoints due to processing
requirements

Oldeally, deploy GSDs where there is little
encrypted traffic

» Two major approaches (details on following
slides):

QPut GSDs inline
QAvoid encrypted traffic

49 Copyright © 2011 M. E. Kabay. All rights reserved.

Gateway Protection Device “E
Positioning (2)

> Inline

aConfigure span port to replicate data from one or
more switch ports to monitoring port

QProblems
v'Can overload the monitor (too many inputs)

v'Passive devices don’t offer protection, only
alerts (so dangerous packets already gone)

QThus should put GSD inline with traffic

v'Provides choke point (but device can have wire
speed bandwidth)

v Allows active prevention (blockage)
v'But be sure to configure properly to avoid DoS

50 Copyright © 2011 M. E. Kabay. All rights reserved.

Gateway Protection Device !‘E

Positioning (3)

» Avoid encrypted traffic
OEncrypted packets defeat GSDs

QTherefore GSD must evaluate packets on
unencrypted side of encrypted connection

vE.g., on backside of SSL terminator
v'On unencrypted side of VPN connection
Qlmplies likelihood of more than one GSD

51 Copyright © 2011 M. E. Kabay. All rights reserved.

Management & Monitoring kﬁ
Strategies

» Monitoring

> Policy ‘
» Auditing/Testing ’
» Logging & Alerting ' '
> Secure Configurations .'

» Maintenance
> Disaster Recovery

Iﬂlllﬂl"
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Policy (1)

Monitoring @ 7%

» Device Health (may be part of GSD system) _ _ _
OProcessor utilization » GSDs instantiate policy!
OAvailable RAM OLook for centralized management consoles
QNumber of connections » Firewall-allowed paths
OMay have to use SNMP, RMON tools QEvery allowed path must relate to specific
ORestrict access by monitoring tools required external service
OExamine trends QStart with deny-all basis and add allowed

> Availability paths
OPeriodically test functionality OTo degree possible, identify endpoints in rules
Qping, traceroute QKeep track of direction of connections

> Integrity (inbound vs outbound)
OEnsure that operating code cannot be / has not

been modified without authorization
AChecksums, utility scanner....
53 Copyright © 2011 M. E. Kabay. All rights reserved. 54 Copyright © 2011 M. E. Kabay. All rights reserved.
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Policy (2) L Policy (3) ot
» Complexity of GSD policies » Secondary validation

QStandard FW rules are simple Boolean logic OMaking changes can be easy
AOBut GSDs may require multistage rules OBut complex systems can result in
v'Origination addresses unexpected errors
v'Message contents OHaving second network / system admin
/ Attachments virus-free check proposed change helpful
v'Avoid errors
» Change management /Share knowledae
OMust control & track policy changes & .g .
implementation v'Enforce security principle of shared
OCan thus backout mistakes responsibility, checks-and-balances
OAudit trail important for security incident
analysis
55 56 Copyright © 2011 M. E. Kabay. All rights reserved.
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Auditing/Testing Maintenance @ %
» How do we know our GSDs are working? » Patching — see CSH5 Chapter 40
OAuditing: do the actual rules comply with » Pattern updates
the_rules we claim to want according to DAutomatic updates a must to get files
policy? promptly
OAssessment: are the rules working as we OBut production environment cannot
want / expect? automatically trust patches
> Vulnerability assessment (VA) v'Have monitor-mode to see if new
QWalkthrough, tools for examining signatures work properly & safely
parameters v'Then enable for action as approved by
» Penetration testing (Pen Testing) QA team
OActually trying to break through the GSD QAlternative is to install on completely
- separate non-production systems for
See CSH5 Chapter 46 for VA/Pen Testing testing
& Chapter 54 for audits
57 Copyright © 2011 M. E. Kabay. All rights reserved. 58 Copyright © 2011 M. E. Kabay. All rights reserved.
Logging & Alerting - Secure Configurations -
> Logging essential . » Ensure that GSDs are themselves secure
EIM:cskteI:t': able to access data on allowed / denied against tampering, error
P » Define baseline secure configurations
ORecord of system changes
> Alert mechanisms » Default configuration may be inadequate
QOConfigurable > Implied rules
aWhom to alert? QOMust be made explicit & examined
OHow (e-mail? IM? Phone w/ robot voice?) OMay modify or disable as required
> Log files » Ancillary exposures
QCan eat up disk space OAdministrative console can reveal
QPlan for backups to cheaper media unsuspected functions, services
OMay configure to exclude safe traffic OCan disable unused functions, services
ONeed log file utilities to extract & format data
59 60

Copyright © 2011 M. E. Kabay. All rights reserved.

Copyright © 2011 M. E. Kabay. All rights reserved.




Disaster Recovery = =
See CSH5 Chapters 56-59

» FW or GSD outage can cripple system or leave it
wide open to attack

» Fail-over/high availability
OMay need to configure active/standby units
vInstant cutover
» Load-balancing configurations
QProvide better throughput
QAlso serves for business continuity
» Backup/restore

QBe sure all configuration scripts are backed
up

OBe able to re-establish known-good
configuration ASAP

Copyright © 2011 M. E. Kabay. All rights reserved.
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Network Security Device
Evaluation

» Current Infrastructure Limitations
» New Infrastructure Requirements
» Performance
» Management
> Usability

» Price

» Vendor Considerations

» Managed Security Service Providers

§26.5 provides
checklists for
evaluating GDSs

Copyright © 2011 M. E. Kabay. All rights reserved.
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"It's programmed to override their firewall."

Copyright © 2011 M. E. Kabay. All rights reserved.
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DISCUSSION
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