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Introduction (1)

> Identification

QAssigning specific code to
user or device

QUser identifier, aka user ID,
aka userlD

» Authentication

aBinding or linking specific
human being (or device such as computer) to
specific ID

> Authorization

QGranting specific permissions for particular actions
on particular data; e.qg.,

v'Read, Write, Append, Lock, Execute
v'Create new file, save old file, rename file
v'Define check amount, payee, OK payment
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Introduction (2) (ﬁﬂ
» Focus of chapter is person-to-computer
authentication
» Also need computer-to-person authentication
OPrevent spoofing of services on network

OPhishing e-mails send victims to fake Web sites
that look legitimate

» Computer-to-computer
authentication

OEssential to safeguard
critical transactions e

QE.g., interbank transfers, = “*™™ 0 rudent
B2B e-commerce

l oK {\?_J ] Cancel
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Introduction (3) = 7

» Historically, mainframes authenticated users
QWithin single enterprise

QAllowed centralized, controlled assignment of
user IDs

» ldentifiers have never necessarily been unique

QNot usual to have 1:1 relation between useriD and
person: usually at least N:1

aBut may have several people who use one useriD

v'May have controls to prevent simultaneous
multiple uses of same userlD

Introduction (4)

» Single sign-on L
OGoal of today’s
I&A research

OArrange to identify
and authenticate
once for entire
network

> |&A also used in
physical security

OSee CSH5 Chapter

QOAnNnd one person may have several useriDs 23
v'May become difficult to maintain
authentication methods for multitude of IDs
Four Principles of i i
R p. What Only You Know
Authentication

» What You Know (that others don’t know)

» What You Have (that others don’t have)

» What You Are (that is different from others)
» What You Do (differently from others)

» Assumptions:

QNo one else but authorized user can
qualify for authentication

ACan combine methods (two-factor
authentication, multi-factor authentication)

vE.g., ATM requires card (token) and

password (PIN*) '+po NOT SAY “PIN NUMBER”
Why not?
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» Password- or passphrase-based authentication
> Widely used — most people know many PWs
> Problems http://dilbert.com/strips/comic/2004-12-05/
OOften poorly administered
QRelatively insecure
QFrustrating for users & administrators
QBut can be deployed better than the norm

» Many IA professionals hope to see PWs phased out —
but does not look likely soon

» Guessing PWs invalidates authentication of userID
(spoofing)

» Many naive users (e.g., executives) share their
passwords, especially with assistants

QBut should arrange proxy privileges instead
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What Only You Have NORYICH

» Possession of token authenticates possession
of the token,
not identity of user

QBut if user safeguards 7\
token, can increase
security compared to
passwords

QOften have 2-factor
authentication (PW too)

QONote that copying the
token invalidates
security function (WHY?)

» Typical token is physical key for physical lock
» Soft tokens store data only
QMay require PW for access
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&
What Only You Are oRyIcH
See CSH5 Chapter 29

» Static biometrics look at relatively fixed
characteristics of person

aFingerprint
OHand geometry
Qlris patter
QODNA
» Require specialized readers
» Susceptible to "\\\
OReplay: capture data, use later "-ﬁllil.‘ll.lm

OTampering: breaching perimeter o
reader or software to effect man-in-the-middle
attacks or data corruption of comparison data
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What Only You Do NoRwICH

» Dynamic biometrics use characteristic actions
QSignature dynamics

v'Speed, acceleration of hand/pen during
signature

v'Extremely hard to
copy/simulate

QVoice dynamics
OKeystroke dynamics

v'Speed, gaps between
letters

» BUT susceptible to capture/playback attacks

QEncryption helps to fight data capture from storage
for all forms of authentication systems
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Authentication (1)

» Pervasive technology for authentication today

> Estimated 1B password-based
authentications/day worldwide

Qlnternet users
QMultiple PWs per user
> Problems

QUsers must remember /
store too many useriDs & PWs

OMany users choose easily-
guessed PWs

> E.g., many passwords stolen in
public Internet-access sites

QParticularly in China, other countries with government
surveillance

QAreas with high computer-crime rates
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Password-Based Authentication: P‘E
Further Topics

» Access to User PW by System Administrators
> Risk of Undetected Theft

> Risk of Undetected Sharing
> Risk of Weakest Link

» Risk of Online Guessing

> Risk of Off-Line Dictionary
Attacks

> Risk of Password Replay
> Risk of Server Spoofing
> Risk of Password Reuse

-----------

Administrators

» Major danger — letting admins read PWs

Q Should not permit access to plaintext PWs by
anyone

0 Badly designed systems store unencrypted
PWs

QPoorly administered systems have sys admins
assign (and write down) initial passwords
v'But OK if used ONLY for one initial logon
v'User must change to secret PW immediately
» Allowing access to PW by anyone other than
assigned user destroys non-repudiation

» Critical PWs may be written, stored in tamper-proof
containers, and locked away with 2 signatures in a
register from authorized personnel needed for

» Authentication Using Recognition of Symbols aceess
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Risk of Undetected Theft (1) Risk of Undetected Theft (2)
» Impossible to know immediately that a PW » User education & changes in behavior
has been compromised QOEntering PWs discreetly
AShoulder-surfing can leak a PW OTrojan horses
OSocial engineering can trit_:k_so’r’neone into QWriting PWs down in exposed
divulging PW (e.g., “technician” can ask) places (e.g., sticky notes under keyboard)
> 'a;’sii\‘:;fg(‘jys'cal token can eventually be > Discovery of misuse should be real-time
AUnauthorized simultaneous use of useriD
» But loss of control over a . . . .
PW discovered only by OAudit trails coordinated over multiple systems
QUnauthorized use » PW management
QFinding it in possession QUsers must be able to change PWs themselves
of unauthorized person ADo not impose limits such as 24-hour delays
QTypical lifetime 30-90 days piscuss whether you agree
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Risk of Sharing o
» Too easy to share passwords
OExecutives with secretaries

QPhysicians with office staff /
nurses

OProfessors & students
QCoworkers

» Cause
OLack of effective delegation / proxy privileges
aShould allow specific functions but not others

QE.g., secretary should read boss’s e-mail but should
answer only using own identity (proper authentication)

» Prevention
Qlintegrate sensitive data into PW *E.g., CITIBANK,
QUse one-time PWs generated by tokens* |BankAmerica
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Risk of Weakest Link NoRwIcH
> Users have many PWs

QTend to repeat them on
multiple sites

QOExposure of 1 PW on
poorly-defended site
exposes many PWs

» Alternative: PKI
QPublic Key Infrastructure
OGenerate certificate at logon
QUse certificate for other sites

QE.g., BankAmerica VISA offers one-time “credit-
card number” online for use online

> Alternative: centralized secure payment with 1 logon
QE.g., PayPal
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Risk of Online Guessing

» User tests guesses on actual authentication
system

OUsers often choose bad
passwords related to
personal information
(family, pets, sports)

QClassic: “password”

QUserlD itself
(“Joe” accounts)
or userlD backwards

QCanonical or standard
passwords

v'Same (or same pattern) on all accounts
» Must enforce PW complexity rules
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Response to Multiple Bad PW @
Entry

» Lockout after n tries (e.g., n = 5) EAUTIDN

aCommon response THIS EQUIPMENT
OMay be based on ATM rules | HAS BEEN LOCKED

> But opens system to denial of OUT FOR YOUR
service (DoS) PROTECTION

dAnyone knowing account list can block entire
system

QJust try dummy password several times on all
accounts = system lockup

> Slowing down entry more effective
QE.g., 2 or 3 minute delay after max errors

QSuffices to make brute-force guessing
ineffective*

» Configure alerts to initiate investigation M
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Risk of Off-Line Dictionary “E
Attacks

» Copy PW file onto different
computer

ONormally one-way

encrypted = The Oxford
» Compare encrypted forms of English

all possible PWs with file Dictionary

» Any match good enough to
use for that PW

» Use dictionary of likely PWs in
order of likely use for PW-
cracking program

QE.g., ElcomSoft tools (see
later slides)

Give an example
of what this attack
could look like

Defensive Strategies Against }‘E
Offline Dictionary Attacks

» Try to stop use of PWs in dictionary

QBut ineffective — crackers more
advanced than admins

> Stop crackers from getting info needed \
for attack

QLong-established Pragticsdgesigre hashed PWs

aBut knowledge of hashed versions is enough

QSo UNIX systems made PW files harder to read
» UNIX uses salt

QSpecific random number hashed with PW

QSalt stored on server — must remain secret ,

QOEvery hashed PW in attack must be '@

extended by every possible salt value L‘.’a
(e.g., 12-bit salt — 4096 salt values) '“‘
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Rainbow Tables S Password Cracking Programs
» Computing all possible hashed values of passwords + » Search on “password cracker” for many
hash values can be lengthy programs
» Rainbow table OElcomSoft Advanced Office Password Breaker
OPre-compute all the values http://www.elcomsoft.com/aopb.html
QStore them to be able to locate | QJohn the Ripper http://www.openwall.com/john/
raatlhirgzatrr‘\ :?Impute hashed QOphcrack http://ophcrack.sourceforge.net/
valu : :
> Tradeoff y QRixler Software http://www.rixler.com/
ARainbow tabl b QTop 10 Password Crackers list © o
Ia?g:a ow tables can be very http://sectools.org/crackers.html
QThus tradeoff is of CPU time vs > Bqt many password crac_.kers from
memory and disk space req’ts criminal hackers are Trojan horses
> Password-cracking products use ORootkits / RATs
rainbow tables OMalware droppers
g3 OSeenextslide 24
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Risk of Password Replay
S

v

» Password sniffing captures
cleartext PWs from client to server

QThen re-use the captured PW
» Some systems transmit simple hash
ONo salt
aBut hash is good enough for replay attack
» Encryption
QServer-side Secure Shell (SSH)
QServer-side Secure Sockets Layer (SSL)
OKerberos
v'See next slide
» Zero-knowledge PW proofs (see below)
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Kerberos

> User PW becomes secret key on
server & on client system

» User requests authentication

OKerberos server generates
session key

OEncrypts session key with
user’s secret key (password)

OSends ciphertext to user

QUser decrypts using secret key
» Problems

OVulnerable to dictionary attacks

v'"Any machine can pretend to
be any user & obtain
encrypted session key

ODoes not use salt
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» Demonstrate knowledge of PW
» Conceptual model

QBoth server and user “mark
corresponqu to PW

~Qlfasingle value show €
marked it, both know the rig tvalue

> Standard illustration uses degl

Permission requested from Zero-Knowledge Systems
~ | for use of their image. < http://www.zeroknowledge.com/ >

NORWICH
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Risk of Server Spoofing

» SSL depends on authentication of server

OPublic-key certificate for server
authenticates it to client machine

OBut a fake Web site
could fool user into
revealing PW

APhishing & pharming
» Web sites starting to
authenticate themselves
to users
QE.q., display specific
image & strings
Q“Archie’s Favorite
Critter” for hippopotamus
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Risk of Password Reuse

» What is reasonable frequency for PW change?
OExcessively frequent changes frustrate users
QEnd up writing down complex, unfamiliar PWs

» Machine-chosen PWs
QcCan be user-unfriendly

» Exposure over time
ARisk of password capture
Qlnadvertent disclosure
QTrojan horse keylogger

» PW history prevents reuse

QBut be careful about delaying change — must
cope with compromised PWs
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| Permission received from Passfaces to use image. I

w
o

Authentication Using ‘g
Recognition of Symbols

» Recognition of particular faces
QHighly developed skill for normal people

» Passfaces® software < http://www.passfaces.com >
QArray of faces provided

QUser (or admin) adds familiar faces
to pool

aSW produces 3x3 grid of random
selections

QUser picks out familiar face in 3
grids in row

» Advantages

QcCannot be written down, copied,
shared, guessed

QUses cognitive skills, not memory
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Token-Based Authentication

> One-Time Password Generators
» Smart Cards and Dongles
> Soft Tokens

RSA SecurlD®

1 I 2 0 3 I 4 I s I G I 7 I s I o [ o]
¢ P
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One-Time Password “g
Generators

» Microprocessor-equipped device
Q Card or key-fob
Q Generates PW (e.g., 8 numbers) that changes
v Every time button pushed
v Or after certain time

QPW is ciphertext based on encrypting time of day (TOD) and
unit number

» Server decrypts PW and checks against TOD to compute unit
number

» Anti-tampering measures common
O Epoxy-resin to destroy circuits
O Light-sensitive components
» Examples
O SecurlD from RSA http://www.rsa.com/node.aspx?id=1156
Q CryptoCard http://www.cryptocard.com
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Smart Cards and Dongles =
» Microprocessor-equipped card or USB device

aFit into special reader or other I/O port

QTypically stores private key for user

aOften require PIN for access
(2-factor authentication)

Qlnteracts with client or server
> Benefits -
OSomething the token knows

v'Stronger authentication
than user PWs

OLoss usually obvious — can
disable token

» Problems
QAccidental damage
QPhysical attack on card or token
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Software Tokens = =

> AKA soft tokens

> User’s private key encrypted &
stored on storage device

QOriginally floppy disks
ONow USB flash drives

> But some people storing soft
tokens on network servers

OReduces to a stored password

» Some systems working on
splitting keys

» Others store user’s private key on server
QEnables user spoofing
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Biometric Authentication =

»See CSH5 Chapter 29
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Cross-Domain i

Authentication / ,:,;--

» Users expect easy access to everyt?na once \ \
they have authenticated to a single’ o

OE.g., muItlpIe S|tes WIthln mtranet or even_ on”
Internet 5. Assertion Markub Lanauage

» Sharing user authentlcatlon & authorlzatlon
information across domains

OSecurity Assertion Markup Language (SAML)
oShibboleth uses SAML for middleware / /
¥ https:/icwiki.apache. orq/DIRxSBOX/shlbboIeth/htmI
v http://shibboleth.internet2.edu/ = /2 () |
OExtensive use of PKI (see CSHS Chapter 37)

Security Assertion Markup Language
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Relative Costs of
Authentication Technologies

» Common belief: password are free
QFALSE
OStudy by RSA Data Security
v'Initializing each userID = $12

v'Maintenance for 3 years =
$660/user

AOFundamentally weak authentication
method

» Tokens & biometrics
ODemonstrably less expensive
OMore effective

Copyright © 2011 M. E. Kabay. All rights reserved.

Concluding Remarks =

> Biometrics & tokens likely to replace PWs for high-end
security

> |A experts should dispel misconception that I&A are
sufficient for improving public safety

Qldentifying someone # trusting someone

QClosed populations (e.g., employees) allow for
background checking

QBut unscreened population (e.g.,
air passengers) provides
no assurance of trustworthiness

» Should criticize security theater
(Bruce Schneier’s term) for
security measures as substitute for
effective public policy
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DISCUSSION
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