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Introduction NORWICH

» Terminology:
QVoice over Internet Protocol — VoIP
Qinternet Protocol Telephony — IPT
QShift to Unified Messaging Systems (UMS)

vInstant messaging

v Text messaging (to phones)
v'Voice communications
v'Video conferencing

v E-mail

v'Network connectivity

» Significant benefits
OTelework
QCost reductions
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Regulatory Compliance &
Risk Analysis

»Key Federal Laws & Regulations
»Other US Federal Laws & Regulations
»State Laws & Regulations

»International Laws &
Considerations

>Liability
»Risk Analysis
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Key Federal Laws & Regulations "‘E

Other US Federal Laws &
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Regulations: E911
» Sarbanes-Oxley Act (SOX)
> Health Insurance Portability & Accountability Act (HIPAA) > Enhanced 911 (E911)
> Gramm-Leach-Bliley Act (GLBA) > Federal Communications Commission (FCC)
> Regulations from » Mobile phones must process 911 calls
QOSecurities & Exchange Commission (SEC) > Allow geolocation
QFederal Trade Commission (FTC) of antenna receiving 911
» General requirements call
: ; » Phase Il: report location
OMandated protection for consumer & patient personally
identifiable information (PII) of phone +50-300m
DPeriodic management testing of internal controls > Not required for VolP
_ _ . used for internal
OContinuous process improvement (policies, tests, business only
reports)
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Other US Federal Laws & &
NpRinox CALEA (2) NpRinox

Regulations: CALEA (1)

» Communications Assistance for Law Enforcement
(CALEA)

» Interception of call content (wiretap)

» Discovery of call-identifying information (dialed-
number extraction)

» Requires telecomms to support legal demands for
info
» Packet Technologies & Systems Committee (PTSC)

QLawfully Authorized Electronic Surveillance
(LAES) for VoIP Technologies

aPart of Wirelines Telecommunications Networks,
V2 (Rev T1.678-2004)
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» Telecommunications Industry
Association (TIA)

QStandard J-STD-025-B
QSurveillance of CDMA2000 broa

» Wireless Technology & Systems ADVANCING GLOBAL COMMUNICATIONS
Committee (WTSC)

QAlliance for Telecommunications Industry Solutions
(ATIS)

QStandard T1.724
QSurveillance of GPRS/UMTS broadband access

atis- WTSC

WireLEss TECHNOLOGIES AND SYSTEMS COMMITTEE
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CALEA (3)
» FCC's role

Q8102: FCC has authority to identify
communications services subject
to CALEA

08103: carrier must ensure compliance
with access

08105: FCC must define security & integrity regulations

08109: FCC must refine reasonable achievability of goals
» Key issue: who is responsible for compliance?

OCALEA refers to common carriers for hire

AQWhat about internal VolP service for 1 organization?

QSome interpretations (still under debate) suggest that
even internal networks subject to CALEA

ADiscuss with attorneys specializing in FCC law
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> All US states
031 address cc
Q14 address
}Orgal,ni ation &
‘\@xp resi
> Nationa

Liability hf
» Criminal penalties & civil penalties possible in US
QFederal prosecution takes precedence over state
QFines >$500 per violation
OMax ($100/day of violation or $10K)
» Violations of SOX, GLBA, HIPAA
0< $250K
Qlmprisonment

QAdverse findings on SOX
annual control assessment

QStock delisting (SOX)

OAdditional regulatory reviews
(SOX)

QAdditional SOX-related
attestations
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"Yes, the boat is sinking, but we can still
duck out on liability."




13

@
Risk Analysis (1): SOX

» Most important: effect on financial statements

» Threshold uncertain: e.g., 5% of net
income

» Resolve differences quickly
among external & internal
financial auditors

> Risk control matrix

Qldentify & describe key /
primary controls

» Segregation of Duties (SoD) matrix
OEmployee activities / roles / functions
OAcceptable / not acceptable
asStimulate thinking about VolP management

Copyright © 2011 M. E. Kabay. All rights reserved.

Risk Analysis (2): SOX cont’d

» Sample matrix for monitoring VolIP (and other) technologies
(P 34-7):
» Be aware that SOX testing may rule any error a failure in
VoIP implementation
® Level of financial risk associated with the control or area
* Control objectives
¢ Control or business application owner(s)
* Related tests
* Testing status
® Test results
* Deficiency and remediation status and follow-up
e Compensating controls
* Executive-level “dashboard™ for status
® Other related information
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Risk Analysis (3): HIPAA*

» JHPAA applies to more-than healthcare organizations
QAny records of employee benefits
OGenerally, applies to SOX-regujated otganizations

too
» SOX & HIPAA evaluations have derée of@ erlap
QCan use results on 1 for bot

» Comphiance with general privagy |aws supports both
HIPAA & SOX compliance ‘ 0

*NOT “HIPPA”!
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Risk Analysis (4): Privacy Laws

» Particularly well-known:
AQGLBA
QCalifornia SB1386

» Emphasis

QUnauthorized access
or disclosure

AQConsumer information
» Encryption for VolP "I'Il need you to sign this full nondisclosure agreement."

QSafe harbor under CA statute for encrypted info

ABut no mandated level of encryption

QTransmission encryption not required

QAssess issues at time of implementation

AContinue to monitor regulatory environment
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Technical Aspects of VOIP e

Security

»Protocol Basics
OAudio Stream Protocols: RTP & UDP
asSignaling Protocols: SIP & H.323

»VoIP Threats
asPIT
QEavesdropping
QTheft of Service
aMIMA

Copyright © 2011 M. E. Kabay. All rights reserved.
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Signaling Protocols

> SIP: Session Initiation Protocol

» H.323

Qlnteractive multimedia sessions
between users

aVolP, video conferencing,
online games

QMost commonly used protocol
for VolP

QSupports older, analog telecommunications gear
QUsed in enterprise installations for VolP & video calls

» Call initiation

19

AVolP sets up call using SIP or H.323

QExchange control parameters (e.g., encryption, compression
algorithms)

QORTP packetizes voice data
QUDP packet add addressing & sequencing data
QOReceiver uses “jitter buffer” to assemble packets
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VoIP Threats (1)

» SPIT: SPam over Internet
Telephony

aNot yet major issue

aNo obvious method for
sending e-mail to
multiple VolP targets

» Eavesdropping

QEasy for unsecured communications using tools such as
Ethereal

ABut only with access to terminators of connection
(initiator / receiver)

» Theft of Service
ARouting long-distance calls through VolIP equipment
QOwners liable for telecommunications charges
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VoIP Threats (2): MIMA

> Man-in-the-middle attacks

> VoIP vulnerable if without
encryption

> Harm

Qimpersonate victim in fraud
calls

QTransfer inbound calls to
wrong destination

Qintroduce fraudulent content in
call

vIncluding collecting phonemes &
generating fake but realistic impersonation with
fraudulent information

v'Could be serious problem for 911 calls
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Protecting the Infrastructure g

»Real-Time Antivirus Scanning
»Application Layer Gateways & Firewalls
»Logical Separation of Voice & Data
»Quality of Service
»Device Authentication
»User Authentication

> Network Address
Translation &
NAT-Traversal
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Real-Time Antivirus Scanning

» Problem: normal AV
measures may slow
down packet processing

» RTAV may introduce
jitter into voice-stream

> Do not allow VolP
admins to disable RTAV

“Our little boy planted a virus.
Isn't it cute?”
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Application Layer Gateways &

Firewalls
» VolIP systems may have connections to important (and
vulnerable) servers

OE-mail & central
authentication

v'RADIUS*
v'Active Directory
ODatabase systems
v'Call logging
v'Call recording

» Apply application layer
gateways (ALGSs) to
segregate VolP servers from rest of production systems

> Some firewalls are SIP/VolP-aware

NORWICH
UNIVERSITY

"I'm an insecure firewall expert."

24 |*Remote Authentication Dial-In User Service |




Logical Separation of Voice &
Data

» ldeally, VoIP system completely separate from other
production systems

» But expense may be too high
QSeparate cables (!)
QSeparate network equipment

» But define VoIP subnet

ADHCP* request from user process
or handset

QDistribute IP addresses using
hardware ID

QDistinct addresses allow effective
firewall screening

NORWICH
UNIVERSITY
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&
Quality of Service (QOS) oy

» Define acceptable packet
delay / loss

» Can prioritize VoIP
packets for fastes
processing

» Some VolP-
enabled firewalls
keep packet
buffers

ORetransmit lost
packets

> |IEEE 802.1p & 802.1q
provide QOS standards

QSee http://ieee802.org/1/
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"Great service."

Device Authentication NoRVICH

» Store MAC addresses on VolP
server

OAuthenticate all SIP
requests using list

» Configure VoIP devices
automatically

AQConnect VolP phone
handsets without
configuration

QApply image of proper
configuration through network
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User Authentication “E

» User management
QTrack calls, usage
QAssign users to functional groups

v'Allow restrictions / privileges for
destinations

» Technical

QUsually connect VolP infrastructure to
LDAP* or Active Directory

QCentral authentication of users

QFacilitate forwarding voicemail to computer or mobile
phone

» Problems:

QAuthentication interval should be ~24 hours

OBe sure to disable default accounts & passwords!
28 |*Lightweight Directory Access Protocol |




Network Address Translation &
NAT-Traversal

» NAT

QUsed by firewalls & routers

QAllow multiple devices to share
single IP address

QFirewall translates internal
address into single IP address

QReturn packets interpreted by
firewall to reach right device

» Problem: SIP reads translated
address as real

QReturn stream using RTP/UDP can’t get through firewall
» Workarounds

QConfigure NAT to support VolP

QUse unsecured (open) ports (but watch out for glitches)
9 aVolP proxy servers

NORWICH
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ADDRESS BOOK
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Encryption: Critical Role

»Secure SIP

»Secure Real-Time
Protocol

»Session Border
Control

30
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&
Secure SIP NORWICH
» Transport Layer Security (TLS)
QIETF

QSecure & encrypt data
communications

aon public networks

OReplace Secure Sockets Layer (SSL)
» Protocol

OHandshake & record
» Secure SIP (SSIP)

QSends signaling messages over encrypted TLS channel

QSIP proxy requests TLS session

QProxy returns certificate to SIP client for authentication

QClient & proxy exchange encryption keys
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Secure Real-Time Protocol (SRTP)

» Enhanced RTP

QEncryption uses AES for
stream cipher

OAuthentication
Qintegrity

» Blocks replay attacks
AOHMAC-SHA1*
AQMAC calculated using

SHA hash + private key STREAM AU DIO

AQComplies with Federal
Information Processing Standards (FIPS)

32 |*Hashed Message Authentication Code — Secure Hash Algorithm 1




Session Border Control (SBC) N

» Services addressing VolP
QSecurity issues
aQos
aNAT traversal (NAT-T)
QNetwork interoperability

» Functions
OReal-time bandwidth statistics

OCan use to allocate network
resources for QOS

QSupports NAT-T algorithms for use of public networks
with anonymity of internal resources

OAccommodates SIP & H.3232
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Concluding Remarks NoRwIcH

»Architecture must protect against
Qinterception
QDeception
QDenial of service

»Continue to monitor field for new attack
methodologies

/7 N\
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DISCUSSION
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