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1 Course Description

This course focuses on management of the information assurance process. Topics include human
factors in reducing security breaches, security incident detection and response, remediation,
management’s role in information assurance, and other considerations in framing and implementing
information assurance policies. The final section reviews current topics of particular interest and
activity in the field of information assurance. 1S342 may be taken before taking 1S340.

Goals and Outcomes

All specifics of topics, schedule and deadlines are in the 15342 Syllabus.

The goal of the course is to provide a foundation for practical work and further study in information
assurance. By the end of the course, students should be able intelligently and usefully to discuss
these topics at a management level:

Fundamentals of intellectual
property law

Software development and quality
assurance

Managing patches and vulnerabilities
Principles of ethical decision-making
in the information technology field.
Guidelines for effective security
policies.

Effective employment practices
relevant to security in conjunction
with human resources staff.
Vulnerabilities assessments

Suitable operations security controls
on production systems.
Appropriate-use policies for Internet
access and e-mail.

Effective security-awareness
programs.

Social psychology to implement
security policies effectively.
Standards for security products
Application-program security
controls

Monitoring and control systems
Audit and control of information
systems.

Cyber investigations

Computer security incident response
team management

Data backup and recovery
procedures to support business
continuity and disaster response
plans.

Business continuity plans.
Disaster recovery plans.

Collaboration with law enforcement
in data gathering, preservation and
forensic analysis.

Modern principles of risk assessment
and risk management.
Management responsibilities for
information assurance.

US legal and regulatory issues

The role of the CISO

Developing security policies
Outsourcing security

Privacy

Security in the medical informatics
tield.

Censorship and content filtering in
the USA and overseas.
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3.3

3.4

3.5

MECHANICS

Classes will meet as stipulated in the syllabus. Attendance is mandatory; a record of attendance will
be kept. More than two unexcused absences will result in expulsion from the course with an I grade.
See §6 below for more details.

Textbook: Bosworth, S., M. E. Kabay, & E. Whyne (2009), eds. Computer Security Handbook, 5th
Edition. Wiley New York). ISBN 978-0-471-71652-5. 2040 pp in 2 volumes. Index. AMAZON <
http://www.amazon.com/Computer-Security-Handbook-2-Set/dp/0471716529 > Also available in CD-ROM
version. < http://www.amazon.com/Computer-Security-Handbook-CD-ROM/dp/0471716537 >. Volume II is the
main source of assigned readings for 1IS342; Volume I is the source for most of the IS340 readings.

Teaching materials are available through the classroom in NUoodle and on the course Website,
which is < http://www.mekabay.com/courses/academic/norwich/is342/index.htm > or < http://tinyurl.com/92j50t >.

Students should read or at least scan the assigned readings before coming to class. See §4.1 below
concerning in-class pre-tests.

Behavior in class

Punctuality: The attendance sheet will be removed a few minutes after class begins. Anyone not
signing the sheet will be rated as absent.

Computers and smart phones are permitted in class because they can be helpful in looking into
questions spontaneously as topics arise in class discussions.

Some students also like to put the slides for a topic on their screen as a study aid.

However, anyone found to be using their computer in a way that distracts other students will be
expelled from the class and marked as absent.

If students insist on wasting their time and money by texting, sexting, instant-messaging, hacking,
writing code, watching videos, reading novels, studying texts for other courses, and writing essays for
other courses, it’s their problem, not the instructor’s, as long as they don’t bother anyone.

If students intend to make fools of themselves, they should just sit at the back of the class and stay
quiet.

METHODS OF ASSESSMENT

Randomly Scheduled In-class Pre-tests & Weekly NUoodle Quizzes: 30% of final grade in
total

The instructor will randomly pick several class sessions to impose a 5-question, 5-minute, short-
answer, closed-book quiz about fundamentally important concepts and terminology presented in the
readings in that day’s assignment without warning.

o E.g,in the Intellectual Property review, a question might be “What is the acronym used for
the recent US law that bars trying to defeat copy protection methods?” Answer: DMCA.

o This strategy is intended to encourage students to read — or at least scan — the assigned
readings before they come to class so we can have intelligent discussions with everyone
instead of limiting conversation to only a few dedicated students.

Open-book multiple-choice quizzes testing for concepts, technical vocabulary, problems and
recommendations will be completed online using the NUoodle teaching platform.

o Each weekly quiz will be associated with the specific assigned readings for a single week with
questions pertaining to different chapters intermixed at random.

o Quizzes will remain open for two weeks each to allow students to recover from miserable
first attempts and encourage them to study well.
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o Each quiz may be taken a total of three times; the grade for that quiz will be the average of
the grades for that quiz. Thus scores of 50%, 80% and 100% on a quiz will be scored as
(50+75+100)/3 = 225/3 = 75%.

o A minimum of 24 hours will elapse between each successive attempt on the quiz.

o Questions within the quiz are randomized and answers within questions are randomized.

Mid-term Multiple-Choice Exam : 10% of final grade
The mid-term exam will be an open-book multiple-choice exam covering the first part of the course.

The mid-term exam will be associated with the topics discussed in the first five weeks of assigned
reading.

The exam will open before the mid-term grade due-date and be submitted electronically via NUoodle
in accordance with the schedule listed in the syllabus.

The mid-term exam will remain open for one week only.

The mid-term exam may be taken a total of three times; the grade for the mid-term exam will be the
average of the grades for that exam. Thus scores of 25%, 100% and 100% on the exam will be
scored as (25+100+100)/3 = 225/3 = 75%.

A minimum of 24 hours must elapse between each successive attempt on the exam.

Questions within the exam are randomized and answers within questions are randomized.

Mid-term Essay Exam: bonus 5% of final grade

To help prepare students for the Final Essay Exam (see §4.5 for details), students will submit a single
management level memorandum in response to a realistic question supposedly from a high-level
executive to a CISO.

Final Multiple-Choice Exam: 15% of final grade

The final open-book multiple-choice exam will cover the subject material of the entire course.

The final multiple-choice exam will open before the end of classes and will be submitted
electronically via NUoodle in accordance with the schedule listed in the syllabus.

The final multiple-choice exam may be taken a total of three times; the grade for the final multiple-
choice exam will be the average of the grades for the exam. Thus scores of 80%, 90%, and 100% on
the exam will be scored as (80+90+100)/3 = 270/3 = 90%.

A minimum of 24 hours must elapse between each successive attempt on the exam.

Questions within the exam are randomized and answers within questions are randomized.

Final Essay Exam: 15% of final grade
The final gpen-book take-home essay exam will include

e five management-level,

e 400-word (350-450 words acceptable) memoranda

e responding to realistic questions raised by managers

e querying a CISO about security issues discussed in the entire course.

e The questions will be distributed before the final grade due-date and submitted electronically
via NUoodle in accordance with the schedule listed in the syllabus.

e Grading criteria for the essay exam are listed in the document “memo-
type_exam_grading rubric” provided via NUoodle and the course pages of the instructot’s
class Website.
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Term Paper: 25% of final grade

Students will write research paper of a minimum of 2,500 words on a suitable topic relating to the
management of information assurance and to be selected or refined in conjunction with the
instructor. There is no upper limit on the word count.

The focus of the course is management of 1A, not details of technology used in IA. Examples of

suitable topics are provided on NUoodle and on the class Website. Topics such as “New

Developments in High-Speed Computation for Code Cracking” or “Product Evaluation of SpyKiller

v3.6.2” are unacceptable topics whereas “Implications of New Developments in High-Speed

Computation for Code Cracking for Management of Cryptography” or “Choosing Appropriate Anti-

Malware Strategies in Today’s Corporations” would be acceptable.

Students must avoid choosing topics that are so broad that they would require writing an entire

textbook for reasonable coverage. Thus “Human Factors in IA” or “The Effects of Computers on

Privacy” are unacceptable topics. However, “Recent Research on the Role of the Schema in

Facilitating Implementation of Security Policies” or “Evolving Concepts of Privacy among Users of

Social Networks” would be acceptable.

o Topics that are so specific to a particular technology that they show no evidence of
generalizability are unacceptable. For example, “Buffer Overflows in C++ Programs” or
“Evaluating Effects of lonizing Radiation from Mobile Devices” are unacceptably narrow. In
contrast, “Management Strategies for Improving Software Quality in C++ Programming Shops”
or “Recommended Strategies for Integrating Mobile Devices into the Corporate Computing
Environment” would be fine.

o Topics must be submitted by the deadline using NUoodle to add the selection to the topics
discussion group, not by e-mail, to ensure a submission receipt.

o The topic must be approved in writing by the instructor by or before the deadline noted in the
syllabus. Students are welcome to speak with the instructor before or after class or using e-mail,
Skype or phone to discuss their choice of topic.

Failure to received written approval of a topic will result in considering the essay a supplementary work

graded at up to one point per 500 words (i.e., a maximum of four points towards the final grade

instead of up to 20 points)..

Students are welcome to discuss their drafts with the professor in his office by appointment or by

walking in or via Skype (not phone) as possible up #o the date indicated in the syllabus.

The essay format zust conform to the requirements in the “Term-Paper Guidelines” accessible via

NUoodle or on the instructor’s Website.

Essays with fewer than the minimum number of words will be penalized as a function of the word

count; thus a 1,200 word paper rated as achieving 90% in quality would receive a 60% grade (90% *

2000/3000) in the final-grade calculations for the course.

The final draft is due electronically using NUoodle (not e-mail) by the deadline listed in the syllabus;

NUoodle provides proof of submission. Late submissions for any of these steps will result in

subtraction of 10 percentage points per day or part of a day of delay from the 100% total score for

the essay.

Hssays for which there were delays in approval of topic or submission of the final version may thus

achieve a zero grade even for perfect work if the total number of days of delay is 10 or more.

Grading criteria for the term papers are listed in the document “essay-grading rubric” provided via
NUoodle and the course pages of the instructor’s Website.

Term-Paper Presentation: 5% of final grade

Students will present their term-paper topic in class in a short lecture. Time allotted will depend on
the number of students in the class. Students may speak with or without audiovisual aids. Students
are encouraged to submit their proposed notes to the instructor for review before their lecture.
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Summary of Required Grade Points

The figure below shows the distribution of grade points for required activities in the course.

Distribution of Grade Points

m Pre-tests & Weekly
Quizzes

® Mid-Term MC Exam

m Final MC Exam

m Final Essay Exam

m Term Paper

m Presentation

4.9
491

49.2

OPTIONAL EXTRA POINTS OPPORTUNITIES
Additional Class Presentations: up to maximum of additional 10 points on the final quiz grade.

Students may volunteer to be in charge of parts of a class lecture /discussion on a topic selected
through discussion with the instructor. Grading will include the depth of knowledge of the speaker
and the quality of the class discussion engendered by the student lecturer. One 20 minute lecture will
be granted up to ten additional grade points on the quiz grade.

Participation in Moodle Discussions: points added to total quiz score

Students are required to participate in online discussions in the Moodle classroom devoted to this
course.

The instructor will assign up to 1 point of extra credit to be added to the overall quiz score for each
valuable contribution to the discussions.

Good postings include pointers to and analysis of news articles and analytical discussions of topics
appropriate to the class.

Mid-term and final multiple-choice exams may include questions based on postings to the online
discussions.

CHEATING AND PLAGIARISM

Students are graded on an individual basis and must therefore complete their own work.
Students are encouraged to study together but may not collaborate during exams.

However, students are encouraged to form study groups to review for quizzes and to collaborate on
papers (not exams) by reading each other’s drafts and making constructive suggestions for
improvement. It is not necessary to document such collaboration.
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e Students are reminded of the University’s Policy against cheating and plagiarism
< http://www.norwich.edu/about/policy/academic/appendix1.html >.

o Ignorance of the University’s Rules is not a valid defense against accusations of academic
dishonesty.

o Ifin doubt as to what constitutes plagiarism, consult the instructor before submitting
assignments.

o Instances of cheating and of plagiarism will be reported to the Academic Integrity Committee.
Penalties include expulsion from the University.

6 ATTENDANCE POLICY — NO MORE THAN 2 UNEXCUSED ABSENCES

University regulations stipulate that “Unless stated otherwise, the maximum number of permitted
absences is the number of times the course meets per week. When the student has reached the
maximum number of permitted absences, the faculty member will warn the student of impending
dismissal from class with a grade of ‘F.” This warning letter will include the course number and
section and dates(s) of absence(s). The letter will state that any future unexcused absences may result
in recommendation to the Vice President of Academic Affair through the course School Dean that
the student be dismissed from the class with a grade of ‘F.” A copy of the warning letter will go to the
student’s academic advisor and to the Commandant and Vice President of Student Affairs.’

7 ADDITIONAL NOTES

. Students are expected to read the assigned readings before coming to class, discuss them in class,
and then to review them after the class.

. The instructor will avoid Death by PowerPoint. Although the slides will be available online and as
printed notes distributed to students as study guides, the class sessions will be centered on
discussion, with some videos or other recordings to enliven the material and prompt animated
exchanges of views.

. Review questions will be made available. These sample questions will not limit the scope of
actual exam questions, and are merely intended for review and for exam preparation.

. Students are encouraged to study together but may not collaborate during exams.

o Students are encouraged to collaborate in preparing in-class lectures; the points will be divided
between or among the participating lecturers.

. There will be no grading on a curve. There are no predetermined numbers of final letter grades.
Students are ot in competition with each other — everyone is encouraged to collaborate in study
groups.

8 ABOUT YOUR INSTRUCTOR < http://www.mekabay.com/cv >.

L u
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