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Worldwide Trends.
|

» Technology brings
increased opportunities
for data collection &
commercial use

» Growing concern over
privacy protection

» Cutting-edge developing
technologies

ODNA databases

Laws, Regulations & Agreements oo

» General patterns emerging across countries

» Personally identifiable information (PII)
OAnything tied to individual
OPotentially subject to regulation

» Principle: data subject should
control PII

» Privacy laws: obligations to respect data subject’s
expectations

» Fair information practices

QRFID ,
QElectronic health QcControl by data subject
records QProhibition of specific practices/applications
concerning PII
» Challenge: integrate business, law & technology
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Sources of Privacy Law R EIJ:ropean Approaches to R
Privacy
»History & OECD
» Governments & public-sector entities @ .
ORestrained from undue intrusion >Eﬁelz?it\?eProtectlon
QConstitutional mechanisms E

OAccess to government-held Pll in democracies
» Restraints on private-sector usage by laws
» European Charter of Fundamental Rights

ONation states must consider protection of PII
as fundamental human right

OApplies also to future members of EU

» Privacy being integrated into national
constitutions & supranational law
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»Harmonization of Non-
EU European
Countries

>EU
Telecommunications
Directive

»European Data
Protection Supervisor
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History & OECD*

» Privacy increasingly important in 1960s & 1970s
QSurveillance potential of computers and

~hetworks .

Qailst m}d\ern data—protectloniaw 1970: Hesse

(State) |n\ [West] Germany

. »>1981: Coungil of Europe —[*Convention
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EU Data Protection Directive ot

i > Directive 95/46/EC passed in 1995 |

> Became effective 1998

» Requires EU member states to pass national
laws implementing its terms

» National laws not identical

> Not enough for businesses with EU interests
to use only DPD — must examine local laws

> Details:
QEU Directive Requirements
Qlnternational' Data Transfer Restrictions
QState of implementation

Bl e LYES i |
. . . R International Data Transfer k.
EU Directive Requirements W . b NORWICH
_ Restrictions
» Notice: who, why, how, where, to whom
> t: right to block, opt out i issi . "
Cons.en rg o block, optout, requ”’e permission > Regulatlon of |nter]urlsdlct|0na| We Self-Certify Compliance with:
» Consistency: follqw terms of notlce. information exchanges T
» Access: see own info, make corrections » Transfer from EU to non-EU SAFEHARBOR
» Security: prevent unauthorized access countries PETPTIT IR U T
» Onward Transfer: contractual QOPROHIBITED unless
obligations to follow same rules QDestination has “ad te” For Mustration Only
and agreements estination has “adequate
. . . legal protections
» Enforcement: private right of action, . -
Data Protection Authority in every country QUSA not considered to have adequate protection
Olnvestigate complaints > US/EU Safe Harbor arrangements discussed later in
QlLevy fines chapter
Qlnitiate criminal actions
aDemand changes
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Harmonization of Non-EU
LU e

State of Implementation

“All 27 member
countries of the
European Union,
including the new
members states,
have passed
legislation fully
implementing the
directive.”
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European Countries

» Prohibition on transfer of PlI
has moved non-EU countries
to pass consistent laws

QOAdverse economic impact
» Two categories
QEU trading partners

QPotential future members
of EU
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unications
Directive

pecific to telec
agencies

> Ensure technological assurance of privacy for
commun{ipations

> Restricts access to billing information '
» Limits m"arketing strategies
» Allows per-line blocking of caller ID

» Forces deletion of call-specific information .
end of communication '

» New proposal goes further: affect all

I electronic communications ‘

unications companies &

European Data Protection
Supervisor

B e W
* @ EUROPEAN DATA t_m

HOReH

PROTECTION SUPERVISOR

K
Al L-

* g . -

!
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EN

http://www.edps.europa.eu/EDPSWEB/edps/EDPS

» Independent supervisory body

» Monitor application of regulations affecting
data gathering, transmission, and use of PlI
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United States NORWICH

»History, Common Law Torts
»Public Sector
»Private Sector
> State Legislation

History, Common Law Torts  oue
» Privacy as cause for tort:
20t century development

OConstitution did not recognize
privacy explicitly

QGrowing urbanization forced
growing awareness of need for
privacy law

O“Right to be left alone” posited in 1890
v'Charles Warren & Louis Brandeis
v'Harvard Law Review article

QState laws evolved without overarching federal

law
15 Copyrght ©2012 M. . Kabay, Allights sl 16 Copyright © 2012 M. . Kabay. Alights reserved.
Evolution of US Privacy Theory o Public Sector in USA omvIcH
» 1960 Restatement of Torts defined 4 subtorts related to >History

privacy:
Qlintrusion: unreasonable breach of seclusion if
offensive to reasonable person

ORevelation of private facts: unauthorized &
unreasonable publicity of facts not of legitimate
concern to public —when given to wide audience

OFalse light: conveying false impression

QMisappropriation: unauthorized
use of name or likeness for
benefit or gain (often
used by celebrities)

17
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»Privacy Act of 1974 & FOIA
»ECPA of 1986

»Right to Financial
Privacy Act of 1978

»Driver’s Privacy
Protection Act

»Law Enforcement &
National Security Surveillance
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History of US Public Sector
Privacy Laws

e

» Long-standing restrictions on government intrusions
into private lives of citizens

» US Constitution
Q4th Amendment governs search and seizure
014t Amendment governs state laws
QBut no explicit mention of privacy

» Case law and statutes have
defined privacy rights

» State constitutions usually also
include restrictions

» Governments usually have stricter
privacy protection than private sector

19
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Privacy Act of 1974 & FOIA o
» Privacy Act of 1974

aLimits on federal government can use &
transfer Pl

Qindividual rights to know PII held by federal
government

» Freedom of Information Act (FOIA) part of
Privacy Act

QDetermine
QForbid
OAccess
QcCorrect
QCurrent, relevant, not excessive
QPrivate right of legal action
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ECPA of 1986
» Electronic Communications Privacy Act of 1986
OAmended Wiretap Law of 1968 | W

QProhibits unauthorized, d
intentional

vInterception of WIRETAP!
v'/Access to CHARLES EINSTEIN

QWire, oral, electronic
communications

» Require court orders to install
devices

QPen registers (outbound
phone numbers)

QTrap and trace (incoming .
phone numbers) A il

21 ONot probable cause —only certification from LEO

Copyright © 2012 M.

Right to Financial Privacy
Act of 1978

» Federal government cannot
QObtain financial records for
individual
aWithout informing subject "
of investigation

» Subpoena: 90 day limit for
informing subject

» Other methods for authorizing
disclosure

QOMust inform subject
v'Before ’
v'Simultaneously with
Qlnvestigation
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» 1sttime Congress passed
law limiting state
government access to PII

» Prohibits disclosure of PlI
associated with motor
vehicle ownership /
driver’s license

» Exceptions
OLegitimate government
activities
OFacilitate (safety)
recalls

23
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Law Enforcement & National
Security Surveillance

» Criminal activity aided by technological advances

» Law enforcement & national security information gathering
also enhanced

» Monitoring — search data for signs of crime

QPacket sniffers: capture & scan packets for keywords
using signatures or heuristics

QOBlack boxes: log communications traffic

» Surveillance — eavesdrop on communications / behavior of
specific subjects of investigation

QECHELON - USA, UK, NZ, Australia, Ganada__

QO CALEA (Communications Assistance for L
Enforcement Act of 1994) requires technic dards
for ISPs \ e

QO Council of Europe Convention on Cyber-Crime (2004)
v/ 22 countries ratified
¥ Criticism from privacy advocates




Private Sector N
» Overview of US Private Sector Regulations

» Gramm-Leach-Bliley Act

» Children’s Online Privacy Protection Act

» Health Insurance Portability and Accountability Act
» Cable and Video Acts

» US/EU Safe Harbor

» Workplace Privacy

» Anonymous Cybersmearing

» Online Monitoring Technology

» Location Privacy

» Genetic Discrimination

» Social Network Sites & Privacy

Overview of US Private
Sector Regulations

» US relatively limited in regulating private sector
QPreference for self-regulation

» Most privacy-related laws are sector-specific
QFinancial services
OHealthcare services

» Evolving issues
QWorkplace privacy
QDefamation
OLocation
QGenetics
OSocial networks

HOReH
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. Children’s Online Privac k.
Gramm-Leach-Bliley Act . y NORWICH
Protection Act
» GLB — 1999 law named for its architects
QTook effect July 1, 2001 > COPPA passed 1998 K|d5 Privac
» Applies to all financial institutions > Prohibits 'Y
QProtect data subjects’ PlI I rotect Her_e'
QODisclose policies to data subjects Jim Leachl OCollection COPPA comgll_an?
QProvide options for sharing info (or not) QUse Ite-
QFTC in particular has extended definition ODisclosure
of financial institutions > Children’s PIl without verifiable parental
Widespread effects in many industries consent
] D Carture & maintain opt-out requests > FTC rules violations “unfair or deceptive trade
philcramm] GSend notices to affected customers practices”
QLimits on selling customer lists
QOBe sure arrangements meet multiple
regulators’ requirements
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Health Insurance Portability and
Accountability Act

HEALTH INSURANCE PORTABILITY

> HIPAA (not HIPPA) passed 1996 ond ACCOUNTABILITY ACT

OLast compliance deadline was
2004

» Providers & health plans must S -
ADMINISTRATIVE SIMPLIFICATION.

EIGIVG patlentS Clear ertten PRIVACY, SECURITY, TRANSACTIONS
explanations of how organizations handle PII

OMinimize use of Pll to essentials

QDisclosure logs

OCannot condition services on waiver of rights
» Criminal penalties for fraudulent obtention
» States not preempted from more restrictive laws
» Substantial fines for violations
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Cable and Video Acts

» Cable Communications Policy Act of 1984 8551
QProtection of subscriber privacy
QAnnual notice of data collection/use practices
'DMandatoryprlor&wgnt
QLaw enforcemén r ourt order for info
QPri te I’Igh“t’Of ac ;lnitﬁ d_a@s, fees)
> Vi wat:y Prd "_of 1988
EIPrQﬁLbI@‘W&RSfer of videx srentalFecords
DExcep\\ﬁo“ﬁE(equlré -cﬁzsto’rn@f%ﬁﬁroval
QLEOs ré’qM warfants - [ —

aSometimes descrrbea-ags-fe’:ﬁflt/of borking (now
arecognized verb) Robert Bork in 1987 over
(inoffensive) video rentals




US/EU Safe Harbor

» EU Privacy Directive (1998) restricts
transfer of Pll to nations with adequate
privacy protection

» April 1998 — July 2000: negotiations
on Safe Harbor provisions allow
data transfers to companies
willing to

QComply with EU Directive
principles
QOSelf-certify adherence by public
report to US Dept of Commerce
QProvide for independent audit or
membership in suitable organization
v TRUSTe, BBBOnline
QOBe subject to FTC regulation
v'Violation of SH actionable as fraud by FTC
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e

Workplace Privacy

» EU: simply restricted by EU Ppivacy Diredtive = NONE

> Difficult balance in US
QExcessive monitoring = invasion of prjvacy
Qlnadequate monitoring = negligence

» Common law: employer owns r@urces

QTherefore need only provide notice of festrittions
and monitoring

» ECPA governs wiretappi apture
OBut excepts system provid )
QAnNd consent: contract with employees

QLive telephone calls: employer cannotjmonitor non-
work-related phone CallS —

QFL & MD require consent of both parti¢s to make
wiretap legal

Anonymous Cybersmearing

» Organizations can be claqued or smeared
by anonymous posters on the ‘Net:
options include

aDo nothing (don’t feed the trolls)
Qldentify the poster — contact or sue
QContact law enforcement
v'Threats to individuals or
property
v'Attempts to manipulate stock
prices

QFile suit against “John Doe” and subpoena ISP to
discover identity of poster

v'May not work
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Online Monitoring
Technology
» Unauthorized monitoring of Web activity
» Cookies
OText files on hard drive
ORecognize user (e.g., GOOGLE)
» Web beacons / bugs / single-pixel GIFs
QReport user identity and history to Web server

cookies - Google Search - Opera —|o| x|
File Edit View Bookmarks Widgets JTools Help
| #Bcookies - Gooql... +
- » | ﬂ @ Web  wuav.google.com/search - |8~ Search witt
B | Web imoges Veleos Maps Hews Shoppmg Gl mor yilgmail.congiieh History | Soltings v | Sig oul :I
GO )SIL cookies Search
| e %8 @ View (100%) -
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Location Privacy

» Wireless devices often
include GPS capabilities

» Direct localized advertising
to user

» Concerns over use by criminals
(e.g., automatic “not at home now”
beacon)

» Regulations limited
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Genetic Discrimination

» Collection and distribution of genetic
information an issue

:-—..i

—

» Can be used to predict differential v
susceptibility to specific diseases .

» Could be used to discriminate against —
victims —
Qlnsurance companies could refuse to v
cover )

QEmployers could refuse to hire or promote

[MK adds personal opinions:

- Exactly what happens today with XX chromosomes (join NOW to fight this)

- People with genes for high melanin skin pigment production (join the NAACP to
fight this)]
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Social Network Sites &
Privacy

» Facebook, MySpace...

» Explosion of publication of formerly private PlI
OMarketing groups salivating /s
QsStalkers too

» 2007 ENISA report (European
Network and Information
Security Agency)

QClear benefit
OFalse sense of intimacy

QEncourage social-networking education in
schools

QEncourage openness, notification of breaches
QPrivacy-friendly defaults

e

State Legislation NgRncH
» US federal laws/regulations provide minimum terms
> States may be more stringent
» Many state laws
QOrganized by industry or sector
OMay affect anyone doing business in the state
> Notable examples
QOCA SB 1386 (2003) requires notification of breaches
QCalifornia Financial Information Privacy Act (2003)

OMost states have genetic-information protection
laws

QOSeveral states regulate interception of RFID (radio-
frequency identification devices)
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Compliance Models HERgH US Legislation HgenicH
B » Pass specific law
» US. Leglslatlon ; » Apply to any organization gathering/using PII
> US FTC86"tthority % » Define rights of data subjects
> Se&-%lat(iry Regimes & Cedes of Conduct > Various enforcement mechanisms
> Contract Infrastructure " QPrivate right of action (lawsuits & class action)
>6y2tﬁe§s ’ofl-donﬁra&ts Technol gy & Law DActions by state attorneys
>Gett|ng St"'rt 5 A Practical Chegklist g general
o QAction by FTC re unfair/deceptive ﬁ
S trade practices ‘ ‘
e || &
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w FEI:IEFT.;'«L TRAEI.E COMMISSION S lf R l t R . & @
C S Protecting America's Consumers e = egu a ory eglmes hqnw[(,u
F1 Codes of Conduct
» Investigate unfair /
deceptive trade .
practices Is That g Bene.fl.ts .
> Has applied to many Eree Trial aMinimizes need for
privacy cases Really Free? government resources
> Mostly cases of watch tha video DAllows greatest
negligent security flexibility for businesses ?g:};&m
1[5 aa s [s) » Criticisms I0I0DI0
Qinsufficient standards Srsloto0tos
rF‘rE‘?: I;:gr_nﬂn rlkP?in wek Wehsitas Ussd ta Advartise Acai Deory Weight | ass Dlnadequate enforcement wiﬂlmmo
ts Hied ACross the United States
F?E Fllcs::E;{tc‘r;;:‘E:hargcs Against Marketer of Credit Repair, Debe Relicf, Food
Stamp Sarvicas
g Bt cormuc Btz
a1 : - 42 o 20121 € Ky s s




Contract Infrastructure NORWICH

» Contracts can support or damage privacy
» Govern entire life cycle of Pl
QCollection
QaStorage
QUse
QTransfer

» Develop chain
of contracts
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Synthesis of Contracts,
Technology & Law

» Problems
QPolicing contracts may beyond means g
or inclination of many businesses
QBusinesses unlikely to sue “
trading partners

QConsumers unlikely to launch individual
lawsuits

QClass-action lawsuits possible

aoOnce compromised, Pll cannot realistically be
re-protected

QExtent of problem may exceed practical
resources for enforcement

» Therefore may have to rely on technology

HOReH
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Review Questions oﬁu

» Use the checklist of
recommendations from
authors

» Be prepared to explain
every one of the
recommendations
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NORWICH

DISCUSSION
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