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Topics: Fire Hose Time
ü Introduction (slides 1:24)

üSearch Warrants (25:49=25)

üWarrantless Seizure of Evidence 

(50:73=24)

üElectronic Crime Scene Investigation 

(74:102=29)

üAnalysis of Digital Evidence 

(103:143=41)

üUsing Seized Materials & Results 

in Evidence (144:160=17)

Hour 1

Hour 2

Hour 3

49 slides

53 

58 
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Disclaimers

üInstructor is not a 
lawyer.

üThis is not legal advice.

üFor legal advice, consult an 
attorney specializing in this practice area.

üThis overview is NOT an in-depth 
discussion of the entire field of IP law: it is 
an overview to remind students of key 
issues. We wonôt be discussing all the 
slides in detail.

üYou may download the PPT file from
http://www.mekabay.com/courses/academic/norwich/msia/ipcc.ppt or
http://tinyurl.com/l5vusf

http://www.mekabay.com/courses/academic/norwich/msia/ipcc.ppt
http://tinyurl.com/l5vusf
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Introduction

üGoals

üRecommended Texts

üRecent Internet Usage Statistics

üTracing a Suspect on the Internet

üProactive vs Reactive strategies

üOnline Stings: Entrapment?
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Goals

üReview (or introduce) basic concepts

üManage evidence

ÇGather

ÇPreserve

ÇPresent

üLaw and procedures useful to

ÇLaw enforcement officials

ÇInformation security professionals

üInterest participants in further / deeper study
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Recommended Texts
üBurgunder, L. (2007). Legal Aspects of Managing 

Technology, Fourth Edition. Thomson West Legal 
Studies in Business (ISBN 0-324-39973-1). xv + 
683. Index.

üMoore, R. (2005). Cybercrime:  Investigating High-
Technology Computer Crime. Matthew Bender & 
Co. (ISBN 1-59345-303-5). xii + 258. Index.

üClifford, R. D. (2006). Cybercrime:  Investigation, 
Prosecution and Defense of a Computer-Related 
Crime, Second Edition. Carolina Academic Press 
(ISBN 1-59460-150-X). xii + 282. Index.

These texts are used in the CJ341 Cyberlaw 

& Cybercrime course at Norwich University.
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Recent Internet Usage Stats
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Internet Users by Region (1)
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Internet Users by Region (2)


