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Disclaimers

U Instructor is not a
lawyer.

U This is not legal advice.

U For legal advice, consult an
attorney specializing in this practice area.

U This overview is NOT an in-depth
discussion of the entire field of IP law: it Is
an overview to remind students of key
|l ssues. We wonot be di
slides in detall.

U You may download the PPT file from

http://www.mekabay.com/courses/academic/norwich/msial/ipcc.ppt or
http://tinyurl.com/I5vusf

Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson. All rights reserved.


http://www.mekabay.com/courses/academic/norwich/msia/ipcc.ppt
http://tinyurl.com/l5vusf

NORWICH

Introduction

U Goals

U Recommended Texts

U Recent Internet Usage Statistics
U Tracing a Suspect on the Internet
U Proactive vs Reactive strategies
U Online Stings: Entrapment?
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Goals NORWICH

U Review (or introduce) basic concepts
U Manage evidence
C Gather
C Preserve
C Present
U Law and procedures useful to
C Law enforcement officials
CInformation security professionals
U Interest participants in further / deeper study
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Recommended Texts ™S |

U Burgunder, L. (2007). Legal Aspects of Managing
Technology, Fourth Edition. Thomson West Legal
Studies in Business (ISBN 0-324-39973-1). xv +

683. Index.

U Moore, R. (2005). Cybercrime: Investigating High-
Technology Computer Crime. Matthew Bender &
Co. (ISBN 1-59345-303-5). xii + 258. Index.

u Clifford, R. D. (2006). Cybercrime: Investigation,
Prosecution and Defense of a Computer-Related
Crime, Second Edition. Carolina Academic Press
(ISBN 1-59460-150-X). xii + 282. Index.

These texts are used in the CJ341 Cyberlaw
& Cybercrime course at Norwich University.
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Recent Internet Usage Stats

'y http://www.internetworldstats.com/stats.htm j IQ IDD?'L_

INTERNET USAGE STATISTICS

The Internet Big Picture
World Internet Users and Population Stats

WORLD INTERNET USAGE AND POPULATION STATISTICS
. . Usage
. Population Internet Users ||Internet Usage, || % Population Usage
Lol gl (2008 Est) || Dec/31,2000 | LatestData || (Penetration ) |% of World | CGrowth
2000-2008

|Africa | 955206348 4,514.400|| 51,065,630/, 5.3 %)| 3.5%)| 1.031.2 %)
Asia | 3776181949 114304000/ 578,538,257 15.3 %|| 395 %  406.1%)
[Europe | 800401065 105096.093]| 384,633,765 481%||  263%|| 266.0 %]
[Middle East | 197.090.443|| 3,284,300, 41,939,200)| 21.3 %|| 29%|| 1176.8 %)|
INorth America | 337.167.248||  108.096.800| 248,241,969 73.6 %|| 17.0%)| 1296 %)
|Latin America/Caribbean|| 576,091,673 18,068,919  139,009,209|| 241 %|| 95%||  669.3 %)
Oceania / Australia | 33,981.562|| 7.620,480|| 20,204,331, 59 5 %|| 14%| 1651 %)
[WORLD TOTAL | 6676120288/ 360,985.492] 1,463,632,361|| 21.9%|[ 100.0%| 3055 %)
MOTES: {1} Internet Usage and Waorld Population Statistics are for June 30, 2008, (2) CLICK on each world region name for detailed regional usage
inforrnation. {3) Demographic {Population) numbers are based on data from the US Census Bureau . {4) Internet usage information comes from data
published by Nielsen/NetRatings, by the Internatiocnal Telecommunications Wnicn, by local MIC, and other reliable sources. [5) For definitions, disclaimer,
and navigation help, please refer to the Site Surfing Guide, now in ten languages. () Information in this site may be cited, giving the due ocedit to
www . internetweorldstats. com. Copyright & 2001 - 2008, Miniwatts Marketing Group. All rights reserved worldwide.




Internet Users by Region (1) oo

Internet Users in the World
by Geographic Regions
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Source: Internet World Stats - www.internetworldstats. com/stats. htm
Estimated Internet usersis 1,463,632 361 for @2 2008
Copyright@ 2008, Miniwatts Marketing Group
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