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Disclaimers

üInstructor is not a 
lawyer.

üThis is not legal advice.

üFor legal advice, consult an 
attorney specializing in this practice area.

üThis overview is NOT an in-depth 
discussion of the entire field of IP law: it is 
an overview to remind students of key 
issues. We wonôt be discussing all the 
slides in detail.

üYou may download the PPT file from
http://www.mekabay.com/courses/academic/norwich/msia/ipcc.ppt or
http://tinyurl.com/l5vusf

http://www.mekabay.com/courses/academic/norwich/msia/ipcc.ppt
http://tinyurl.com/l5vusf
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Introduction

üGoals

üRecommended Texts

üRecent Internet Usage Statistics

üTracing a Suspect on the Internet

üProactive vs Reactive strategies

üOnline Stings: Entrapment?
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Goals

üReview (or introduce) basic concepts

üManage evidence

ÇGather

ÇPreserve

ÇPresent

üLaw and procedures useful to

ÇLaw enforcement officials

ÇInformation security professionals

üInterest participants in further / deeper study
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Recommended Texts
üBurgunder, L. (2007). Legal Aspects of Managing 

Technology, Fourth Edition. Thomson West Legal 
Studies in Business (ISBN 0-324-39973-1). xv + 
683. Index.

üMoore, R. (2005). Cybercrime:  Investigating High-
Technology Computer Crime. Matthew Bender & 
Co. (ISBN 1-59345-303-5). xii + 258. Index.

üClifford, R. D. (2006). Cybercrime:  Investigation, 
Prosecution and Defense of a Computer-Related 
Crime, Second Edition. Carolina Academic Press 
(ISBN 1-59460-150-X). xii + 282. Index.

These texts are used in the CJ341 Cyberlaw 

& Cybercrime course at Norwich University.



7 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Recent Internet Usage Stats
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Internet Users by Region (1)
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Internet Users by Region (2)
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Internet Penetration Rates 
by Region
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Tracing a Suspect on the 
Internet

üThe Dynamic IP Address

üLocating the Host

üDNS Lookup

üwhois.net

üSamSpade Program

üLocating Information from E-Mails

üE-Mail Headers
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The Dynamic IP Address
üSuspect may have own connection to óNet

ÇHas permanent IP address

ÇE.g., gmail.com has IP address 64.233.171.83

ÇNorwich.edu is 192.149.109.197

üOr suspect connects to Internet via ISP

ÇDHCP (Dynamic Host Configuration Protocol)

ÇUser is assigned temporary ñdynamicò address

ÇRe-used and not unique

ÇLogged by ISP for some time (days to forever)

ÇMust absolutely get cooperation of ISP and obtain 
records (if they still exist) under subpoena

ÇThe records will show match of dynamic address to 
userôs modemôs MAC (media access control) 
address and from there to the assigned modem 
location, authorized user, address and so on

What would 

an unsecured

WAP do to

this linkage?
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Locating the Host

üICANN (Internet Corporation for Assigned 
Names and Numbers) http://www.icann.org/

ÇGlobal coordination of IP address 
assignments

ÇDefines rules for domain names

üInterNIC < http://www.icann.org/> points to 
registrars around world

ÇSee lists e.g., http://www.internic.net/origin.html

ÇAustralia has 13 registrars

ÇCanada has 152

ÇUS has 562

http://www.icann.org/
http://www.icann.org/
http://www.internic.net/origin.html
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DNS Lookup

üWHOIS functions available online from each 
registrar

ÇBut http://www.whois.net/works with all 
registrars (see next page)

üMany other tools available online for DNS 
lookup

üSamSpade tool and service from 
http://www.samspade.org can find many 
records as well as providing additional 
functions (see page after next)

üInfo in registry may be false or out of date

ÇOften see dummy phone numbers in DNS

http://www.betterwhois.com/
http://www.samspade.org/


15 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Looking Up DNS Information (1)
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Looking Up DNS Information (2)

Domain Name: NORWICH.EDU 

Registrant: 

Norwich University

158 Harmon Drive

Juckett Hall / Computer Service

Northfield, VT 05663 

UNITED STATES 

Administrative Contact: 

NORWICH DNS ADMINISTRATOR é 

Technical Contact: é

Name Servers: 

NS.NORWICH.EDU 192.149.109.19 

A.DNS.TDS.NET é



17 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

SamSpade Program
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Locating Information from 
E-Mails

üHeaders are crucially important

ÇOften stripped from display
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E-Mail Headers
üCan be displayed through e-mail options

This example

is from

MS-Outlook
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E-Mail Headers
ü Show details of who sent e-mail and how it was routed

X- Gmail - Received: 0dfd13bc11b16fda1ec3cf714c213e6751429e16

Delivered - To: mekabay@gmail.com

Received: by 10.78.147.3 with SMTP id u3cs86635hud;

Thu, 12 Oct 2006 08:22:55 - 0700 (PDT)

Return - Path: <smcgreal@ippl.org>

Received: from mail42.opentransfer.com (mail42.opentransfer.com 
[71.18.111.198])

by mx.google.com with SMTP id 29si861796wrl.2006.10.12.08.22.53;

Thu, 12 Oct 2006 08:22:54 - 0700 (PDT)

Received - SPF: neutral (google.com: 71.18.111.198 is neither permitted 
nor denied by best guess record for domain of smcgreal@ippl.org)

Received: ( qmail 11919 invoked by uid 399); 12 Oct 2006 14:54:05 - 0000

Received: from unknown (HELO System5.ippl.org) (70.60.217.92)

by mail42.opentransfer.com with SMTP; 12 Oct 2006 14:54:05 - 0000

Message - Id: <7.0.1.0.2.20061012104204.03a1daf8@ippl.org>

X- Mailer: QUALCOMM Windows Eudora Version 7.0.1.0

Date: Thu, 12 Oct 2006 10:54:04 - 0400

To: <mekabay@gmail.com>

From: Shirley McGreal <smcgreal@ippl.org>

Subject: Re: Orangutans

In - Reply - To: <200610121353.k9CDrlN3004352@cronus.email.starband.net>

NEVER simply forward an e-mail of interest to an investigator;

always copy and paste the headers into your message to avoid 

corrupting the header.
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Proactive vs Reactive 
Strategies

üSome crimes are difficult to locate before they 
happen ïneed victim complaint to find out

ÇIdentity theft

ÇCyberstalking

üOthers benefit from dragnets

ÇChild pornography

ÇChild abuse

üOfficers need familiarity with 
argot (slang), culture
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Online Stings: Entrapment?
üMust not give any basis for claim that officer 

initiated, suggested, prompted, or encouraged 

ÇIllegal activity or

ÇInvestigative actions that violate privacy or

ÇConvert a civilian into an agent of law 
enforcement to violate legal restrictions

üENTRAPMENT can destroy case

ÇWhy? 4th Amendment safeguards

üSorrells v. United States (1932)

ÇSCOTUS ruled that entrapment defense must 
show proof that LEO encouraged crime

ÇDefendant would not have been predisposed 
to commit crime
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United States v. Poehlman
(2000)
üPoehlman alleged to have met undercover LEO to 

have sex with minor

üBut defendant said he started online discussions 
with LEO to form adult relationship

üLEO wrote she was looking for 
someone ñto train her daughters 
in the ways of the worldò

üPoehlman explicitly said he wasnôt 
interested and LEO responded that 
she would terminate relationship

üPoehlman offered to ñtrainò daughters as way of 
continuing relation but claimed he had no intention 
of having sex with them ïwas ploy

üSCOTUS ruled in favor of defendant: evidence that 
pedophilia was not his original intent & LEO was 
significantly responsible for his actions
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BREAK
5õ12ó
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Search Warrants & Seizure of 
Electronic Evidence 

üIdentifying Physical Location of 
Electronic Evidence

ÇECPA Effects on Data 
Acquisition

ÇCollaboration from Third-Party 
Record-Holders

üWhich Computers?

üLegal Limits on Searches

ÇFederal Constitutional Limits

ÇState Constitutional Limits

ÇStatutes References:

Clifford pp 111-137

Moore   pp 141-153;

148-155
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Identifying Physical Location of 
Electronic Evidence

üGeneral Principles

üECPA Effects on Data Acquisition

ÇCoverage

ÇDisclosure to Government Agents

ÇContents of Electronic Communications

ÇViolations of the ECPA

üCollaboration from Third-Party Record-Holders

ÇFinding the Records

ÇEvaluating Utility of Records

ÇAuthenticating Records

ÇObtaining Records

ÇContacting ISP & Serving Papers
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General Principles

üKatz v US (1967):  SCOTUS held that publicly 
disclosed information is not constitutionally 
protected

ÇIncludes voluntarily transferred 
info in hands of third parties

ÇThus third-party repositories 
limited by statute, not 4th

amendment

üRestrictions include laws 
protecting

ÇBank records

ÇCable TV & video rentals

ÇE-mail & other electronic communications
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ECPA Coverage
ü2000: Updated Wiretap law 

(18 USC §2510-22)

ü2004: Added Stored 
Electronic 
Communications Privacy 
Act (SECA, 18 USC §2701-
11)

üProtects contents of e-
communications in 
storage by service

üProhibits provision of 
communications to 
government agencies 
without strict controls
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Disclosure to Government 
Agents

üAll records may be obtained 
through warrant

üSubscriber/customer records 
(identity, services) may also 
be obtained by subpoena

üTransaction history available 
through subpoena since 
U.S.A.P.A.T.R.I.O.T. Act 
passed

üE-mail may be retrieved by 
subpoena provided user given 
notice (up to 90-180 days 
delay)

üMay use ñ§2703(d) court 
orderò to access everything 
except unopened e-mail 
stored < 180 days
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Contents of Electronic 
Communications

üAgreement of one party in electronic 
communication suffices for legal disclosure

üTake that fact into account when you are 
writing e-mail

ÇIn general, when writing with 
employee userID, all e-mail 
must be considered equivalent 
to using company letterhead

ÇAll official e-mail may become 
evidence in a court of law

üWhen writing informally using your own 
address, remember that everything on 
Internet is POTENTIALLY PERMANENT and 
may affect your future employment prospects



31 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Violations of the ECPA

üCriminal liability

ÇUp to 2 years in federal prison

üCivil liability

ÇDamages & attorneysô fees

ÇGovernment agent may be 
personally liable

üSuppression:  NOT a remedy

üGood faith defense: 

ÇGovernment agent may 

ÇRely on good faith application of warrant or 
subpoena 

ÇAs absolute defense against civil or criminal 
charges stemming from actions
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Evaluating Utility of Records

üRecords may not be available

ÇTypically 30-60 day retention of log 
records

ÇDynamic IP addresses may make 
identification difficult for older evidence

üSome records may originate in public 
computers that are effectively anonymous

ÇBusiness services (e.g., Kinkoôs)

ÇLibraries, Internet cafés

ÇWireless services

ÇHijacked services

ÇAnonymizers

But look for 

video camera 

tapes
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Authenticating Records

üSpoofing may disguise origin

ÇNaïve users alter originating 
address

ÇBut headers show real IP 
addresses

üMore sophisticated criminals 
add faked header lines

ÇMust always analyze entire header

ÇSamSpade does this (discussed in lecture 
16)

üOpen spam relay a danger

ÇLogon to unprotected SMTP server

ÇSend mail from someone elseôs system
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Obtaining Records

üTypically obtain search warrant

ÇBetter than subpoena

ÇCan obtain any records at all

ÇAvoids problem of more restrictive state 
laws that require warrant

üSo why not use a warrant?

ÇMight not have probable 
cause

ÇDifficulty getting 
warrant across state 
lines
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Contacting ISP & Serving 
Papers

üCall ISP to be sure they have records you need

ÇDiscuss IP addresses with 
technical staff

ÇIdentify possible errors of 
analysis

ÇFind out if there have been 
mergers or acquisitions

ÇIdentify possible IP sub-blocks 
owned/used by other entities

üAsk if ISP will accept warrant by fax

üExplain exactly what you need
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Search Warrants

üWhich Computers?

üLegal Limits on Searches

ÇFederal Constitutional Limits

ÇState Constitutional Limits

ÇStatutes
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Which Computers?
üGoal of tracing electronic 

communications:

ÇLocate computer at origin of 
evidence of crime

ÇLink to specific person

üComputers that may be involved

ÇVictimsô computers may be 
searched without warrant with 
permission

ÇPublishersô computers not 
restricted if publisher is the 
victim

ÇECPA does not apply to 
suspectsô computers
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Federal Constitutional 
Limits

üFourth Amendment

ÇReasonable 
expectation of privacy

ÇGovernment action

üLegal Warrant

ÇProbable cause

ÇNeutral/detached 
magistrate

ÇReasonably precise

üRules for Executing 
Warrant

http://tinyurl.com/4jmcaz

http://tinyurl.com/4jmcaz
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The Fourth Amendment Text

Bold emphasis added
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4th Amendment Issues (1)

Reasonable expectation of privacy (EOP)

üSubjective expectation

ÇComputer in home has higher EOP

ÇShared computer has lower EOP

ÇEmployerôs computer:  depends ï

VPolicy?

VAwareness?

VEnforcement? 

üSocial acceptance or 
expectation of search
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4th Amendment Issues (2)

üGovernment action

ÇSearches by state 
law enforcement 
may transfer results 
to federal agencies

VBut federal authorities must not have been 
involved in a way that would require 
suppression of evidence

üPrivate citizens

ÇConstitution does not affect search by private 
citizen not acting as an agent of law 
enforcement

ÇThus evidence usually admissible in court
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Legal Warrant

üProbable cause

ÇEvidence of a crime

ÇLikelihood that evidence will 
be found in location to be 
searched

VHow do you know suspect 
used computer in home?  
Could have been elsewhere

VMay need circumstantial evidence such as time 
stamps, stakeout

üNeutral/detached magistrate

ÇWho has authority for warrant location

ÇWatch out for cross-state jurisdiction

üReasonably precise

ÇGeneral description may lead to suppression

ÇBest to mention computers & media explicitly
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Rules for Executing Warrant (1)

üKnock and announce: 
identify as LEOs & explain 
purpose in entering premises

üTake items in plain view

ÇBut contraband and tools 
for 
crime may also be seized if 
they
are visible and obviously 
incriminating
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Rules for Executing Warrant (2)

üGood faith

ÇEvidence seized under faulty 
warrant may be suppressed

ÇBut generally LEOs not 
prosecuted if acting under 
good faith in legality of (later 
overturned) warrant

üRemove computers for analysis 
off-site

üPrompt execution

ÇDonôt let evidence evaporate

ÇCannot hold warrant in 
abeyance indefinitely
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State Constitutional Limits

üSome states more restrictive than federal 
rules

üSome do not allow good-faith exception to 
requirement for valid warrant

üSome may protect vehicles (and by 
implication portable computers) more than 
federal courts
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Statutes

üECPA (as discussed above)

üZurcher v. Stanford Daily

ÇLEOs had warrant to search 
student newspaperôs computer 
for pictures of political 
demonstration

ÇSCOTUS ruled that 1st 
Amendment issues did not 
further limit warranted searches

This is not a statute.
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Statutes: PPA
üPPA passed to further restrict 

warrants

ÇPrivacy Protection Act (42 USC 
§2000aa)

ÇPassed in 2000

ÇAny material intended for 
publication or broadcasting 
requires a subpoena

ÇExceptions 

VContraband, fruits or tools 
for crime

VPreventing imminent death 
or injury

VMaterial held by target of 
investigation

VChild pornography

And neither is this.
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PPA & Steve Jackson Games

üMarch 1990: Secret Service raided Steve Jackson 
Games

ÇLooking for info about BellSouthôs emergency 
service

ÇHad been posted on BBS

ÇSeized entire computer for BBS

ÇHeld for months

ÇSeverely damaged company

üSJG sued under PPA & ECPA

ÇWon trial

ÇAwarded damages $51K

ÇAttorneysô fees $250K

ü Irony: BellSouth info was actually public & available for 
sale from company
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BREAK
10õ27ó
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Warrantless Seizure of 
Evidence

üExceptions to the Requirement for Warrant

üConsent

üSearch Incident to Arrest

üExigent Circumstances

üInventory

üStop and Frisk

üMobility

üPlain View

Clifford pp 137-155

Moore pp 153-165
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Exceptions to Requirement 
for Warrant

üLong-standing view in jurisprudence:

ÇWarrant not necessary IF

ÇOwner of property agrees to search

üIssues

ÇDoes consenter have legitimate right to 
consent to search?

ÇExpectation of privacy

ÇDegree of ownership of property
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Consent

üWho May Consent?

ÇEmployer

ÇParent

ÇSpouse

ÇCo-User

ÇThird-Party Holder

üNotification of Right to Withhold Consent

üLimitations and Withdrawal of Consent
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Who May Consent?
üMatlock 1974: Common authority 

or sufficient relationship to the 
premises or effects 

üRith 1999: Mutual use

ÇJoint access

ÇControl of property for most 
purposes

üCrucial test: expectation of 
privacy

ÇReduced in shared 
accommodations

ÇBut evidence of rent & of 
security strengthens 
expectation of privacy (see 
later slides)
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Private Employers

üEmployer not
acting as agent of 
LEO is free to 
search own 
property without 
suppression of 
evidence

üGeneral acceptance of right of search

ÇFor area not exclusively reserved for a 
particular employee

ÇExpect same rule for computers

üExplicit policy reducing expectation of 
privacy strengthens admissibility of evidence
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Public Employers

üSCOTUS: OôConnor v. Ortega (1987)established 
expectation of privacy for government employees

ÇBut open office could 
reduce expectation

ÇAlso affected by 
specific policy

üPolicy effectiveness 
depends on

ÇClear enunciation of 
limits to privacy 
(e.g., logon banner)

ÇEvidence that 
employees are aware
of policy

üProblems

ÇAllowing private use of government computers

ÇAllowing unauthorized encryption

Used with permission of artist. http://tinyurl.com/6pszy7

Copyright © 1998 Steve Greenberg. All rights reserved.

http://tinyurl.com/6pszy7
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Parent
üCloser relationship supports consent

üParentsô consent generally accepted by court

ÇBut child must be ñessentially dependentò 
on parent

ÇPayment of rent reduces authority to grant 
consent

üUS v. Durham (1998): Mother could 
not grant consent for search of 
sonôs computer

ÇEven though she owned some 
of equipment

ÇBecause son applied security 
to system

ÇAnd he paid small amount of 
rent

Pietà, marble sculpture by  Michelangelo, 

1499;  in St. Peter's Basilica, Rome
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Spouse

üGenerally viewed as having ñjoint control and 
equal right to occupancy of premises and 
access to computers on the premisesò [Orton 
p 141]

üBUT consent is invalid if

ÇComputer is used exclusively by non-
consenting partner

ÇKept in separate room (esp. if locked)
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Co-User

üShared use reduces expectation of privacy

üBut still case law to develop on effects of 

ÇAccess controls

ÇEncryption

üFor time being, assume co-user cannot grant 
consent to prima 
facie private areas of 
computer
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Third -Party Holder
ü If equipment or media left in possession of someone else, 

does that person have right to consent to search without 
warrant?

üProblematic case law: contradictions

üUS v. James (2003):

ÇCourt ruled search of data CDs invalid because

ÇOwner did not intend to give 3rd party authority to grant 
consent for search

ÇBut note that CDs were in sealed envelope

üUS v. Falcon (1985):

ÇCassette tape labeled ñconfidential/do 
not playò

ÇCourt ruled tape admissible without 
warrant

ÇArgued holder could have played tape any time

üCONCLUSION:  best to proceed with warrant to avoid risk of 
suppression
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Notification of Right to 
Withhold Consent

üIs the consent to the search 

voluntary?

üFederal system imposes burden of 

proof on government using 

preponderance of evidence

üOther jurisdictions may be more 

exigent

ÇE.g., requiring ñclear and 

convincing evidenceò
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Factors affecting judgement 
of voluntary consent:

üAge/intelligence of suspect

üBeing advised of 
constitutional rights 
(Miranda warning)

üCustody or detention 
(and length)

üPhysical punishment 
or deprivation (sleep, 
food)

üGenerally, advising 
person that warrant 
will be sought if consent not granted is 
acceptable
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Limitations and Withdrawal 
of Consent

üConsent for search may be withdrawn at any 
time

üArea of search may be limited

üContinuing to search after withdrawal or in 
unauthorized areas leads to suppression of 
evidence

üDoes breaking access protection or 
encryption violate restrictions on 
unwarranted search?

ÇIn physical world, breaking locks or sealed 
containers has led to suppression

ÇBut no damage when breaking security so 
evidence may be accepted by court
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Search Incident to Arrest

üGeneral principle allows 
search and seizure of 
evidence at time of arrest

ÇPurpose: prevent 
destruction of evidence

ÇTherefore expect same rule for digital 
evidence

üParticularly useful for seizing cell phones and 
PDAs

ÇMay contain useful data

ÇE.g., phone lists, calendars, call logs
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Exigent Circumstances (1)

üProbable cause

üExigent circumstances 
defined essentially by

ÇImminent destruction of 
evidence

üBUT

ÇAllows for seizure of 
computer

ÇBut NOT for search

VNeed separate 
warrant for search
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Exigent Circumstances (2)

üUS v. Reed (1991) established requirements for 
admitting evidence obtained under warrantless 
search with claim of exigency

ÇMust demonstrate degree of urgency

ÇAmount of time required for getting warrant 
would seriously interfere with process of 
ensuring justice

ÇEvidence in danger of 
destruction or removal

ÇDanger to officers or 
evidence at crime scene

ÇSuspectôs awareness of 
anticipated seizure of 
evidence

ÇEase of destruction of 
evidence by suspect
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Exigent Circumstances (3)

üUS v. David (1991)

ÇLEO observed suspect deleting data from PDA

ÇSeized device and scanned names

ÇCourt admitted evidence

ÇBut exigency ended as soon as PDA was 
seized

üUS v. Ortiz (1996): court ruled that search of pager 
was warranted because of risk of data loss as 
batteries failed

üUS v. Romero-Garcia (1997): search of laptop computer was 
not warranted by fear of battery failure (would not normally 
destroy data)

üBest practice: if device seized under exigent circumstances, 
obtain a warrant using probable cause to justify search that 
will ensure evidence is accepted in court unless data are 
evanescent
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Inventory

üNormally associated with 
searching vehicles to list 
all evidence present

üBooking search catalogs 
possessions of suspect at 
time of arrest

üMight permit LEO to search computer or 
electronic device to determine identity of 
suspect

üBut should not use as basis for extensive 
forensic analysis:  get a warrant
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Stop and Frisk

üLEO may search suspect for weapons

üMay seize computing device during search

üBUT should not search computer without 
warrant
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Mobility
üVehicleôs mobility serves as exigent 

circumstance justifying immediate search 
without warrant

üCould therefore 
reasonably seize a 
computer found in 
such a search

üBut Orton argues that 
this view could not 
justify search of 
computing devices

üAnd there is no current case law supporting 
such a procedure
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Plain View (1)

üDoctrine: If contraband is 

ÇLeft in plain view of LEO 

ÇWho is in lawful place

ÇThen there is no expectation of privacy

üLimits

ÇIncriminating nature must be obvious

ÇLEO must be legally allowed to be in 
position where item is in view

ÇLEO must not alter search process as 
result of plain-view discovery
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Plain View (2)

üSo cannot exceed limits of warrant when 
searching computer even if plain-view item 
such as file-name suggests crime

üIf protocol in warrant specifies searching all 
files, may log child porn as long as search 
continues through all files

üIf protocol in warrant specifies searching all 
files but only for business fraud data, may 
NOT open file suspected to contain child porn

üSo if new evidence of a different crime is 
discovered in plain view, get a warrant to 
change search protocol.
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Plain View (3)

üUS v. Carey (1999)

ÇNarcotics investigation of computer disk

ÇOfficerôs discovery of 1st child porn image accepted 
in court

ÇBut subsequent discoveries suppressed ïunlawful 
search beyond terms of warrant

üUS v. Gray (1999)

ÇLEO conducting file-by-file search

ÇDiscovered child porn

ÇImmediately applied for warrant to search of child 
porn

ÇCourt ruled that not only was officer correct but 
also that had other child porn been discovered in 
systematic examination of all files, those images 
would have been admissible also
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Electronic Crime Scene 
Investigation

üIntroduction

üNature of Electronic Evidence

üHandling Electronic Evidence at the Crime 
Scene

üElectronic Devices

üSecuring and Evaluating the Scene

üDocumenting the Scene ECSIGFR = Electronic Crime

Scene Investigation: A Guide for

First Responders (NIJ)

Moore Ch 9

Clifford Ch 3 pp 155-160

Another useful reference: Volonino, L., R. Anzaldua, J. Godwin (2007).

Computer Forensics: Principles and Practices. Pearson Prentice Hall

(ISBN 0-13-154727-5).  xviii + 534.  Index.
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Introduction

üLaw Enforcement Response to 
Electronic Evidence

üLatent Nature of Electronic 
Evidence

üRULE 1 OF DIGITAL FORENSICS

üForensic Process
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Law Enforcement Response 
to Electronic Evidence
üComputers involved in crime may be

ÇTools

ÇRepositories of 
evidence

ÇTargets

üPersonnel of many types may 
be involved in responding to 
crime involving computers

ÇLEOs

ÇInvestigators (private, corporate)

ÇForensic examiners

ÇManagers (case, corporate, political)

üFirst responder can be anyone in LE

ÇMust safeguard EE against loss or tampering
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Latent Nature of Electronic 
Evidence [EE]

üñElectronic evidence is information and data of 
investigative value that is stored on or 
transmitted by an electronic device.ò [ECSIGFR p. 
17]

üEE thus latent (like fingerprints, DNA evidence) 
because not immediately visible

ÇRequires technical equipment 
& expertise

ÇMay need expert testimony in 
court to explain analysis

üEE fragile

ÇEasily destroyed or altered

ÇChain of custody & technical 
safeguards essential for 
successful prosecution
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RULE 1 OF DIGITAL 
FORENSICS

HARM NOTHING!
(E.G., DONôT LET AMATEURS 

COLLECT DIGITAL 
EVIDENCE)
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Forensic Process

Key phases:

üCollection: search / recognition / collection / 
documentation of  evidence

üExamination (technical perspective)

ÇDocument content / state 
of evidence

ÇReveal hidden data

ÇIdentify relevant data

üAnalysis (legal perspective)

üReporting

ÇProcess notes for expert 
testimony

ÇResults

ÇReliability
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Nature of Electronic 
Evidence

üIs often latent in the same sense as 
fingerprints or DNA evidence.

üCan transcend borders with ease and speed.

üIs fragile and can be easily altered, damaged, 
or destroyed.

üIs sometimes time-sensitive

üTherefore only those with expertise should 
handle digital evidence

ÇE.g., rebooting alters or destroys data that 
could be useful in investigation

ÇForensic data-capture tools 
often require training

Quoting directly from

ECSIGFR p. 20
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Handling Electronic 
Evidence at the Crime Scene

üPreparations

ÇSecure and document crime scene 
(photographs, sketches, notes)

ÇUse protective equipment to avoid 
contaminating crime scene (e.g., gloves)

üRecognize and identify 
evidence

üDocument electronic 
equipment at crime scene 

üCollect and preserve EE

üPackage and transport EE

üMaintain chain of custody
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The Digital Forensics Tool 
Kit (1)

üCellular phone

üBasic hardware toolkit: screwdrivers, pliers, duct 
tape etc.

üWatertight & static-resistant plastic evidence 
bags

üLabels and indelible markers

üBootable media: DOS startup, bootable CDs, 
bootable USB drives w/ forensic software

üCables: USB, FireWire, CAT5 crossover & 
straight-through, power cables

üLaptop computer for tools and notes

üPDA with integrated camera & link to PC

Volonino et al. p 126 ff

ECSIGFR p 23 ff



83 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

The Digital Forensics Tool 
Kit (2)

üHigh-resolution camera(s) w/ date-time stamps

üHardware-write blocker (e.g., FastBloc, 
DriveLock) to prevent damage to removed drive

üLuggage cart

üFlashlight

üPower strip

üLog book

üGloves

üExternal USB hard drive

üForensic examiner platform (e.g., specialized 
tools) for data acquisition
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Specialized Forensics Tools

üE.g., Logicube® < http://www.logicube.com/ >

üPopular hard-drive cloning systems

üUsed by 

ÇLaw enforcement

ÇMilitary

ÇInternal IT departments

üProducts support various drive interfaces and 
connectors

ÇIDE

ÇSATA

ÇSAS

ÇSCSI

ÇUSB

http://www.logicube.com/
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Establish Your Search 
Parameters

üWhat types of evidence are you looking for?

ÇPhotographs? Document? DBs? E-mail?

üWhat is the userôs/suspectôs skill level?

üWhat kind of hardware is involved?

ÇComputers (Mac? Windows? Linux?)

ÇPDAs? Cell phones? Watches?

üWhat kind of software is involved?

üDo I need to preserve other types of 
evidence?

ÇFingerprints? DNA? 

üWhat is the computer environment?

ÇNetwork? (Protocols, topologyé)  ISP?

ÇSecurity? UserIDs? Passwords? Encryption?

ÇReal bombs inside the cases [thanks to Chris Tanguay]

Volonino et al. p 129
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Managing the Onsite 
Investigation

üMaintain integrity of data collection process

üEstimate time required for onsite examination

üLimit costs to target organization

ÇLegal liability for interruptions 
of business

ÇMay outweigh importance of 
crime

ÇMay stop investigation

üEvaluate necessary equipment  for 
onsite work

üEvaluate personnel costs

ÇWho should be onsite?

ÇWould their involvement impede other critical 
investigations?

Volonino et al. p 130 ff
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Remove Suspect from 
Computer
üPotential for instant data deletion by suspect

ÇCan prepare programs to delete key 
evidence

ÇActivate at touch of keyboard 
(macros, ñhot keysò)

ÇOr through voice-command interface

VE.g., Dragon Dictation, Windows 
voice-recognition

üNo-knock search warrants still problematic

üTherefore instantly move suspect away from 
computer

ÇShake hands with LEO & prevent return

ÇPhysical force only if necessary

ÇAllow no return to computer

Moore Ch 9
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Secure the Scene
üPhotograph scene

ÇAgencies are currently using digital cameras

ÇBut recall discussion of falsifiability of digital 
images

ÇUse video camera to document process

ÇMay see cases hinging on credibility of such 
evidence

VDefense sometimes challenges timestamps

VBut claims of fraud / error must include 
likelihood (proffer of proof)

üPhotograph computer screen(s)

ÇEspecially evidence of system time

üPhotograph everything that may be evidence

ÇCost is not a factor w/ digital cameras
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Disconnect Outside Control
üRemove network connectivity

ÇPhone line / DSL

ÇCable / satellite modem

ÇSuspect may be storing 
evidence on remote systems

üWireless connectivity may be 
more difficult to handle*

ÇWireless I/F may be integrated within 
computer case ïnot obvious outside

ÇEspecially true in laptop computers

üLook for evidence of home network

ÇMay have data storage in other locations

*For more details see ñThe Need for a Technical Approach to Digital Forensic Evidence 
Collection for Wireless Technologiesò by B. Turnbull & J. Slay (2006) 
< http://www.itoc.usma.edu/Workshop/2006/ Program/Presentations/IAW2006-07-1.pdf>
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Handling Downloads

üWhat if system shows signs that user was 
downloading file(s)?

ÇCould be evidence

üPhotograph download window

ÇReduces chance that suspect can 
successfully deny involvement in 
download

ÇMay allow download to complete

üVideotape entire process
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Powering Down Computer

Want to avoid damaging data

üDetermine Operating System

üSave Data from Running Programs?

üSave Data in RAM?

üHandling Specific OSs

üLaptop Computers

Moore p 172 ff

ECSIGFR p 30 ff
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Determine Operating System

üGOAL: make bit-images of RAM and of DISK 
before going any further

üOS does not influence which tools 
to use for bit-image capture onsite

ÇMac versions

ÇWindows versions

ÇUnix flavors

ÇHardware-specific OSs (cell phones, PDAs)

üMust have right tools and procedures

ÇAvoid imprecise copy

üSubject of more advanced courses
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Save Data from Running 
Programs?

üMay be able to see that programs 
are running (e.g., on program bar)

üDisagreement among experts

ÇPull the plug: data in temporary 
regions on disk anyway; or

ÇSave the temporary data explicitly in case they 
have not yet been written to disk

üTechnical knowledge essential

ÇE.g., many OS use extensive write-behind 
buffering

ÇEncrypted volumes may be corrupted by instant 
power-down
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Save Data in RAM?
üMost OSs use Virtual Memory (VM)

ÇReserve space on hard disk for extension of 
main memory (RAM)

ÇSwap data back and forth 
between VM and RAM

ÇThus VM swap file a 
treasure-trove of 
potentially valuable data 
about what was in RAM

ÇHowever, some users disable VM because of 
large RAM (e.g., 2 GB)

üSpecialized utilities for saving data directly from 
RAM depending on OS & hardware

üParticularly important for cell phones and PDAs 
which may depend on battery power for 
maintenance of volatile memory
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Handling Specific OSs at the 
Scene

üNot suitable topic for this course

üFor brief overview of 
instructions involved, see Moore 
p 175 ff

ÇMicrosoft OSs

VWindows 3.11 through XP

ÇMacintosh

ÇUnix/Linux

üSpecial tools
for PDAs (e.g.,
Palm, Windows
CE)
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Laptop Computers

üProblem: unplugging laptop 
instantly switches to battery 
power

üNeed to remove battery from 
laptop

ÇUsually easy

ÇSimple latch or an easy screw or two

üKeep battery with laptop for bagging & 
shipment

*

* TRS Model 100 from 1983

Computer Desktop Encyclopedia

Used with permission.

Prof Kabayôs very first portable!
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Disassembling Computer
üCritically important that each computer can 

be reassembled exactly as it was

üIdentify each computer with unique identifier

üLabel absolutely every component with its 
computerôs identifier

ÇParticularly the ports

ÇMask and mark ports not in 
use

ÇMasking tape or colored 
labels are fine

ÇColors can be assigned to 
specific computers

üShow directions of connectors 
(which end to which computer 
and port)

Moore p 179 ff
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Securing Additional 
Evidence (1)
üHow much peripheral equipment should you 

seize?

ÇTerms of warrant

ÇPeculiarities of system (e.g., old)

üPeripherals may have evidence

ÇCameras, games (XBox, PSPs)

ÇScanners (check the scanner bed)

ÇSound recorders, iPods (can even carry 
computer data or operating environments)*

ÇCalculators (large memory)

üOther evidence

ÇPaper notes and documents

ÇDigital storage media (magnetic & optical disks 
ïbut remember old tape systems)

ÇLabel evidence bags in detail (where, whoé)

*Thanks to Ryan Davis

& Stanley François
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Securing Additional 
Evidence (2)

üAlready mentioned obvious devices

ÇPDAs, cell phones, data-watches

üUSB flash drives may not be obvious

ÇSmall

ÇMay look like pens

ÇMay look like 
é wait for it é
sushi!

USB Port
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Preparing for Transport
üComplete asset-seizure log

ÇProvide copy to suspect

ÇGet suspect to sign log sheet

ÇNote refusal & have OIC 
sign sheet

üBags or boxes depending on 
agency

ÇDo not use Styrofoam ïstatic electricity

ÇDisk drives that take mobile media (floppies, 
CDs) should have blanks inserted to
prevent damage in transit

üDO NOT PUT IN TRUNK OF CAR

ÇHeat & electronic gear can harm 
evidence

ÇPlace on floor or on storage surface
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Chain of Custody

üStandard concerns about maintaining credible 
protection of evidence in custody

üNEVER allow evidence to be unsecured at any 
time

üDigital evidence can be altered at any time

üUnique identification to ensure credibility in court

üDetailed records of who accessed the evidence at 
what time and for how long

üProvide detailed records of why individuals 
needed access to evidence

üIdeally, original data must never be released ï
keep for comparison with digital bitwise copies if 
anyone challenges authenticity
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üIntroduction to Computer 
Forensics

ÇHow Computers Store Data

ÇInternet Activity Stored on 
Disk

üComputer Forensics Process

ÇVerifying Files and File 
Signatures

ÇForensic Analysis

ÇForensics Report

üConcealing Evidence

üComputer Forensics Software 
Packages

ÇEnCase

ÇForensic Tool Kit

ÇNon GUI Software Utilities

Moore Ch 10

Clifford pp 160-174

ECSIGFR pp 37-46

Analysis of Evidence


