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Bugs, Flaws and Features

BUG FEATUREFLAW

•Bugs: Errors in programming
•Flaws: Errors in program design
•Features: Errors processed by the marketing department!
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Topics

Spyware
Scumware
Other pests
Buffer overflows
Denial-of-service attacks
Windows XP vulnerabilities
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Spyware

What is spyware?
How does spyware enter a 
system?
Examples of spyware
Removing spyware
Blocking spyware
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What Is Spyware?
Spyware:  any technology that covertly 
gathers information

About person
About organization
About system
Without knowledge of victim

Any software which 
Employs user's Internet connection
In background ("backchannel")
Without their knowledge or explicit 
permission

http://whatis.techtarget.com/definition/0,289893,sid9_gci214518,00.html
http://grc.com/optout.htm
http://www.logophilia.com/WordSpy/spyware.asp
http://www.acecmt.com/spyware.html
http://home.t-online.de/home/TschiTschi/spyware.htm
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How does Spyware Enter a 
System?

Install freeware, shareware
Often those that are ad-supported

Some browser plugins
Offer new functions, 
New file format compatibility

Viruses & worms
E-mail attachments

http://www.lavasoftusa.com/faq.html
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Early Examples of Spyware

Aureate / Radiate
Conducent / Timesink
Comet Cursor
Creative Labs
GoHip
Web3000

See http://www.suttondesigns.com/EnigmaBrowser/Spyware.html for a list of 406 spyware 
programs from A to Z
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Aureate / Radiate

Toolkit for information gathering
Used by programmers of other programs
Installed in > 30,000,000 computers

Functions of toolkit
Send advertising to computers where 
Radiate code was installed
Exchange information between client and 
host computers
Collect nonspecific data about usage
Ask for answers to survey of preferences 
relating to products & services

http://www.radiate.com/privacydisclosure.html
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Aureate / Radiate Problems

Did not tell developers to include warning to 
users (end-user license agreement, EULA)
Allowed programmers to defer or eliminate 
demographics survey
Can download arbitrary code from any server

Uses browser process & permissions
Therefore passes firewalls
update-dll.exe already found in 3 different 
versions in the wild

Demonstrated to cause browser & Windows 
crashes

Common knowledge in tech support:  remove 
advert.dll to stop (main component of A/R)

http://grc.com/oo/aureate.htm
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Conducent / Timesink

Software Developers Kit
SoftClick Optimization Engine
Timesink = TSadbot.exe

Delivers advertising to client computer
Retrieves user / campaign activity 
information
Maintains comprehensive system for 
campaign management & reporting

Users include
CD-ROM distributors
eGames (large game publisher)

http://accs-net.com/smallfish/conducent.htm
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Comet Cursor

Changes cursor to animated cartoon when 
visiting Comet Cursor enabled Web sites

Installed by > 90,000,000 users
Installations (except of RealPlayer) install 
GUID (Globally Unique Identifier)
Automatically updates code
Counts how many times user changes cursor

Provides aggregated anonymous
information to clients
Records URL where cursor changed
URL of next page viewed

http://www.cometcursor.com/
http://accs-net.com/smallfish/comet.htm
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Comet Cursor Analysis
Richard M. Smith (well-respected author), 1999

Noticed attempts to contact server
Used sniffer to analyze what was being sent:

POST /bin/a/p_l_i2 HTTP/1.1
Content-type: application/x-comet-log
Comet-key: 2834ae3baba25bae2ab2b648492e221f
Comet-url: http://www.dilbert.com/
User-Agent: Comet Cursor
Host: host1.net
Content-Length: 325
@id_c,@id_client,@id_v,@id_cust,@u_page,@e_fl,@l_fl,@up_p,@up_v,
@id_entry,@u_cc
52364320,be34724ad-a283-11d3-a67f002078900337,"1,5,0,182",177,
http://www.dilbert.com/,0,1,0,"",-39609727243380943645173,
http://umweb1.unitedmedia.com/cometcursor/cursors/dilbert.cur|
http://umweb1.unitedmedia.com/cometcursor/cursors/dilberth.cur

GUID

MAC

http://users.rcn.com/rms2000/privacy/comet.htm
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Creative Labs

Makers of popular sound cards, music 
players
Include newsupd.exe file in installations

Automatically checks for driver updates
But also sends information about user 
program usage to Creative Labs server

Problems
Not documented
No way of turning off in early versions

Outcry has resulted in improvements

http://www.zdnet.com/zdnn/stories/news/0,4586,2774385,00.html



Bugs, Flaws und Features

Copyright © 2001 M. E. Kabay. 14 All rights reserved.

14
NetworkWorld

Dusseldorf, 2002-02

GoHip

Describes itself as “metasearch engine”
Accused of covert installations

Installs “Windows Startup” program into Start 
Menu
Reconfigures browser to visit GoHip site 
every time browser is launched
Redefines search default to GoHip
Changes autosignature files to attach 
advertisement to every e-mail message 
recommending visit to GoHip

Privacy policy now details all of this information

http://accs-net.com/smallfish/gohip.htm
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Web3000

Web3000 Ad Network
Toolkit for software developers
Automatically supplies

Browser headlines
Splash screens
Status-bar messages
Opt-in e-mail newsletters
Installation offers

Automatically tries to connect to its server 
even when user is not using browser

http://www.web3000.com
http://accs-net.com/smallfish/web3000.htm
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Removing Spyware

Problems with uninstalling spyware
Some products do not (or did not) include 
uninstall function
Uninstall function failed in several cases
Some products reinstall themselves

Tools available for removal; e.g., 
AdAware http://www.lavasoftusa.com/
Aureate/Radiate DLL remover

http://www.spychecker.com/radiateremover.html
PestPatrol http://www.pestpatrol.com/

http://www.spychecker.com/download.html
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Blocking Spyware

Can prevent messages from reaching 
“mother ship”
Silencer http://www.spychecker.com/silencer.html

Points all connections to adware sites to 
null address (127.0.0.1) in Windows hosts 
file

Personal firewalls; e.g.,
BlackIce http://www.blackice.com
Norton Personal Firewall 2002 
http://www.symantec.com/sabu/nis/npf/
ZoneAlarm http://www.zonelabs.com

http://www.firewallguide.com/
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Preventing Spyware 
Infestations

Read the fine print before installing software
Especially adware = freeware supported by 
advertising

Run appropriate scanners (removal tools) 
periodically
Firewalls help identify infestations as well as 
blocking transmissions

Choose firewall capable of trapping 
unexpected outbound connections
Set parameters to alert user to 
unauthorized connections
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Topics

Spyware
Scumware
Other pests
Buffer overflows
Denial-of-service attacks
Windows XP vulnerabilities
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Scumware

Definition
MS-Office XP Smart 

Tags
Examples of Scumware
Legal Issues
Defenses
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What is Scumware?

Software changes appearance and functions of 
Web sites without permission of Webmasters
Overlays advertisements with other ads
Adds unauthorized hyperlinks to possibly 
objectionable sites
Interferes with existing hyperlinks by adding 
other destinations
Some products install themselves without 
warning of these functions
Difficult or impossible to control 
Difficult to uninstall
Also known as thiefware

http://wuas.org/
http://www.thiefware.com/
http://stacks.msnbc.com/news/618966.asp
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MS-Office XP Smart Tags

Additions to Word, Excel, etc.
Specific words in lists have pop-up menus
Offers options for useful functions such as 
choosing style of pasting wanted for text
Smart Tags were planned for Internet 
Explorer (IE) v6

Sell opportunity to “hijack” Web 
content
Show [unwanted] extra hyperlinks
Direct users to MS-related sites

Wave of outrage all over industry
MS withdrew proposal for IE -- for now

http://office.microsoft.com/assistance/2002/articles/oQuickSmartTags.aspx
http://news.cnet.com/news/0-1003-200-6210768.html?tag=mn_hd
http://www.alistapart.com/stories/smarttags/
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Examples of Scumware:  
Surf+

http://stacks.msnbc.com/news/618966.asp
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Surf+ (cont’d)

Ordinary words become hyperlinks
Underlining added
Words highlighted in green
Browser windows become “a sea of green”

500,000 users
Make money by selling links to competing 
sites
Noticeable decline in Web advertising
Many links send visitors to porn sites
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Examples of Scumware: 
TopText

Dun & Bradstreet - http://www.dnb.com/
Provider of international and U.S. business credit information
Experian - http://www.experian.com
National consumer credit bureau and business credit reporting service
Equifax - http://www.equifax.com
One of three national consumer credit repositories
Trans Union - http://www.www.transunion.com
National repository of consumer credit information
Credit Managers Association of California -

http://www.cmaccom.com/
Business credit services
CMA Business Credit Services - http://www.creditservices.org/
Provides business credit reporting and commercial collections worldwide
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eZula (cont’d)

Makes TopText (aka ContextPro) browser plugin
Bundled with other software (e.g., KaZaa peer-
to-peer file-sharing software)
>2,000,000 users
“browser plug-in which gives Internet 
Explorer relevant quick links.”
Shows extra links underlined in yellow

Managers defend policies
Surfers know what they’re getting into
Provides successful business for clients
Pays for “free” services

http://www.suniltanna.com/ezula.html
http://stacks.msnbc.com/news/618966.asp
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eZula (cont’d)

eZula
"Imagine how powerful it could be to widen 

the effectiveness of search engine 
keyword advertising to the entire Web. This 
will enable you to reach millions of 
qualified users from every web page that 
contextually matches your campaign 
objective and your product or service 
keywords, anywhere on the Web.“
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Legal Issues

Robin Gross, Attorney for Electronic Frontier 
Foundation (EFF) -- scumware may violate

Copyright law
US federal rules against deceptive/unfair 
business practices

Copyright:
Creating unauthorized derivative work

Deception:
Give impression that new hyperlink is 
endorsed by original Website owners

http://www.newsbytes.com/news/01/166676.html
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Legal Issues (cont’d)

Moral Rights recognized by most countries 
other than USA
Package of intellectual property rights 
granted to the original creator of work

Right of integrity;
Right of attribution;
Right of disclosure;
Right to withdraw or retract;
Right to reply to criticism.

Modifying Web pages without permission can 
violate all of these moral rights

http://www.farces.com/farces/992816200/
http://www.rbs2.com/moral.htm
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Fighting Scumware
Users

Don’t sign up for such software without 
reading and understanding terms of 
service
Remove products if unacceptable

Guides available online
Webmasters 

Test pages to see what scumware does to 
them
Use scripts to redirect visitors with 
infested browsers to warning pages
Sign petitions, join lawsuits to protest

http://www.whirlywiryweb.com/removeezula.htm
http://www.whirlywiryweb.com/q/ezulasurf.asp
http://www.whirlywiryweb.com/removesurfplus.htm
http://www.petitiononline.com/toptext/
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Topics

Spyware
Scumware
Other pests
Buffer overflows
Denial-of-service attacks
Windows XP vulnerabilities
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Other Pests

Definitions

Current status of pests

Key dangers

Fighting pests
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Definitions

Trojans – programs that appear useful but 
have undocumented, possibly harmful 
functions
Worms – freestanding programs that replicate 
through networks
Viruses – executable code that inserts itself 
into other executable code and

Replicates
May have a payload (possibly harmful 
functions or effects)
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How Many Pests?

As of 19 Nov 2001, PestPatrol identified 

28,489
pests

http://www.pestpatrol.com/Support/FAQ.asp#rate
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What Kinds of Pests?
ANSI Bomb: reprogram 
specific keys on keyboard
Anarchy Documents
Annoyance
AOL Pest: password stealer, 
exploit, DoS attack, or ICQ 
hack 
Carding: Credit card fraud 
tools
DDoS: Distributed Denial of 
Service (DDoS) zombie
Disassembler
DoS: denial-of-service tool
Dropper: installs hostile code
Exploit: break-in tools

Explosives documents
Hostile Java
IRC War: Internet Relay Chat. 
Key Logger: Keystroke Logger
Loader: loads another 
program
Lockpicking documents
Mailbomber
NT Cracking document or tool
NT Security Scanner
Netware Cracking document 
or tool
Password Capture
Password Cracker
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What Kinds of Pests 
(cont’d)?

Password Cracking Word 
List
Phreaking Text
Phreaking Tool
Port Scanner
Probe Tool
RAT: Remote Administration 
Tool
Ripper: tools for illegal 
copying of copyrighted 
works
Sniffer: wiretap tools

Spoofer: tools to forge IP 
address
Spyware
Theft documents
Trojan
Trojan Creation Tool
Virus Creation Tool
Virus Tutorial
War Dialer
Worm
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Key Dangers of Pests

Destroy trusted computing base
Can reduce productivity by annoying users
Allow corporate computers to be used to 
attack other systems (DDoS, DoS, mail-
bombing)

Liability issues
Corporation more attractive target of 
lawsuit than hacker

Provide back doors into systems
E.g., BackOrifice, other RATs
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Fighting Pests
National Systems Testing Laboratories 
(NSTL) Report (2001-10-28)

http://www.pestpatrol.com/NSTL/NSTL_Report.pdf

See also http://www.pestpatrol.com/Whitepapers/Index.asp for a series of White Papers:
Sept 25, 2001 The Legal Risks of Computer Pests and Hacker Tools
June 21, 2001 A Comparison of Pest Detecting Tools
May 8, 2001 Denial of Service Attacks on the Rise
May 1, 2001 PestPatrol: Total Cost of Ownership. by Sal Salamone
Mar 29, 2001 Coping with RATs: A Look at the Problem of SubSeven and "Remote 
Administration Trojans"
Mar 26, 2001 Steps to Take To Check Your E-Commerce or Banking/Financial Site for NT-
based Vulnerabilities
Jan 02, 2001 Detecting Pests: A Comparative Review
Jan 02, 2001 Beyond Viruses
Dec 28, 2000 About Spyware
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Topics

Spyware
Scumware
Other pests
Buffer overflows
Denial-of-service attacks
Windows XP vulnerabilities
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Buffer Overflows

What is a buffer overflow?
Origin of buffer overflow 
vulnerabilities
Fighting buffer overflows
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What Is a Buffer Overflow?

Programming concept:
Define (declare, 
dimension) 

list (array, indexed 
variable, string) 
of certain size

To reserve area of 
memory for specific use 
during execution

array(0)

array(1)

array(7)

double array[8]

} Other data
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Origin of Buffer Overflow 
Vulnerabilities

In using a member of 
an array (an indexed 
variable), it is critically 
important to avoid 
addressing out of 
bounds
Doing so is called a 
bounds violation
Can corrupt data of 
other variables

array(0)

array(1)

array(7)

double array[8]

} Other data

array(8)
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Consequences of Bounds 
Violations

Possible to see
Compiler error 
Run-time error
Program errors – bad results
Program crash
System crash

But most dangerous problem occurs in interpreters 
Programs that dynamically interpret instructions
E.g., browsers, Web server programs
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Bounds Violations in 
Interpreters

Some interpreters read 
areas of data as 
instructions (code)
Bounds violation can 
put data into code
areas of working 
memory
Thus bad data can 
become equivalent to 
bad code
Can sometimes execute 
arbitrary code
Obtain unauthorized 
privileges

array(0)

array(1)

array(7)

double array[8]

} CODE for 
interpreter
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(The ICAT Metabase)

http://icat.nist.gov/icat.cfm

Any
Input validation error
Boundary condition error
Buffer overflow
Access validation error
Exceptional condition error
Environmental error
Configuration error
Race condition
Design error
Other error

ICAT is a searchable 
index of information on 
computer vulnerabilities. 
It provides search 
capability at a fine 
granularity and links 
users to vulnerability and 
patch information.

ICAT is a searchable index of information on computer vulnerabilities. It provides 
search capability at a fine granularity and links users to vulnerability and patch information.

See also information about the Common Vulnerabilities and Exposures (CVE) Database at 
http://cve.mitre.org
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Buffer Overflows Common 
Security Problem

656
> 21%

3095
656



Bugs, Flaws und Features

Copyright © 2001 M. E. Kabay. 47 All rights reserved.

47
NetworkWorld

Dusseldorf, 2002-02

Buffer Overflows Common 
Security Problem (cont’d)

Year
BO in that 

year

Other 
Vulnerabilities 

in that year
BO as % Total in 

Specific Year
1995 5 82 6%
1996 13 41 24%
1997 55 127 30%
1998 45 128 26%
1999 127 585 18%
2000 188 794 19%
2001 223 682 25%
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Buffer Overflows Common 
Security Problem (cont’d)

Buffer Overflows in CVE DB
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Example of a Buffer Overflow 
Security Vulnerability

Vulnerability Name:  CAN-2001-0728
Published: 2001-10-30
Summary:  Buffer overflow in Compaq 
Management Agents before 5.2, included in 
Compaq Web-enabled Management Software, 
allows local users to gain privileges.
Severity:  Medium
Vulnerability Type:  Input Validation Error; 
Buffer Overflow
Exploitable Range:  Local
Loss type:  Security Protection

http://icat.nist.gov/icat.cfm?cvename=CAN-2001-0728
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Fighting Buffer Overflows

Programmers need to use good quality 
assurance techniques

Test long input strings
Test below, at and above boundary 
conditions

System / network / security staff: check for 
new buffer overflows & install patches

Use ICAT Metabase frequently
Subscribe to CERT-CC alerts from
http://www.cert.org
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Fighting Buffer Overflows 
(cont’d)

Managers need to understand that every 
buffer overflow is a failure of quality 
assurance
Stop allowing manufacturers to publish 
inadequately tested software as production 
versions
Stop letting manufacturers push quality 
assurance onto the client base
Complain loudly to manufacturers when there 
are buffer overflows in their software – and, if 
possible, buy competing products with better 
quality assurance
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Topics

Spyware
Scumware
Other pests
Buffer overflows
Denial-of-service attacks
Windows XP vulnerabilities
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Denial-of-Service Attacks

Definitions
Examples of DoS
Examples of DDoS
Damages from DDoS
Fighting DoS and DDoS

For good links to overviews see
http://staff.washington.edu/dittrich/misc/ddos/
http://www.cert.org/advisories/CA-2000-01.html
http://www.denialinfo.com/
http://www.astanetworks.com/resources/

Fonseca, B. (2001).  DDoS attacks are on the way. 
http://www.infoworld.com/articles/fe/xml/01/05/28/010528feedge.xml
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DoS Definitions

Denial of service:  any condition where a 
system cannot respond normally

Unacceptably slow response
No response at all

Hang
Crash

Denial-of-service attack
Deliberate misuse or saturation of 
system resources to cause denial of 
service
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Examples of DoS

Mail bombing
25,000 messages consisting of “Idiot”

E-mail subscription bombing
Johnny [x]Chaotic – 100 lists x 120 victims

Buffer overflows (as discussed)
Bandwidth saturation (flooding)

SMURF attack:  send PING to big network
Use forged IP header in PING
NW returns answers to victim network
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DoS Examples (cont’d)

Kernel panic
Land:  bad TCP/IP packet with SOURCE 
and DESINATION ports set to same value
Teardrop:  IP packets overlap when 
assembled

Routing & DNS Domain Name System attacks
Send IP packets to wrong server

SYN Flooding
Initiate connection using false address
Uses up limited table for pending 
connections
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Distributed Denial-of-Service 
(DDoS) Attacks

Install zombie (slave) program on many 
vulnerable systems
Use encrypted messages from master
program to instruct zombies
Launch concerted DoS attack on specific 
target(s)
Volume of packets can easily saturate 
bandwidth or cause system crashes
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Examples of DDoS Tools

Trin00 or Trinoo
Tribe Flood Network (TFN)
Stacheldraht
TFN2K
Shaft
Trinity
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Damages From DoS and 
DDoS

February 7, 2000 attack
Yahoo.com inaccessible 3 hours
$500,000 loss in revenue

Feb 8:
Amazon.com 10 hours -- $600,000 loss
Buy.com – 9.4% availability
CNN – user count fell to 5% of normal
eBay

Feb 9:
E*Trade – completely unreachable
ZDNet – also unreachable
Charles Schwab – brokerage down – no exact figures

Mazu Networks (2000).  White Paper:  The Denial of Serfice Problem.  
http://www.mazunetworks.com/wp_ddos.html
Radin, M. J. (2001).  Distributed Denial of Service Attacks:  Who Pays? 
http://www.mazunetworks.com/radin-toc.html
Costello, S. (2001).  NIPC warns against increased DDoS attacks.
http://www.nwfusion.com/news/2001/1105nipc.html
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Damages From DoS and 
DDoS (cont’d)

Moore, Voelker, & Savage (February 2001)
Backscatter effect – study packets sent by 
victim to random IP addresses in forged 
DoS packet headers
Found 12,805 DoS / DDoS attacks
> 5,000 targets
> 2,000 sources 

Recent studies also show increase in low-
level DoS

Continued misuse of resources
Difficult to spot – blends into normal 
background

Moore, D., G. M. Voelker & S. Savage (2001).  Inferring Internet Denial-of-Service Activity.  
USENIX Security 2001 Conference.  Available as PDF download from http://www-
cse.ucsd.edu/~savage/papers/UsenixSec01.pdf
Also available from http://www.astanetworks.com/resources/materials/nanog.pdf
Summary at http://www.caida.org/outreach/papers/backscatter/index.xml
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Damages from DoS and 
DDoS: Tort

Potential tort liability from allowing system to 
be used for harmful activities

Possible that victims of DoS and DDoS will 
sue intermediate hosts for contributory 
negligence

Existing law in USA establishes requirements 
for best practices in preventing harm

Industry standards are common basis
Competitive pressures may move 
corporations to prevent misuse of their 
systems by DoS and DDoS tools

Radin, M. J. (2001).  Potential tort liability for damages due to DDoS attacks.  Part II of 
“Distributed Denial of Service Attacks:  Who Pays?”  http://www.mazunetworks.com/radin-
2.html
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Fighting DoS and DDoS

Users
System administrators
Network administrators
ISPs
Artificial intelligence

http://www.acm.org/ubiquity/views/m_kabay_1.html

Yasin, R. (2001).  Techniques thwart DoS Attacks. 
http://www.internetwk.com/story/INW20010621S0003
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Fighting DoS: Users

Use personal firewall and think before 
accepting outbound connection to Internet
Don’t accept executables from friends and 
colleagues – get valid version from 
trustworthy Web site yourself
Don’t download executables from 
untrustworthy sites
Don’t open any unexpected e-mail 
attachments

Be sure a human being sent it for specific, 
known reason

Turn off “Hide file extension for known file 
types” in Windows options
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Fighting DoS: System 
Administrators

Subscribe to and follow instructions from 
Bundesamt für Sicherheit in der 
Informationstechnik (BSI)

http://www.bsi.bund.de/ &
http://www.bsi.bund.de/gshb/deutsch/menue.htm

CERT/CC http://www.cert.org
SANS http://www.sans.org

Audit servers to ensure known-good status for all 
software
Never install code from unknown or untrusted 
sources – and compile examined source if 
possible

SANS (2000).  Help defeat denial of service attacks:  Step-by-Step. 
http://www.sans.org/dosstep/index.htm
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Fighting DoS: Network 
Administrators

Enable egress filtering to prevent any packet 
from passing if it uses forged IP headers
Block all incoming packets addressed to a 
network broadcast address
Turn off Directed Broadcast capability at 
router if feasible
Discard any packet directed to RFC1918 
private addresses
Disable all unused application ports (esp. IRC 
or others known to be used by DDoS tools)
Monitor network activity in real time to spot 
anomalies quickly
Join Alliance for Internet Security – standards 
for preventing DoS tools from using your site

http://www.trusecure.com/html/partners/alliance.shtml

From Levine, D. E. & G. C. Kessler (2002).  Denial of Service Attacks.  Chapter 11 of 
Bosworth, S. & M. E. Kabay, eds (2002). Computer Security Handbook, 4th Edition. Wiley (New 
York); in press – publication date March 2002.

RFC 1918 defines a set of private IP addresses that are not to be routed on the Internet.  These 
addresses include:
10.0.0.0/8 10.0.0.0-10.255.255.255 One Class A address
172.16.0.0/12 172.16.0.0-172.31.255.255 16 Class B addresses
192.168.0.0/16 192.168.0.0-192.168.255.255 256 Class C addresses

In addition, there are a number of reserved IP addresses that are never assigned to "public" 
networks, including:
0.0.0.0/32 Historical broadcast address
127.0.0.0/8 Loopback
169.254.0.0/16 Link-local Networks
192.0.2.0/24 TEST-NET
224.0.0.0/4 Class D Multicast address range
240.0.0.0/5 Class E Experimental address range
248.0.0.0/5 Unallocated
255.255.255.255/32 Broadcast
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Fighting DoS: ISPs

Ingress filtering – discard all packets from client if 
packet header shows wrong NET_ID
Egress filtering – same rule to bar fraudulent 
packets
Discard all inbound or outbound packets 
containing RFC1918 private addresses or other 
reserved addresses
Disable IP directed broadcasts
Monitor high-volume customers
Join ISPSec Consortium – apply methods for 
cooperating to stop DoS and DDoS

http://www.icsalabs.com/html/communities/ispsec/index.shtml
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Fighting DoS: Artificial 
Intelligence

Network traffic monitors
Track normal patterns of traffic
Identify abnormal DDoS patterns
Shut down sources of fraudulent traffic

RSA client puzzle
When connection flood detected, responds 
with cryptographic puzzle for client
Accept connections only given proper 
response
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Fighting DoS:  AI (cont’d)

IP Traceback
Routers could mark small % of packets 
with (e.g., 10-5) routing information

ICMP Traceback
Send victim route information separately 
using separate communications protocol 
(ICMP)

Host Identity Payload (HIP) & IPv6
Include authentication information in 
packet

See 
McCown, J. D. (2000).  Applying filtering router technology to DDoS mitigation. 
http://www.trusecure.com/html/partners/guide_061201.shtml

Moskowitz, R. G. (2001).  Host Identity Payload. http://homebase.htt-consult.com/~hip/
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Fighting DoS:  Commercial 
Products Now Available

These are EXAMPLES, not ENDORSEMENTS
Captus Networks:  CaptIO

Policy-based intrusion detection + adaptive 
firewall technology
Traffic Limiting IDS uses network traffic 
profiling to set thresholds for stopping 
abuse

Mazu Networks – TrafficMaster
Real-time gigabit/second packet filtering
Spots and stops abusive traffic
Re-establishes normal filtering when DoS 
stops

Hardesty, L. (2001).  Stemming the flood.  
http://www.techreview.com/magazine/sep01/innovation5.asp
Hartje, R. (2001).  Captus firewall/switch combo breaks new ground. 
http://techupdate.zdnet.com/techupdate/stories/main/0,14179,2705626,00.html
http://www.captusnetworks.com/products.htm

http://www.mazunetworks.com/howitworks.html
http://biz.yahoo.com/prnews/011022/nem037_1.html
Andress, M. (2001).  Get a positive ID on DDoS attackers. 
http://www.nwfusion.com/reviews/2001/0827rev.html
Messmer, E. (2001).  Users put early anti-DDoS tools to test. 
http://www.nwfusion.com/archive/2001/126594_10-22-2001.html
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Fighting DoS:  Commercial 
Products (examples, cont’d)

Arbor Networks
Peakflow DoS managed service
Gathers data from ISP networks
Establishes baseline to detect problems
Reconfigures routers to shut down flood

Lancope
Intrusion Detection System (IDS)
Includes DoS monitoring and response

Detection
Notification
Traceback
forensics

Fonseca, B. (2001).  N+I:  Arbor Networks readies anti-DDoS package.  
http://www.infoworld.com/articles/hn/xml/01/05/08/010508hndos.xml
Arbor Networks 

--in the news.  http://www.arbornetworks.com/news?cid=5&tid=10
--product descriptions. 

http://www.arbornetworks.com/standard?cid=4&tid=8
Messmer, E. (2001).  Start-ups go on attack vs. denial-of-service threat. 
http://www.nwfusion.com/news/2001/0618antidos.html
Lancope Stealthwatch 

--overview. http://www.lancope.com/products/index.htm
--DoS features. http://www.lancope.com/products/denial_service.htm
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Topics

Spyware
Scumware
Other pests
Buffer overflows
Denial-of-service attacks
Windows XP vulnerabilities
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Windows XP Security

Windows XP based on Windows NT – better 
security
NTFS includes access controls, encryption
Supports effective security policy rules

Block applications (all or set)
Better authentication rules
Supports smartcard authentication

Credential management – Public Key 
Certificates, Kerberos
Supports IPSec
Includes ICF firewall enabled by default

Microsoft (2001).  What’s new in security for Windows XP Professional and Windows XP 
Home Edition. 
http://www.microsoft.com/windowsxp/pro/techinfo/planning/security/whatsnew/default.a
sp
Andress, M. (2001).  How will Windows XP cope with security? 
http://www.itworld.com/Comp/2218/IWD010514tcwindowsxp/
Farrow, R. (2001).  Windows XP:  Security by complexity. 
http://www.networkmagazine.com/article/NMG20011004S0009
Fontana, J. (2001).  Microsoft boldly bundles again. 
http://www.nwfusion.com/news/2001/1008microsoft.html
Fontana, J. (2001).  Tool assesses cost of Office XP upgrade. 
http://www.nwfusion.com/news/2001/0626asset.html
Williams, J. (2001).  Windows XP Security:  Internet Connection Firewall. 
http://netsecurity.about.com/library/weekly/aa071601a.htm
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Windows XP Professional
Vulnerabilities

Default account for standalone and 
workgroup installs is in Admin group – root
Standalone configuration permits blank 
password for user
All password restrictions eliminated by 
default except 

failed logins = 10
expiry = 42 days

Choosing blank password renders file 
encryption extremely weak (null seed)
Policy option permits reversible encryption 
for storing passwords

Farrow, R. (2001).  Windows XP:  Security by complexity. 
http://www.networkmagazine.com/article/NMG20011004S0009
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Windows XP Professional
Vulnerabilities (cont’d)

Hibernation allows system to reawaken 
without forcing re- authentication
Remote control features allows complete 
external control of system
Changes to system hardware invalidate the 
software license

New motherboard
CPU upgrades

MS-Passport features raise privacy fears
Many optional fields about users may be 
sent to Passport-equipped Web sites

Henderson, T. (2001).  Windows XP:  New desktop operating system gets high marks for 
reliability, a new interface and improved multimedia, but changes in the networking stack raise 
security issues. http://www.nwfusion.com/research/2001/1029feat3.html
Henderson, T. (2001).  When an XP PC is politically correct. 
http://www.nwfusion.com/research/2001/1029feat3side.html
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Windows XP Home Edition 
Vulnerability

Raw 
Sockets

Picture from http://grc.com/dos/zombiesoft.jpg
Created by Karen Eliot http://antimedia.net/data/
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Windows XP Raw Sockets

Windows XP, including Home Edition, allows 
ordinary users to run programs that generate 
IP packets with forged headers

All other operating systems restrict to root
users
But all users of Home Edition are root

Therefore a compromised Windows XP HE 
computer can be used to launch DoS and 
DDoS attacks
Number of XP HE computers will reach 
millions
Serious threat to everyone on the Internet

Gibson, S. (2001).  A brief summary of my position on the denial of service Windows XP raw 
socket controversy. http://grc.com/dos/xpsummary.htm
Gibson, S. (2001).  Why Windows XP will be the denial-of-service exploitation tool of choice 
for Internet hackers everywhere. http://grc.com/dos/winxp.htm
Gibson, S. (2001).  Windows XP Home Edition Must be Made More Secure. 
http://grc.com/dos/sockettome.htm
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SocketToMe – Detects Raw 
Socket Access by User

Gibson, S. (2001).  Introducing SocketToMe and SocketLock. 
http://grc.com/dos/sockettome1.htm
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SocketLock – Prevents User 
Process Access to Raw Sockets
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Review

Spyware
Scumware
Other pests
Buffer overflows
Denial-of-service attacks
Windows XP vulnerabilities



Bugs, Flaws und Features

Copyright © 2001 M. E. Kabay. 80 All rights reserved.

80
NetworkWorld

Dusseldorf, 2002-02

DISCUSSION


