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Disclaimers

 Instructor is not a lawyer.

 This is not legal advice.

 For legal advice, consult an 
attorney specializing in this 
practice area.

 This overview is NOT an in-depth discussion of the 
entire field of IP law: it is an overview to remind 
TEACHERS of key issues. We won‘t be discussing all 
the slides in detail. You are welcome to use them in 
your own courses. Don‘t even bother to ask – but 
don‘t post my originals on a Web site! I need to 
control versions.

You may download the PPT file from
http://www.mekabay.com/courses/industry/cisse2009_ip_law.ppt or
http://tinyurl.com/kwqh2r

http://www.mekabay.com/courses/academic/norwich/msia/ip_2009.ppt
http://www.mekabay.com/courses/academic/norwich/msia/ip_2009.ppt
http://tinyurl.com/kwqh2r
http://tinyurl.com/kwqh2r
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Why Protect Intellectual 
Property?*

 Allow creators to benefit

 Promote creativity

 Everyone encouraged to be productive, 
creative

Society progresses

Nation progresses

Humanity progresses

*With thanks to Karthik Raman, NU 2006
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Patents

Patents Defined

US Constitution and Laws

Utility

Design

Plants

 Infringement

Exemption

Remedies

Reform

 International Agreements
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Patents Defined

Word means ―open‖ (14th century Latin)

Defined:  ―a property right granted by the 
Government of the United States of America 
to an inventor ‗to exclude others from 
making, using, offering for sale, or selling the 
invention throughout the United States or 
importing the invention into the United States‘ 
for a limited time in exchange for public 
disclosure of the invention when the patent is 
granted.‖ (Source: http://www.uspto.gov)

Patent Protection = reward for disclosing 
invention

http://www.uspto.gov/
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High-Profile Patent Disputes
 Sony Corp. of America v. Universal City Studios, Inc. (1984)

 SCOTUS ruled that home copying of TV programs 
for personal use was OK

 NTP Inc. v. Research in Motion (2000)

 Patent troll acquired wireless e-mail patents from 
various inventors

 Sued many organizations including RIM over devices including 
BlackBerry

 Won initial judgement of $53M + $4.5M legal fees but eventually 
settled for $612.5M

 Polaroid v. Eastman Kodak (1990)

 Violation of instant photography patents

 Demanded $12B damages

 $909M total judgment against Kodak

 Pitney Bowes, Inc. v. Hewlett-Packard (2001)

 Alleged patent violation of printer light scanning system

 Settled for $400M
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Currently in the News 
(1Q 2009)
 Broadcom v. Qualcomm

Cell phone patents

Qualcomm to pay $891M in settlement

Each company to share in patents of other

 OPTi v. Apple

PCI bus controller internals (cache memory searching and 
management)

Apple pays $19M for patent infringement

OPTi currently suing AMD, Broadcom, 
Silicon Storage, SMSC, VIA and others

 Uniloc v. Microsoft

Software to prevent installation of unlicensed software

Accused MS of using technology 
for Windows XP & Office XP

MS to pay $388M for patent infringement
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US Constitution and Laws
 US Constitution Article 1, §8, clause 8:

Progress of science and useful arts

 Limited time of exclusive right to use

Writings

Discoveries

 1st Patent Act:  1790

 Patent Act of 1793

 35 USC: Patent Act of 1952, amended 1995

Utility patents

Design patents

Plant patents

 Patent Reform

HR 1260 (Conyers) & S515 (Leahy)

Proposes significant changes to patent laws

Not yet passed, in bill format

Check THOMAS database http://thomas.loc.gov/cgi-bin/thomas

Most patents

last 20 years

http://thomas.loc.gov/cgi-bin/thomas
http://thomas.loc.gov/cgi-bin/thomas
http://thomas.loc.gov/cgi-bin/thomas
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Utility

US Patent Act – 35 USC §101: Whoever invents or 
discovers any new and useful process, machine, 
manufacture, or composition of matter, or any new and 
useful improvement thereof, may obtain a patent 
therefor, subject to the conditions and requirements of 
this title.

§103 - New, useful and nonobvious

Process

Machine

Manufacture

Composition of matter

Improvement
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Novel
 US Patent Act 35 USC §102 excludes patents if

Previously known or used in US

Patented or described in printed 
publication before filing

In public use or for sale in 
US >1 year before filing

Abandoned

Someone else previously filed 
for patent on it

Not invented by applicant

Also invented by someone else

§102 encourages rapid filing by inventors

1 year to file
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Useful

Reject patent filing if

Doesn‘t work

Has no defined purpose

Exceptions

Cannot patent natural 
process or material

Abstract mathematical 
equations or algorithms care 
not patentable

However, expressing
ideas mathematically or 
as computer algorithms 
does NOT preclude patent
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Nonobvious

Exclude patent filing if

Obvious to person with

Ordinary skill

In art (meaning science, 
technique, technology)

What defines ―ordinary skill?‖

Awareness of all pertinent prior art

Types of problems encountered

Prior art solutions

Speed of technology change

Educational level
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Amazon vs Barnes&Noble
(2001)

Amazon developed & patented ―1-click‖ ordering

B&N developed ―Express Lane‖ single-click 
ordering and used on Web site

Amazon sued B&N

B&N protested that 1-click ordering was obvious 
and therefore patent was invalid

District Court ruled that Amazon was likely to 
prove patent validity and ordered a preliminary 
injunction

No one had put together all ideas in this way
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1-Click Case (cont’d)
BN appealed to the Federal Circuit, claiming 

patent was invalid and no infringement, if 
valid

Fed Circuit held:  Amazon 
carried its burden with respect 
to demonstrating likelihood of 
infringement, but BN raised 
substantial questions of patent 
validity.  Therefore, no 
preliminary injunction.  

Parties settled the dispute in 
March 2002. 

Case demonstrates difficulty of PTO to 
review Internet business methods & make 
decisions about novelty
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Design

 US Patent Act §171 defines patents for design

 New, original and ornamental design

Any article of manufacture

14 year protection

 Seiko Epson Corp v Nu-Kote Intl (1999)

Patent infringement on shape of ink cartridges

Trial court ruled against 
plaintiff because cartridges 
not visible to user, thus not 
patentable as ―design‖

US Court of Appeals 
reversed lower court

Patent was valid even if design not visible or 
obvious to user
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Patent Duration
 Utility Patents:  at least 20 years

Changed in 1995 to comply 
with international agreement 
obligations

 Legal protection starts when the 
PTO (Patent Trademark Office) 
issues the patent and lasts until expiration

Note: term begins when filed

Invention can be used while PTO processes a 
patent application, even though patent term 
has not begun

But once patent granted, patent holder can 
require royalties for previous use

Exceptions apply for new pharmaceutical 
products
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Infringement

Without permission of patent holder, to

Make

Use

Offer for sale

Sell

Import

the patented invention}
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Exemptions

US Patent Act §273

Good faith

Used subject of 
patent at least 1 year 
before filing date of 
patent

Holder of patent 
abandoned it for ~6 
years or more
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Enforcement Issues & 
Challenges

Patent issued by PTO 
assumed valid

Challenger of patent must 
overcome presumption of 
validity

Must show patent 
invalidly granted by PTO

Erred in determination 
that product or 
process was novel or 
nonobvious
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Remedies
 Injunction to stop infringing

Likely most powerful 
weapon of patent holder

 Damages equivalent to royalty 
+ interest + costs

Limited to 6 year period 
before filing of complaint

Examples:

Profits from lost sales  

 Treble damages at discretion 
of court

Awarded if willful infringement

 Attorney fees in exceptional cases

E.g., where willful infringement found
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Reform
 Patent Reform Act of 2005 in works

 Currently, US stands alone in first-to-invent approach

Focuses on novelty inquiry on date of 
invention rather than date of application

Likely to join international 
consensus with Reform Act 
passage

 Drawback to current approach

 Increases litigation expenses

Determining priority by invention 
is tough;

Simple to determine who is first to file

 Challenges to change

Fairness concerns

Produce a race to the patent office

Less thoughtful patent applications?
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International Agreements on 
Patents

Paris Convention for Protection 
of Industrial Property (1883)

TRIPS (1994)

Agreement on Trade-Related 
Aspects of Intellectual 
Property Rights

See http://www.wto.org/english/tratop_e/trips_e/tripfq_e.htm

NAFTA (1992)

North American Free Trade Agreement

See http://www.ladas.com/BULLETINS/1994/NAFTAGATT.html

See also 
http://www.customs.ustreas.gov/nafta/docs/us/chap-17.html

http://www.ladas.com/BULLETINS/1994/NAFTAGATT.html
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Overview of Patent 
Application Procedures

 Initial/provisional application

Patentability Search

Fees 

Filing & Maintenance fees

$700-$1,400 (2006) to file

Attorney‘s Fees, Expert fees

Disclosure (e.g., summary of 
invention)

Claims to Invention

Appeals

Litigation/claims (infringement)
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Trade Secrets

Definition of Trade Secrets

Protection

Polices & Law

Damages

 International Issues

 Industrial Espionage
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Definition

 ―In most states, a formula, pattern, physical 
device, idea, process, compilation of information 
or other information that 

1. provides a business with a competitive 
advantage, and 

2. is treated in a way that can reasonably be 
expected to prevent the public or competitors 
from learning about it, absent improper 
acquisition or theft.‖*

 Sometimes referred to as 

 Confidential information or 

 Proprietary secrets

_____

*http://www.nolo.com/definition.cfm/Term/332AC147-64A5-4BBC-9EED4384C4DBFB88/alpha/T/

http://www.nolo.com/definition.cfm/Term/332AC147-64A5-4BBC-9EED4384C4DBFB88/alpha/T/
http://www.nolo.com/definition.cfm/Term/332AC147-64A5-4BBC-9EED4384C4DBFB88/alpha/T/
http://www.nolo.com/definition.cfm/Term/332AC147-64A5-4BBC-9EED4384C4DBFB88/alpha/T/
http://www.nolo.com/definition.cfm/Term/332AC147-64A5-4BBC-9EED4384C4DBFB88/alpha/T/
http://www.nolo.com/definition.cfm/Term/332AC147-64A5-4BBC-9EED4384C4DBFB88/alpha/T/
http://www.nolo.com/definition.cfm/Term/332AC147-64A5-4BBC-9EED4384C4DBFB88/alpha/T/
http://www.nolo.com/definition.cfm/Term/332AC147-64A5-4BBC-9EED4384C4DBFB88/alpha/T/
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Purpose of Trade Secret 
Laws

Protect valuable creative ideas at various 
stages of development

Patents cover completed inventions & 
processes 

Require inventions be 

novel and 

Nonobvious

Trade secrets require only 
information be valuable



28 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Apple vs Bloggers (1)

Nicholas Ciarelli became fond of Apple MAC at age 6

At age 13, founded Think Secret Web site

Focused on Apple products

Popular venue for news, reviews, 
gossip & rumors

Pen-name ―Nick dePlume‖

 In late Dec 2004, Think Secret previewed new 
products before Apple ready to announce them

Mac mini

iPod Shuffle

iLife ‘05 & GarageBand 2

 Lawsuit Jan 2005:  Apple Computer Inc 
v. Nick dePlume

See http://www.wired.com/wired/archive/13.05/apple.html

http://www.wired.com/wired/archive/13.05/apple.html
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Apple vs Bloggers (2)

 Also launched separate lawsuit

v. Think Secret, 
PowerPage.org & AppleInsider

Demanding identity of insiders who leaked info*

 Lawyer Terry Gross of Gross & Belsky took case

Pro bono

Demanded dismissal

Labeled case a SLAPP** 
(Strategic Lawsuit Against 
Public Participation)

Denied that any significant 
trade secrets were revealed 
at all

* See http://www.wired.com/news/mac/0,2125,66821,00.html

**Thanks to journalist Bob Mayo for permission to use the image for a SLAPP from

http://thebusmansholiday.blogspot.com/2008/05/slapp.html

http://www.wired.com/news/mac/0,2125,66821,00.html
http://thebusmansholiday.blogspot.com/2008/05/slapp.html
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Apple vs Bloggers (3)

Mar 2005:  EFF 
(Electronic Frontier 
Foundation) 

Filed amicus curiae (friend of the court)
brief in favor of defendants

Argued online journalists should have 
same rights as traditional journalists

Mar 2005: CA Superior Court judge James 
Kleinberg ruled bloggers had no right to 
protect sources

―…an interested public is not the same as 
the public interest.‖

EFF warned ―"Anyone who reports on 
companies or the trade press should be 
concerned about this ruling."

See http://news.bbc.co.uk/2/hi/technology/4348425.stm

http://news.bbc.co.uk/2/hi/technology/4348425.stm
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Apple vs Bloggers (4)

Apple loses case May 25, 2006

California Court of Appeals, 6th Appellate District

Ruled in favor of defendants

PowerPage publisher Jason O‘Grady

AppleInsider publisher Kasper Jade

Online journalists have same protections under 
California Shield Law as print / radio / TV 
reporters

Stored Communications Act prohibits litigant 
from obtaining private e-mails through ISP

 See Mac Observer report: http://tinyurl.com/ow7brn

http://tinyurl.com/ow7brn
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Trade Secret Policies & Law
 Uniform Trade Secrets Act (UTSA)

Model Law drafted by NCCUSL

National Conference of Commissioners 
on Uniform State Laws

Adopted by 46 states as of 2009

See http://nsi.org/Library/Espionage/usta.htm

 Information

Derives independent economic value
from secrecy

Subject of reasonable efforts 
to maintain secrecy

 Contrast with patent (―patent‖ means ―open‖)

 Unauthorized use of trade secret can lead to civil 
tort for misappropriation

Formula

Pattern

Compilation

Program

Device

Method

Technique

Process

http://nsi.org/Library/Espionage/usta.htm
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Misappropriation Defined
Trade secret holder entitled to remedies when 

misappropriation occurs:

Acquiring trade secret by 
improper means

Disclosing or using trade secret 
reasonably knowing that such 
conduct violates duty to maintain 
confidence

While reasonably knowing of the 
impropriety, using or disclosing 
secret received from another who improperly 
obtained it

While reasonably knowing about fiduciary breach, 
using or disclosing secret that was disclosed by 
another under such a duty to maintain confidence  
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State Laws on Trade Secrets

 State Level: Most states have separate statutes 
criminalizing trade secret theft

 American Law Institute (ALI)

1995: Restatement (Third) of Unfair Competition

 National Conference of Commissioners on Uniform 
State Laws

1979: formulated UTSA

Uniform Trade Secrets Act

Model for state legislatures to 
follow to pass statutes that 
codify policies

By 2009, 46 states & District of 
Columbia had statutes based on UTSA
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Federal Level

Trade Secrets 
Act 
(18 USC §1905)

Economic 
Espionage Act 
(18 USC §1831 
et seq.)



36 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Trade Secrets Act 

18 USC §1905

Covers 

Unauthorized disclosure 

Of secrets relevant to 
government work

Contracts

Investigations

Reports

By government 
employee or agent only

Text on next slide
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Trade Secrets Act (Text)
Whoever, being an officer or employee of the United States or of 
any department or agency thereof, any person acting on behalf of 
the Office of Federal Housing Enterprise Oversight, or agent of the 
Department of Justice as defined in the Antitrust Civil Process Act 
(15 U.S.C. 1311–1314), or being an employee of a private sector 
organization who is or was assigned to an agency under chapter 
37 of title 5, publishes, divulges, discloses, or makes known in any 
manner or to any extent not authorized by law any information 
coming to him in the course of his employment or official duties or 
by reason of any examination or investigation made by, or return, 
report or record made to or filed with, such department or agency 
or officer or employee thereof, which information concerns or 
relates to the trade secrets, processes, operations, style of work, 
or apparatus, or to the identity, confidential statistical data, 
amount or source of any income, profits, losses, or expenditures 
of any person, firm, partnership, corporation, or association; or 
permits any income return or copy thereof or any book containing 
any abstract or particulars thereof to be seen or examined by any 
person except as provided by law; shall be fined under this title, or 
imprisoned not more than one year, or both; and shall be removed 
from office or employment.

http://www4.law.cornell.edu/uscode/html/uscode18/usc_sec_18_00001905----000-.html

http://www4.law.cornell.edu/uscode/html/uscode18/usc_sec_18_00001905----000-.html
http://www4.law.cornell.edu/uscode/html/uscode18/usc_sec_18_00001905----000-.html
http://www4.law.cornell.edu/uscode/html/uscode18/usc_sec_18_00001905----000-.html
http://www4.law.cornell.edu/uscode/html/uscode18/usc_sec_18_00001905----000-.html
http://www4.law.cornell.edu/uscode/html/uscode18/usc_sec_18_00001905----000-.html
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Economic Espionage Act of 
1996 (EEA)

18 USC §1831 et seq.

Criminalizes 
unauthorized 
disclosure of 
government OR 
commercial secrets by 
anyone

 Includes penalties for 
those receiving such 
information

See text on next slide
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EEA Text
§ 1831. Economic espionage

(a) In General.— Whoever, intending or knowing that the offense will benefit 
any foreign government, foreign instrumentality, or foreign agent, 
knowingly—

(1) steals, or without authorization appropriates, takes, carries away, or 
conceals, or by fraud, artifice, or deception obtains a trade secret; 

(2) without authorization copies, duplicates, sketches, draws, 
photographs, downloads, uploads, alters, destroys, photocopies, 
replicates, transmits, delivers, sends, mails, communicates, or 
conveys a trade secret; 

(3) receives, buys, or possesses a trade secret, knowing the same to 
have been stolen or appropriated, obtained, or converted without 
authorization;

(4) attempts to commit any offense described in any of paragraphs (1) 
through (3); or 

(5) conspires with one or more other persons to commit any offense 
described in any of paragraphs (1) through (3), and one or more of 
such persons do any act to effect the object of the conspiracy, shall, 
except as provided in subsection (b), be fined not more than $500,000 
or imprisoned not more than 15 years, or both. 

(b) Organizations.— Any organization that commits any offense described in 
subsection (a) shall be fined not more than $10,000,000.

http://www4.law.cornell.edu/uscode/html/uscode18/usc_sec_18_00001831----000-.html

http://www4.law.cornell.edu/uscode/html/uscode18/usc_sec_18_00001831----000-.html
http://www4.law.cornell.edu/uscode/html/uscode18/usc_sec_18_00001831----000-.html
http://www4.law.cornell.edu/uscode/html/uscode18/usc_sec_18_00001831----000-.html
http://www4.law.cornell.edu/uscode/html/uscode18/usc_sec_18_00001831----000-.html
http://www4.law.cornell.edu/uscode/html/uscode18/usc_sec_18_00001831----000-.html
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EEA Penalties include 

Up to 15 years in jail

MAX($500,000 fine or 2x value)

Forfeiture

 Import-export restrictions



41 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Borland & Symantec 1992

 Eugene Wang

Former CEO of Borland Int‘l

Resigned 2 months after 
management shuffle

Became VP of Symantec

 Borland officials searched his e-mail

Found files sent via MCI Mail

10 msgs sent to Symantec CEO

Contained confidential info

 Borland filed civil & criminal charges

Scotts Valley Police Department

Provisions of CA penal code applied

http://catless.ncl.ac.uk/Risks/13.87.html#subj2

http://catless.ncl.ac.uk/Risks/13.87.html
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UTSA Remedies for 
Misappropriation

 Damages ($)

Amount needed to compensate the trade secret 
holder for losses

Amount of unjust enrichment 
earned by unlawful use or 
disclosure

 Injunctions

Preventing use

 Including ―threatened 
misappropriation‖

To obtain preliminary injunction, must prove:

 Irreparable harm

Strong likelihood of success of winning if case 
goes to trial
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Microsoft and Google (2000)

Microsoft hired Kai-Fu Lee 

VP for R&D

Lee agreed if he left Microsoft he wouldn‘t 
work for 1 year in competitive capacity

Quit and worked for Google

TRO (temporary restraining order) issued

Dispute eventually settled

UTSA – Civil provisions

Doesn‘t authorize government to bring 
criminal actions

Some states have separate criminal 
statutes for trade secret theft
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First Amendment Issues

Opponents of corporate actions 
have revealed trade secrets to 
press

Concerned or disgruntled 
employees

Journalists or activists using 
social engineering (e.g., Ciarelli)

 Can corporations impose prior restraint to 
prevent publication?

Generally, no:  1st Amendment protects such 
publication absent compelling reasons to 
interfere

May still prosecute for industrial espionage 
after the fact
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DeCSS Trade Secret Dispute

1999: 15 year old Norwegian 
Jon Johannsen

Studied DVD Software Player 

Determined how CSS anti-copy 
system worked 

Ascertained encryption keys to 
descramble CSS protection

Posted DeCSS software on Internet

5 years of litigation involving DMCA; issues:

Reverse engineering, 

Injunctive relief 

Misappropriation

DMCA image from http://thehelplessdancer.wordpress.com/

used with kind permission of blogger.

http://thehelplessdancer.wordpress.com/


46 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Reverse Engineering

 Defined in Computer Desktop Encyclopedia:

To isolate the components of a completed 
system.  When a chip is reverse engineered, all 
the individual circuits that make up the 
chip are identified.  Source code can 
be reverse engineered into design 
models or specifications.  
Machine language can be 
reversed into assembly language 
(see disassembler).

 Applicability to discussion of trade 
secrets

 Ethical considerations

State trade secret law (misappropriation 
prohibitions) v. acquisition of info through 
reverse engineering
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International Trade Secret 
Protection: TRIPS
Agreement on Trade-Related Aspects of 

Intellectual Property Rights*

Members of the World Trade 
Organization (WTO) must 
protect ―undisclosed 
information‖

Does not use trade secret term

WTO members required to 
enforce their own trade-secret laws with 
remedies

* http://www.wto.org/english/tratop_E/TRIPS_e/trips_e.htm

http://www.wto.org/english/tratop_E/TRIPS_e/trips_e.htm


48 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

International Trade Secret 
Protection: Issues
Enforcing contractual 

obligations / 
confidentiality 
agreements

Determining 
damages

Durational periods –
variation in time 
limits for maintaining 
secrecy of info

Need to exercise 
caution with trade 
secrets overseas
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Industrial Espionage 
Examples

Many cases available in IYIR database

See http://www.mekabay.com//iyir/index.htm

Due to time limitations, will look only at 2 
outstanding cases:

Echelon

Israeli Trojan Horse Keylogger

http://www.mekabay.com/iyir/index.htm
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Echelon

Global network of computers run by UKUSA (see 
next slide)

Search through millions of intercepted messages 

Keywords 

Fax, telex & e-mail addresses

Every word of every message searched

Processors = ECHELON Dictionaries

 See http://www.fas.org/irp/program/process/echelon.htm

http://www.fas.org/irp/program/process/echelon.htm
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Echelon Sponsors

Organized by UKUSA system

USA‘s NSA (National Security Agency)

UK‘s GCHQ (Govt Communications HQ)

Australia‘s DSD (Defense Signals Directorate)

New Zealand‘s GCSB (Govt Communications 
Security Bureau)

Canada‘s CSE (Communications Security 
Establishment)
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EU Parliament attacks 
Echelon (2001.09)

Formed temporary 
committee to investigate 
spy network

Suspicions that Echelon 
used to intercept 
conversations of 
European businesses

 Information might be given to competitors 
from Echelon operators

US, Canada, Australia, New Zealand

Report recommended more use of encryption 
to defeat Echelon

 See http://www.fas.org/irp/program/process/rapport_echelon_en.pdf

http://www.fas.org/irp/program/process/rapport_echelon_en.pdf
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Israeli Trojan Horse Keylogger

 2005.05 Suspicions raised by keylogger software on 
PCs

Author found his manuscript 
on ‗Net

Someone tried to steal money 
from his bank

Created by Michael Haephrati
– ex-son-in-law

Many companies found 
infected by same program 
– sent data to server in London

 2006.03 Perpetrators sent to jail

Michael Haephrati:  4 years

Ruth Brier-Haephrati: 2 years
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BREAK
9’12”
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Copyright

Copyright  purpose & history

Legal formalities

Felony Violations

Misdemeanor Violations

1st Amendment Issues

Defenses to Infringement
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Purpose
Stimulate creativity

Protect creative 
investments of authors 
& artists

Mechanisms:

Protect intellectual 
property

Prevent loss of 
control or possession

Gainful return on 
investment
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History (1)

Copyright Act of 1790 -- based on Statute of 
Anne (1710) in England

Thanks to Prof Robert Guess of Tidewater Community College!

http://tinyurl.com/kb295

http://tinyurl.com/kb295
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History (2)

 Early 1900s:  Federal copyright laws improved

Despite technological advances, 
fundamental objective remains constant

Multiple amendments of 
federal copyright statute to 
accommodate advances

 1995:  Digital Performance 
Right in Sound Recordings 
Act (DPRA) 

Passed before pervasiveness of 
Webcasting

 1998:  Digital Millennium 
Copyright Act (DMCA)

 among other requirements, created new 
statutory license fee requirement for webcasting 
services

Prof Robert Guess also contributed this link:  Copyright Office maintains 

a useful timeline of United States Copyright Laws:

http://www.copyright.gov/circs/circ1a.html

Question:  

Can the law 

evolve fast 

enough to 

accommodate 

technological 

change?

http://www.copyright.gov/circs/circ1a.html
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What is Protected by 
Copyright?

Reproduction

Preparation of 
derivative works

Distribution

Performance

Display in public
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Formalities
Original work is automatically copyrighted in the name 

of the author / creator

Theoretically not necessary to indicate ―Copyright 
© 2009 name-of-author.  All rights reserved.‖

But highly advisable to do so to strengthen legal 
position in case of claimed doubt.

Written assertion of copyright eliminates defense of 
innocent infringement of copyright

May register US works with 
US Copyright Office

Offers increased protection

$500-$20,000 statutory damages

Register within 3 months of 
publication



61 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Works Made for Hire
Full-time employees generally forfeit claim to 

work created expressly for purpose of their job

Copyright belongs to the 
employer

Employers' rights do not apply 
to creative work outside
employment

Not created with 
employer facilities, tools

Not interfering with regular 
work

Created outside normal 
working hours

Problems can occur when creative outside work 
is directly related to job function
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Contractual Sale
 Copyright ownership may be traded 

or sold

 Employers often include clause 
claiming copyright over all creations 
by employee

Sometimes specify work created 
for any purpose and at any time

E.g., children's story book

No obligation to agree to such 
clause

But no obligation to hire 
employee without such 
agreement

 Publishers almost always try to get 
all rights

Recent case distinguishes 
between paper publication and 
electronic publication
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Writers Win a Court Battle 
for Control  1999-09
 Publishers wanted to 

use published (PAPER)
submissions for 
CD-ROMs or Web pages
without paying 
additional royalties

 New York state court 
ruled in favor of 
National Writers Union

 Against New York Times 

& other major publishers

 Affirmed 

Right of writers to control publication 

 If their materials used in new media 

Without explicit terms in contract
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Infringement

Any use without express 
permission of copyright 
holder

Printing

Posting on Web

Using in derivative work

Direct infringement

Monetary profit is not an issue

Distributing someone else's work for free is 
not a mitigating factor

Contributory infringement:  ISPs?

Requires substantial or pervasive involvement
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Facts?

 Factual information cannot be 
copyrighted in itself; e.g.,

2+2 = 4

Distance between Seattle 
and Redmond

 The representation of factual 
information can be copyrighted; 
e.g.,

A times-table designed for 
children with pictures of 
friendly animals romping 
around edge of the table

A map of Washington with 
particular fonts, colors, and 
symbols
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Associated Press Fight 
Against Re-Use of Facts

 1918: International News Service

Bribed people at newspapers using AP news to 
send copies before publication

Rewrote stories and sold competing versions

SCOTUS ruled that ―hot news‖ doctrine limited right 
of parties to rewrite stories without research or 
verification

See http://tinyurl.com/cgxkc3

 2009-02-17: US 2nd Circuit
of New York

Allowed AP to sue
competitors under
Hot News Doctrine

See http://tinyurl.com/dkyaqm

http://tinyurl.com/cgxkc3
http://tinyurl.com/dkyaqm
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Hot News Doctrine

Hot news may be protected under 
law if

Plaintiff expends resources to 
gather facts

Data are time-sensitive

Defendant‘s use is free-riding

Defendant competes directly with plaintiff

 Free-riding reduces value of original work and 
could lead to reduced incentives for original 
news-gathering

REFERENCES

AP vs. All Headline News Corp. [08 Civ. 323 (PKC)]. Judge P. Kevin Castle. 
http://thepriorart.typepad.com/files/order.pdf

Mullin, J. (2009). The AP’s “hot news” lawsuit lives on; are scoops “quasi-
property?” The Prior Art (Feb 20, 2009).  http://tinyurl.com/dkyaqm

http://thepriorart.typepad.com/files/order.pdf
http://tinyurl.com/dkyaqm
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Burden of Proof for Felony
1. Copyright existed

2. Defendant infringed the 
copyright by reproduction or 
distribution of the work

3. Defendant acted willfully 
(intent – mens rea)

4. Defendant reproduced or 
distributed 
 ≥10 copies of 
 ≥1 copyrighted works with 
 a total value of ≥$2,500 
 within a 180-day period

 Punishment:  ≤5 years and/or fine; 

 If no reproduction or distribution, fine & 
imprisonment ≤1 year; 

 Harsher penalties for subsequent offenses
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Burden of Proof For 
Misdemeanor

1. Copyright existed

2. Defendant infringed copyright by reproduction 
and/or distribution

3. Defendant acted willfully

4. Defendant either reproduced or 
distributed the copyrighted 
material for the purposes of 
commercial advantage or private financial gain or 
distributed or copied ≥ 1 copyrighted works with 
a total retail value of more than $1,000 within a 
180-day period

 Showing of commercial advantage or private 
financial gain = penalty enhancer
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1st Amendment?

Does the 1st Amendment 
protect unauthorized copying 
of copyrighted works?

Some defendants have 
claimed 1st Amendment 
protections when publishing work of public 
officials

But SCOTUS* ruled that even a public 
official's own copyrighted materials cannot be 
infringed

No ban on publishing the substance of such 
documents; only on publishing exact form

___________
*SCOTUS:  Supreme Court of the United States
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Defenses to Copyright 
Infringement:  First Sale
Allows someone who buys a copyrighted work to 

freely distribute copy bought

But only copy actually bought, 

NOT copies of the item bought

 Typically doesn‘t apply when someone is charged 
with software piracy

Warning: upgrades to software

Upgrades typically purchased 
with reduced cost when earlier 
version available

Earlier version cannot legally be 
sold or given away if upgrade is in use

E.g., if Windows Vista bought as upgrade from 
Windows XP, must keep Windows XP disk to 
justify use of Vista upgrade
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Defenses to Copyright 
Infringement: Lack of Intent

 Did not act willfully

―No Electronic Theft Act‖ – amended 
17 USC 506(a) states that ―evidence 
of reproduction or distribution of a 
copyright work, by itself, shall not be 
sufficient to show willful intent‖

Courts disagree whether willful refers 
to intent to copy the material or 
intention to infringe the owner‘s 
copyright

Most interpret willfulness as 
specific intent to violate copyright 
laws

 Other defenses:  

Statute of limitations (government has 5 years to bring 
charges)

Fair use (see following slides)
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Fair Use

Fair Use Exception

Fair Use Doctrine

Fair Use Guidelines

Fair Use in Teaching

Fair Use in the News

"Copyright © 2009 Bion Smalley. All rights reserved. 

Used with kind permission of the artist.

What is fair use?
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Fair Use Exception

 Copyright Act (17 USC §107-122) lists a number of 
exceptions to set of protected rights, including fair use

 ; e.g., first sale doctrine

E.g., §109: ―…the owner of a particular copy or 
phonorecord lawfully made under this title, or any 
person authorized by such owner, is entitled, without 
the authority of the copyright owner, to sell or otherwise 
dispose of the possession of that copy or 
phonorecord.‖ 

 ―The notion of fair use acknowledges that copyrights 
provide substantially broad rights, and that there may be 
occasions when strict application of those privileges 
interferes with the public interest.‖*

______

* Burgunder, L. (2008). Legal Aspects of Managing Technology, Fourth Edition. 
Thomson West Legal Studies in Business (ISBN 0-324-39973-1). xv + 683. Index. p 278
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Fair Use Doctrine:
17 USC 107
Equitable defense to copyright infringement

Excepts otherwise infringing use of a work for 
certain purposes

Criticism

Comment

News reporting

Teaching (including copies 
for classroom use – with 
some limitations)

Scholarship

Research

Fair Use issues are usually litigated as civil
infringement cases
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Fair Use in Law (cont’d)
 Codified in part in 17 USC §107-118 

(Copyright Act)

 Fuzzy doctrine: no specific # words, lines

 See http://www.copyright.gov/fls/fl102.html

 Key issues (quoting from above ref):

1. the purpose and character of the use, including 
whether such use is of commercial nature or is for 
nonprofit educational purposes;

2. the nature of the copyrighted work;

3. amount and substantiality of the 
portion used in relation to the 
copyrighted work as a whole; and 

4. the effect of the use upon the 
potential market for or value of the copyrighted work.

http://www.copyright.gov/fls/fl102.html
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Fair Use Guidelines (1)

Guidelines for determining if your use of 
copyrighted materials qualifies as fair use*:

1. Is your use noncommercial?

2. Is your use for purposes of criticism, 
comment, parody, news reporting, teaching, 
scholarship, or research?

3. Is the original work mostly fact (as opposed to 
mostly fiction or opinion)?

4. Has the original work been published (as opposed to 
sent out only to one or a few people)?

5. Are you copying only a small part of the original 
work?

____________

* Larry Lessig, David Post and Eugene Volokh in Cyberspace Law for Non-Lawyers 

(1996): http://www.eff.org/legal/CyberLaw_Course/

http://www.eff.org/legal/CyberLaw_Course/


78 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Fair Use Guidelines (2)

6. Are you copying only a relatively insignificant part of 
the original work (as opposed to the most important 
part)?

7. Are you adding a lot new to the work (as 
opposed to just quoting parts of the 
original)?

8. Does your conduct leave unaffected any 
profits that the copyright owner can make 
(as opposed to displacing some potential 
sales OR potential licenses of reprint rights)?

 The more YES answers there are to the above 
questions, the more likely it is that your use is legal.

 The more NO answers there are, the more likely it is 
that your use is illegal.

So is this use of the Fair Use text a fair use?
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Fair Use Guidelines (3)
Fair Use Visualizer online:

http://www.benedict.com/Info/FairUse/Visualizer/Visualizer.aspx

http://www.benedict.com/Info/FairUse/Visualizer/Visualizer.aspx


80 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Teachers Try to Extend Fair 
Use  1999-02

 Hearing at US Copyright Office

 Educators lobbied for right to use 
copyrighted works

In distance-education programs

Offered via Internet

Without having to obtain explicit 
permission

From copyright owners

 Position vigorously opposed

Publishers

Speakers for entertainment 
industry
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Teachers Get Support for 
Fair Use  1999-05

US Copyright Office

Supported requests from 
public schools, universities

Should be granted exemptions 
under Fair Use Doctrine

Educational, non-commercial use of 
copyright materials such as

Children‘ alphabet with pictures of 
friendly animals romping around 
edge of the table

A map of Vermont with particular 
fonts, colors, and symbols
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Fair Use Cases

Stanford University Libraries has an excellent  
collection of specific legal cases, their rulings, 
and the key issues leading to the decisions at

http://fairuse.stanford.edu/Copyright_and_Fair_Use_Overview/chapter9/9-c.html

Categories

1. Cases involving text

2. Artwork and audiovisual cases

3. Internet and software

4. Music

5. Parodies

http://fairuse.stanford.edu/Copyright_and_Fair_Use_Overview/chapter9/9-c.html
http://fairuse.stanford.edu/Copyright_and_Fair_Use_Overview/chapter9/9-c.html
http://fairuse.stanford.edu/Copyright_and_Fair_Use_Overview/chapter9/9-c.html
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Showing Movies for 
Educational Purposes

Can a school show a movie without obtaining 
permission from the copyright owner?*

 If the movie is for entertainment purposes, you need to get a 
clearance or license for its performance. 

 It is not necessary to obtain permission if you show the 
movie in the course of ―face-to-face teaching activities‖ in a 
nonprofit educational institution, in a classroom or similar 
place devoted to instruction, if the copy of the movie being 
performed is a lawful copy. 17 U.S.C. § 110(1). This 
exemption encompasses instructional activities relating to a 
wide variety of subjects, but it does not include 
performances for recreation or entertainment purposes, 
even if there is cultural value or intellectual appeal.

_____

*United States Copyright Office Web Site:

http://www.copyright.gov/help/faq/faq-fairuse.html

http://www.copyright.gov/help/faq/faq-fairuse.html
http://www.copyright.gov/help/faq/faq-fairuse.html
http://www.copyright.gov/help/faq/faq-fairuse.html
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Showing TV Episodes for 
Educational Purposes (1)

 "Educational purposes" means:

Non-commercial instruction or 
curriculum based teaching by 
educators to students at nonprofit educational 
institutions 

Planned non-commercial study or investigation 
directed toward making a contribution to a field 
of knowledge, or 

Presentation of research findings at non-
commercial peer conferences, workshops or 
seminars.

______
REFERENCE:

http://fairuse.stanford.edu/Copyright_and_Fair_Use_Overview/chapter7/7-b.html#4

http://fairuse.stanford.edu/Copyright_and_Fair_Use_Overview/chapter7/7-b.html
http://fairuse.stanford.edu/Copyright_and_Fair_Use_Overview/chapter7/7-b.html
http://fairuse.stanford.edu/Copyright_and_Fair_Use_Overview/chapter7/7-b.html
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Showing TV Episodes for 
Educational Purposes (2)
 Nonprofit educational institutions

 Can record TV programs 

 Can keep the tape for 45 days

 Must use for instructional purposes within 1st 10 days after 
recording

May be played only once 

By each individual teacher 

 In related teaching activities in classrooms and similar 
places devoted to instruction (including formalized home 
instruction)

 Remaining time only for evaluation

 If teacher wants to retain in curriculum for later classes

Must obtain permission from copyright owner. 

______

REF: http://fairuse.stanford.edu/Copyright_and_Fair_Use_Overview/chapter7/7-b.html#4

http://fairuse.stanford.edu/Copyright_and_Fair_Use_Overview/chapter7/7-b.html
http://fairuse.stanford.edu/Copyright_and_Fair_Use_Overview/chapter7/7-b.html
http://fairuse.stanford.edu/Copyright_and_Fair_Use_Overview/chapter7/7-b.html
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Playing Music Free in 
Schools (1)
 Teaching-related exemptions from National 

Association for Music Education

 Face-to-face teaching activities

Non-profit educational institutions

Playing recordings in class

Classroom or other location devoted to learning

 DOES NOT APPLY TO

Live performances 

Recreation or entertainment

Profit-making institutions (e.g., dance studios)

Performances in auditorium or stadium

Any performance where audience not only from 
specific class

http://www.menc.org/v/general_music/copyright-performance-exemptions

http://www.menc.org/v/general_music/copyright-performance-exemptions
http://www.menc.org/v/general_music/copyright-performance-exemptions
http://www.menc.org/v/general_music/copyright-performance-exemptions
http://www.menc.org/v/general_music/copyright-performance-exemptions
http://www.menc.org/v/general_music/copyright-performance-exemptions
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Playing Music Free in 
Schools (2)

Distance education comparable to live class

By, at or under direction of instructor

Integral part of class in normal session

Non-profit institution

Essential to teaching content

Restricted solely to students in specific 
class

Performances in religious institutions

Religious works

During services



88 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Playing Music Free in 
Schools (3)
At school concert

Non-dramatic literary / 
musical works

No commercial advantage

No fee / compensation to 

Performers

Promoters

Organizers

But copyright owner may still prohibit such 
performance by notice 7 days or more

 If admission charged, must be used only for 
education or charity

Student concerts at mall do not qualify
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Playing Music Free in 
Schools (4)
Non-exempt performances (direct quote):

Concerts by paid performers, such as rock, 
jazz, or country bands

School dances with live bands 
or deejays

Orchestras in residence

Concerts by touring 
performing groups

School assemblies featuring 
outside, paid performers

Background music in school buildings

Source reminder:
 http://www.menc.org/v/general_music/copyright-performance-exemptions

http://www.menc.org/v/general_music/copyright-performance-exemptions
http://www.menc.org/v/general_music/copyright-performance-exemptions
http://www.menc.org/v/general_music/copyright-performance-exemptions
http://www.menc.org/v/general_music/copyright-performance-exemptions
http://www.menc.org/v/general_music/copyright-performance-exemptions


90 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Programs & Digital Media

Copyright & 
Computer Programs

Digital Imaging

End-User License 
Agreements (EULAs)
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Copyright & Computer 
Programs

Overview

Historical Snapshot

Proving Infringement

Expressions

Levels of Abstraction

Whelan v. Jaslow 1986

Lotus Development Corp v. Paperback 
Software Int‘l 1990

Computer Associates Intl v. Altai 1992

Lotus Development Corp. v. Borland Int‘l 1995

 International Protection of Computer 
Programs
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Copyright & Computer 
Programs:  Overview

Extent of copyright protection for computer 
programs complicated and controversial

Computer programs:

Many ―have all the earmarks of a creative 
literary-style document.‖ (Burgunder)

Integral part of an operational machine

Programmers want widest protections

Code covered, conceptual aspects, 
file structures, organization, user 
interface

Companies want limitations

Only literal code

Want to avoid market monopoly
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Historical Snapshot (1)

Mid-1960s:  uncertainty about copyright protection 
of computer programs

1976:  Major revision of Copyright Act

Congress recognized it couldn‘t address issues 
posed by computers to copyright policy

Created National Commission on New 
Technological Uses of Copyrighted Works
(CONTU)

Charged with making recommendations about 
changes to encompass new technology

http://digital-law-online.info/CONTU/contu1.html

http://digital-law-online.info/CONTU/contu1.html
http://digital-law-online.info/CONTU/contu1.html
http://digital-law-online.info/CONTU/contu1.html
http://digital-law-online.info/CONTU/contu1.html
http://digital-law-online.info/CONTU/contu1.html
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Historical Snapshot (2)

1978:  CONTU* released report

Recommended copyright protection 
for computer programs

Protection should only extend to 
expression of computer programs

Report ambiguous in defining 
what aspects constitute 
expression

1980:  Update of Copyright Act

Computer programs protected

Ambiguities remained

Courts left with determining protection 
parameters

___________
*CONTU = National Commission on New Technological Uses of Copyrighted 
Works
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Proving Infringement
Requires showing: 

Substantial similarity of the 
works and of the protectable* 
expression

Guiding Copyright Principles

Should provide incentives to 
develop and distribute works

Exclusivity

Should provide sufficient 
protection

______

* As spelled in US Code; sometimes spelled 
protectible elsewhere.

© 
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Expressions

Copyright disputes boil down to basic issue:  
distinguishing protectable expression from 
unprotectable ideas

Cannot protect content that is indispensable 
to convey an idea (Burgunder p. 314)

Otherwise 1st to discuss idea would lock 
down all further use of the idea

Example of court case involving expression 
in computer world: Apple v. Microsoft and HP 
(1989): 

Core issue:  scope of protectable 
expression (graphical use interface or GUI)
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Levels of Abstraction

Multiple expressions test

Underlying principles 
of copyright guide

Alternative expressions

Distinction between ideas
and expressions

Court decisions somewhat 
ad hoc, but attempt to reflect 
guiding copyright principles

Line may seem elusive

See extended discussion in 
Burgunder pp 309-317

Wassily Kandinsky

(Russian, 1866-1944)

Abstraction, 1922, Lithograph

Picture from Wesleyan Univ.

Davison Art Center Web site

http://tinyurl.com/44hrfm

http://tinyurl.com/44hrfm
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Whelan v. Jaslow 1986 (1)
First significant decision to address copyright protection for 

computer programs

 Jaslow Lab hired Strohl Systems Group Inc to 
create a bookkeeping program

 Ms Whelan (Strohl employee) developed Dentalab program 
in EDL

 Whelan left employ of Strohl on friendly terms

 Strohl assigned entire interest in Dentalab to Whelan

 Whelan & Jaslow agreed Jaslow would market Dentalab for 
35% commission

 Jaslow developed Dentcom program in BASIC

 Jaslow cancelled agreement w/ Whelan and independently 
marketed both programs

 Whelan charged Jaslow with copyright infringement

 Jaslow claimed ownership of Dentalab & denied copying 
code for Dentcom
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Whelan v. Jaslow 1986 (2)

Court ruled Whelan owned the copyright

 Found unlawful reproduction based on access and 
similarities

Jaslow had access to original code

Dentcom was virtually identical to Dentalab

File structures

Subroutine functions

 Jaslow appealed to Appeals Court but decision in 
favor of Whelan was affirmed

Courts decided copyright issues by analogy to 
literary works: expression v. idea

Detailed structure of the program was part of 
the expression, not the idea of that program 

Therefore subject to copyright restrictions

http://cases.justia.com/us-court-of-appeals/F2/797/1222/104748/

http://cases.justia.com/us-court-of-appeals/F2/797/1222/104748/
http://cases.justia.com/us-court-of-appeals/F2/797/1222/104748/
http://cases.justia.com/us-court-of-appeals/F2/797/1222/104748/
http://cases.justia.com/us-court-of-appeals/F2/797/1222/104748/
http://cases.justia.com/us-court-of-appeals/F2/797/1222/104748/
http://cases.justia.com/us-court-of-appeals/F2/797/1222/104748/
http://cases.justia.com/us-court-of-appeals/F2/797/1222/104748/
http://cases.justia.com/us-court-of-appeals/F2/797/1222/104748/
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Lotus Development Corp v. 
Paperback Software Int’l 1990

 Two competing application programs 
(spreadsheets and other functions): Lotus 
1-2-3 and VP-Planner

 Lotus sued Paperback Software, alleging 
unlawful copying of the 1-2-3 user interface

 District Court

Computer programs are not entitled to 
an unlimited scope of copyright 
protection

BUT more similarities than differences

 Paperback claimed that need for 
compatibility and industry standardization 
trumps expansive copyright protection

Court was not persuaded

Found infringement and ruled for 
plaintiff (Lotus)
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Computer Associates Intl v. 
Altai 1992
1. CA created job-scheduling program and developed an 

operating system (OS) language

2. Altai hired a programmer who had worked on the CA project: 
developed component-compatibility program for Altai

3. Altai began marketing its own scheduling program

4. CA learned that Altai may have appropriated parts of its OS-
compatibility program and sued Altai for IP infringement

5. Altai then REWROTE the software

6. District Court found Altai infringed in its first version of its 
new program (created with help of former CA programmer), 
but not in the re-write

7. CA appealed

8. Appeals Court affirmed decision in favor of defendant (Altai)

9. Result:  case reduces the degree of copyright protection for 
computer programs 



102 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Lotus Development Corp. v. 
Borland Int’l 1995
 Lotus 1-2-3 a pioneering PC spreadsheet program (like 

Microsoft Excel which came later)

Contained hundreds of commands, menus and 
submenus

 Borland spent three years developing its Quattro program

Determined that compatibility with 1-2-3 was important

Did not copy any of Lotus’s code

 District Court

Determined infringement by Borland of copyrightable 
expression (interface and key reader)

Borland appealed, claiming that the Lotus menu 
command hierarchy is not copyrightable 
under Section 102(b)

 Appeals Court

Reversed district court decision

Found command hierarchy uncopyrightable
and no infringement

 Importance of standardization and 
compatibility noted
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International Protection of 
Computer Programs
Developed countries in agreement

Want copyright laws to cover 
exact code

Controversy

Disagreement in US concerning 
extent to which copyright should 
protect computer programs

Duplicating software significant revenue 
source for some countries (e.g., China)

Reluctant to pass or enforce copyright 
protection laws

90% software piracy rates in some areas 
(e.g., Latin America, Asia)
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International Protection (2)

1991:  EU Directive

Harmonized copyright policies 
concerning computer programs
among EU nations

Copyright protection extends to expression of 
a program (but not to underlying principles or 
ideas)

Owner or licensee can

Make back-up copy

Use program for intended purpose

Correct errors

May reverse analyze (aka reverse engineer) 
if necessary to achieve interoperability
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International Protection (3)

1994:  TRIPS (Agreement on Trade-Related Aspects 
of Intellectual Property Rights)

WTO member obligation to 
protect computer programs

 Specifies copyright protects 
expressions, but not ideas, 
procedures or methods of 
operations

 Authors have right to prohibit
rentals of their work (common problem in 1980s)

 Developed countries had until 2006 for 
compliance

 Less-developed countries have until 2016 for 
some aspects of the treaty

http://www.wto.org/english/tratop_e/trips_e/trips_e.htm

http://www.wto.org/english/tratop_e/trips_e/trips_e.htm
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Digital Imaging

Digital Imaging Overview

Digital Imaging Issues

Legal Issues

Moral Rights

Ethical Issues

Propaganda

Personal Issues

Hoffman v. Capital Cities

http://www.theufos.com/images/Extraterrestrial_Being.jpg

Permission kindly granted by copyright owners for inclusion.

http://www.theufos.com/images/Extraterrestrial_Being.jpg
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Digital Imaging Overview

 Creation

 Alteration 

(e.g., editing,  re-editing)

 Processing

 Compression

 Storage

 Printing

 Display

Image of book cover used with kind permission of publisher.

See http://www.amazon.com/reader/0240515900

http://www.amazon.com/reader/0240515900
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Digital Imaging Issues

Legal

Copyright

Fair Use

Evidentiary

Criminal

Moral Rights

Proper Attribution

Protect integrity of 
the work

Ethical

Personal

Which Came First - The Digital Camera 

or the Digital Camera Image? 

Original Digital Art by Noel Carboni

See http://ncarboni.home.att.net/DigiLinks.html

Permission kindly granted by author 

for inclusion here.

http://ncarboni.home.att.net/DigiLinks.html
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Legal Issues
Copyright

Originality

Digital sampling: using 

Photographer:  composer

Other Intellectual Property issues

E.g., Trademark reproduction, alteration

Evidentiary (to be discussed in upcoming lectures)

Chain of Custody

Authentication:  pictures can lie

Criminal

Exploitation of Children – virtual child 
pornography
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Moral Rights (1)

Rights of creators of copyrighted works 

First recognized in France and 
Germany

Included in Berne Convention for the 
Protection of Literary and Artistic 
Works in 1886, (revised 1928 & 1986)

US signed convention in 1988

Still does not completely recognize 
moral rights as part of copyright law

Treats moral rights under defamation or 
unfair competition
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Moral Rights (2)

 Include 

Attribution

Anonymous or pseudonymous
publication

 Integrity

No distortion or mutilation

Must not detract from artist's relationship with work 

Even after it leaves the artist's possession or 
ownership 

 Distinct from economic rights 

Apply even if artist has assigned rights to work

US Visual Artists Rights Act of 1990 (VARA) recognizes 
moral rights, but only applies to works of visual art.
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Moral Rights (3)

US adoption of 
Berne Convention

Moral rights addressed

1991 Amendment Copyright Act

Explicitly protects moral rights of author

―…a still photographic image produced for 
exhibition purposes only, existing in a 
single copy that is signed by the author, or 
in a limited edition of 200 copies or fewer 
that are signed and consecutively 
numbered.‖
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Ethical Issues

 Image manipulation:

1994:  New York 
Newsday cover 
photograph 
depicting Tonya 
Harding & Nancy 
Kerrigan skating 
next to each other 
when they hadn’t 
done so

DIGITAL FAKERY



114 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Propaganda

Swift Boat Veterans 
for Truth circulated 
picture of John Kerry 
at a rally with Jane 
Fonda in 1970s

Part of vicious smear 
campaign against 
Kerry

Photo was a fake

+

http://hnn.us/roundup/entries/3592.html

http://hnn.us/roundup/entries/3592.html
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Personal Issues
Privacy Rights

Publicity Rights

Morphed pictures

Morphing software

Examples: Politician 
faces in experiments 
by social scientists

But can morph with 
unpopular figures for 
subliminal effects

http://www.washingtonpost.com/wp-dyn/content/article/2006/02/27/AR2006022701253.html

http://www.washingtonpost.com/wp-dyn/content/article/2006/02/27/AR2006022701253.html
http://www.washingtonpost.com/wp-dyn/content/article/2006/02/27/AR2006022701253.html
http://www.washingtonpost.com/wp-dyn/content/article/2006/02/27/AR2006022701253.html
http://www.washingtonpost.com/wp-dyn/content/article/2006/02/27/AR2006022701253.html
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Hoffman v. Capital Cities (1)

 1982: Dustin Hoffman cross-dresses in film Tootsie

 1997: Los Angeles Magazine 
publishes picture of Dustin 
Hoffman‘s head merged onto 
body of female model

Model wearing designer 
dress and shoes

Photo caption: ―[DH] isn’t a 
drag in a butter-colored silk 
gown by Richard Tyler and 
Ralph Lauren Heels‖

 Hoffman‘s lawyers argued it was 
a covert ad: named designers who 
advertised elsewhere in magazine & implied endorsement 
by DH

http://www.unc.edu/~unclng/hoffman.htm

http://www.fake-detective.com/faqs/legal-1.htm#Dustin

http://www.unc.edu/~unclng/hoffman.htm
http://www.fake-detective.com/faqs/legal-1.htm
http://www.fake-detective.com/faqs/legal-1.htm
http://www.fake-detective.com/faqs/legal-1.htm
http://www.fake-detective.com/faqs/legal-1.htm
http://www.fake-detective.com/faqs/legal-1.htm
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Hoffman v. Capital Cities (2)

 Federal Trial Court (1999)

Ruled that image manipulation 
was violation of ―right of publicity‖
granted to stars and other public 
figures

Exploited and robbed celebrities 
of dignity, professionalism and 
talent

Awarded DH $3M in compensatory 
and punitive damages

 Appeals Court (2001)

Reversed decision

Held 1st Amendment rights trump publicity rights

Public figure

Magazine using likeness for social commentary

Magazine disclosed use of ―digital magic‖
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More Digital Fakery

See The Hoax Photo Database

http://www.museumofhoaxes.com/hoax/photo_database/

Countless examples of digitally-modified 
photos

Iranian press photo of 

4 missiles launched July 9, 2008

Original photo showing only  

3 missiles successfully launched

http://www.museumofhoaxes.com/hoax/photo_database/
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End-User License 
Agreements (EULAs)

Fundamental Principles of Contract Law

Uniform Commercial Code (UCC)

Statute of Frauds under Common Law

Uniform Computer Information Transactions 
Act (UCITA)

Digital Signatures
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Fundamental Principles of 
Contract Law

Elements of a 
Contract*

 Invalidating 
Agreements

Remedies for Breach 
of Contract

___________

*Legally enforceable agreement

http://www.law.cornell.edu/wex/index.php/Contracts

http://www.law.cornell.edu/wex/index.php/Contracts


121 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Elements of a Contract

Offer & acceptance

Communicated to both (or more) parties

Serious intent to establish 
binding agreement

Capacity

Right or authorization to engage 
in agreement

Mental status, age may affect 
capacity

 Legality

Undertakings for illegal acts are unenforceable 
under law

Attorneys must be licensed in jurisdiction

Consideration

Some legally recognized value exchanged
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Invalidating Agreements
Contract may be voided 

due to

 Undue influence – e.g., 
close relationship

 Duress – threats, 
intimidation

 Fraud –
misrepresentation

 In execution:  
signature under false 
pretenses

 In inducement:  lies

 Mutual mistake of fact

Good-faith agreement

Both parties lacking 
essential information

http://www.justice.govt.nz/wht/images/boc-flow1.gif

http://www.justice.govt.nz/wht/images/boc-flow1.gif
http://www.justice.govt.nz/wht/images/boc-flow1.gif
http://www.justice.govt.nz/wht/images/boc-flow1.gif
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Remedies for Breach of 
Contract
Common-law

Return to equivalent status for victim

Compensatory damages

Consequential damages

Incidental damages

Punitive damages upon intentional tort

Equitable remedies

Specific performance (e.g., unique 
asset)

Injunction barring specific harm

Reformation – modifying contract 
(rare)
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Uniform Commercial Code

UCC framework (1952)

National Conference of Commissioners on 
Uniform State Laws (NCCUSL) 

American Law Institute (ALI)

Article 2:  Law of sales

Applies to sale of goods (not services)

Merchant/non-merchant distinction

Lack of essential terms

Good faith & fair dealing

Warranties
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Merchant/Non-merchant 
Distinction

Under common law, acceptance had 
to be in terms identical to original 
offer

Article 2 of UCC allows acceptance 
to include additional terms 
UNLESS the new terms

Agree only to a subset of offer 
terms

Materially* change the offer

Are objected to by offeror in 
reasonable* time

_____________________

*red-flag words beloved by lawyers
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Lack of Essential Terms

Common law precluded contract enforcement 
in absence of

Definition of contracting parties

Price

Quantity

Delivery dates. . . .

UCC Article 2 loosens requirements

Court may judge that parties intended to 
enter into contract

May fill in details (except quantity)

$

#
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Good Faith & Fair Dealing

UCC Article 2 requires good faith

Honesty in fact and 

Observance of reasonable 
commercial standards of 
fair-dealing

Also avoidance of 
unconscionability

Court can refuse to enforce 
terms that strike the court as 
shockingly unfair

E.g., small-print disclaimers, denial of 
rights of consumers

Small print disclaimers. Small print disclaimers. Small print disclaimers.  

Small print disclaimers. Small print disclaimers. Small print disclaimers. 

Small print disclaimers.  Small print disclaimers. Small print disclaimers. 

Small print disclaimers. Small print disclaimers.  Small print disclaimers.  

Small print disclaimers. Small print disclaimers. Small print disclaimers.  

Small print disclaimers. Small print disclaimers. Small print disclaimers. 

Small print disclaimers.  Small print disclaimers. Small print disclaimers.  

Small print disclaimers. Small print disclaimers. Small print disclaimers.  

Small print disclaimers. Small print disclaimers. Small print disclaimers.  

Small print disclaimers. Small print disclaimers. Small print disclaimers.  

Small print disclaimers. Small print disclaimers. 
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Warranties

Express warranties enforced under UCC 
Article 2

Affirmations of fact or promises by sellers

Description of goods

Samples, models (no bait and switch)

 Implied warranties

Merchantability – fitness for intended use

Fitness for particular purpose – response 
to specific needs

Exclusion of warranty

Generally ignore disclaimers that are 
unreasonable
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Warranties (cont’d)
Attempted exclusion of warranties of 

merchantability or fitness for specific purpose

Must be written and conspicuous

Courts have usually sided 
with consumer

Less protective of 
commercial buyers

Bears directly on shrink-wrap
and click-wrap agreements

Brown v. SAP America case

Breach of contract

Court ruled that plaintiff could not claim fraud 
solely to invalidate limitation of liability
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Requirements of a Writing:
Statute of Frauds

Common law

UCC

Signature requirement

Electronic contracts and the UCC

Computer software as goods

Statute of Frauds and Perjuries (1677)

Written contract required for –

Promise to answer for debt

Terms greater than 1 year

Marriage terms

Sale of real property

Promise to pay estate debts

Sale of goods costing > $500

UCC Art. 2 §2-201:

Written contract required except –

Merchants – written confirmation

Specially-manufactured goods

Evidence in court admitting contract

Goods already paid for

Goods received and accepted
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Requirements of a Writing 
(cont’d)

Signature requirement

Electronic contracts and the UCC

Computer software as goods

Signature serves for

Evidence

Ceremony

Approval

Efficiency and logistics

UCC covers goods

Includes leases of goods

Hardware definitely covered

Software license = lease?

Communications Group 

v . Warner Court ruled 

that license was a

lease under terms of UCC

Therefore warranty enforceable
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Uniform Computer 
Information Transactions Act

 Historical background of UCITA

American Law Institute & Natl Conference 
Commissioners on Uniform State Laws

Attempt to clarify electronic contracts

 Causing uproar

Conflict between vendors and 
customers

Consumer-protection groups 
up in arms

 Passed as of 2009.05:

MD, VA, IA, NC, VT, WV, ID

http://www.ucita.com/

http://www.ucita.com/
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General provisions of UCITA
 Scope

Computer information transaction = 

Agreement to

Create, modify, transfer, license computer 
information* or rights

Includes support contract

*= information in electronic 
form from computers

 Exclusions

Opting out of the Act: by mutual 
agreement

 Formation of contract

Offer and acceptance

Exclusions

Financial services

Audio / visual programming

Movies, recordings

Compulsory license

Contract of employment for employees

UCC Articles 3-8



134 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Warranties under the UCITA

Similar to terms of UCC Article 2

 Express warranties

 Implied warranties

 Disclaimers – may not be enforceable unless

Conspicuous

Unambiguous

 Breach of contract

Notice of breach

Response to request for information about 
defect

 Remedies Remedies include

Cancellation

Contractual remedies

Liquidated damages

Compensatory damages



135 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

BREAK
11’ 2”
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Copyright & the Internet

Piracy

Copyright Issues

Recording Devices

Distribution

 Industry Responses

Sampling & Remixing
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Piracy

Unauthorized copying of 

Software

Music

Video

Economic consequences

British Phonographic Industry

~$2B lost sales in period 2003-2006

Int‘l Federation of Phonographic Industry

2,000 lawsuits against uploaders in 10 
countries
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Piracy and the ‘Net

Napster, MP3, Gnutella, Wrapster. . . .

Trading copies of music

Most without permission – copyright 
violations

Lawsuits against companies & individuals

Gnutella, Wrapster extending trades to 
other files

Problems

Bandwidth saturation – many colleges

Legal liability if problem ignored

RIAA (Recording Industry Association 
America) suing colleges
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Music Piracy Significant 
Economic Problem

2005 overall:  147% growth in legal downloads

2006.01 report

Illegal downloads via P2P (peer-to-peer) 
networks estimated 250M songs / week

Legal downloads growing

Christmas 2005: 9.5M tracks

Xmas +1: 20M tracks

2006 predictions: 

750M-1B legal downloads 

vs 13B illegal downloads
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Video Piracy (1)

Pirate TV downloads worldwide

UK #1

Australia #2

US #3

Viewers use recorders to tape shows digitally, 
then upload to ‗Net

Monty Python clips available illegally on ‗Net 
(!!) at http://www.youtube.com

THE HORROR!  THE HORROR!

MPAA (Motion Picture Assoc America)

Closed down many P2Ps 

Countless lawsuits against individuals

http://www.youtube.com/
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Video Piracy (2)

2005-08: Prosecution of Missouri man (Curtis 
Salisbury)

Uploading taped copy of movies

New law banning such copying

Tried to profit financially

Charged with conspiracy, copyright 
infringement, and two violations of the law 
banning camcorders in theaters

MPAA estimates 90% of pirated movies on 
‗Net taped illegally in theaters

Distributed via P2P networks
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The Arguments for Piracy

1. Everyone‘s doing it

2. We won‘t get caught

3. It‘s the company‘s fault:  they should charge 
less

4. But I need it and I don‘t want to pay for it

5. It doesn‘t hurt anyone

6. It only hurts a company – I wouldn‘t steal 
from an individual

7. No software/music/movie should be 
copyrighted – it should always be free

See http://www.mekabay.com/ethics/seven_reasons.htm

or http://www.mekabay.com/ethics/seven_reasons.pdf

http://www.mekabay.com/ethics/seven_reasons.htm
http://www.mekabay.com/ethics/seven_reasons.htm
http://www.mekabay.com/ethics/seven_reasons.pdf
http://www.mekabay.com/ethics/seven_reasons.pdf
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Legal Issues

Creation of unauthorized copies

Distribution of copies to others

Revenue loss – compensatory damages

Legal responsibility for distribution channels
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Legal Responsibility

Considerations for assessing responsibility

Fairness issues

Knowledge

Foreseeability

Control

Benefit Derived

Financial

Economic

Costs borne by society

Benefits to society

Cost-benefit
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Recording Devices

Sony Corp. v. Universal City Studios 1984

Movie industry sued VCR manufacturer

Claimed Sony responsible for unauthorized 
reproductions made by consumers

Supreme Court ruled in favor of defendant

Time Shifting at home = fair use

Sony not liable:  Copyright Act does not 
expressly render liability for another‘s 
infringement

Sale of equipment not contributory 
infringement

Limitations: does not imply that all use is 
permissible fair use
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Digital Video Recorders

 DVRs (e.g., TiVo) – profitable entertainment 
opportunities

 Fair use questioned (applicability of Sony case?)

TV without commercials (concern for commercial TV)

Sharing programs over Internet

ReplayTV

Recorded commercials as well as program

No sending of programs outside home

TiVo To Go

Program transfer to other devices

 FCC approval – personal use or registered list

Slingbox: Transfer of live TV signal to other 
devices

Space-Shifting: analogy to time-shifting
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Audio Recording Devices

Audiotaping

Fair-use traditionally assumed

Inferior quality of original copies

Fair-use equitable balance may have 
likely okayed copying for personal use

Historically no significant worry about 
distribution – chain-taping terrible quality

Digital audio recording formats (DARs)

New technologies = Changed landscape

MiniDiscs, CD-Rs

Identical copies possible

Large-scale copying easy
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Audio Home Recording Act 
(AHRA)
 2% royalty by sellers and importers of digital audio 

recording devices 

Paid to Copyright office

Distributed to artists, publishers, etc.

 Requires integration of Serial Copy 
Management System (SCMS)

Creates copy limitations

 Closes door on debate about home use 
audio recording device liability

 Applies to devices that have principal
purpose of copying sound and music

Computer manufacturers not required to pay

Defines digital audio recording media

Does not include media used to make copies of 
computer programs

But CD-ROMs & DVDs used for both. . . .
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MP3 and Portable Music

MP3 format = MPEG Audio Layer 3

MPEG: Moving Picture Experts Group

Common digital audio encoding and 
compression format

Capable of reproducing quality of 
original uncompressed sound

Compresses traditional file to 5-10% of 
original size

Software:  iTunes, Windows Media Player

Hardware: iPods

Major concern: Unlawful duplication & 
distribution via peer-to-peer (P2P) networks
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Liability (1)

 Traditional offline world

Suitable targets for bringing 
lawsuits

E.g., significant distribution hubs

 Online  

Decentralized Internet changes 
situation

E.g., 1 individual with Internet 
access can make copies and 
distribute millions of copies 
worldwide

Effort aided by Online Service 
Providers (OSPs) 

 (aka Internet Service 

Providers, ISPs)

f
acciden;hee,hi
gifdenipl
adianliabili

haee.
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Liability (2)
Contributory Liability

You are responsible when you 
know others‘ use of your 
facilities is for unlawful activities

Knowledge (reasonable)

Purpose or control

Reasonably know something 
unlawful is taking place

Vicarious Liability

When you are liable for the 
actions of another, even though you might not
be directly responsible for the wrongdoing

E.g., individuals who potentially profit from 
wrongdoing
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Religious Technology Ctr v. 
Netcom 1995 (1)

RTC owns copyrights to certain Church of 
Scientology works by founder L. Ron Hubbard

Critic posted portions of works on a Usenet 
group (BBS)

Managed through Netcom‘s servers

Netcom did not monitor content

Refused to bar critic from the system when 
asked by RTC

RTC sued Netcom for copyright infringement
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Religious Technology Ctr v. 
Netcom 1995 (2)

Court concluded

RTC raised genuine question 
whether Netcom knew critic was 
infringing rights and whether 
Netcom participated in 
infringement

Found direct and vicarious 
infringement claims fail

Bottom line:

ISPs not directly and absolutely 
liable for customers‘ copyright 
infringements 



154 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Peer-to-Peer (P2P) Networks

P2P file-sharing

Materials transmitted directly 
from one user to another

Ability to search hard drive of 
another, locate file, and 
transmit file

Wide sharing of digital materials (e.g., 
photos, music, videos)

Napster dispute

Napster users could download tracks

Real-time index

Napster itself did not directly copy or 
transmit copyrighted files
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Entertainment Industry 
Response

 Facing new technologies developed by pirates

BitTorrent, EDonkey

FreeNet, Tor – The Onion Router 
(anonymized services)

 Offering of online subscriber 
services

E.g., Rhapsody, MusicNow, 
iTunes

E.g., MovieLink

 Filtering technologies – block music xfrs

 Technical Protection / Security Measures

Digital watermarking – embedded codes

 Lobbying Congress for new legislation

 Individual lawsuits
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A&M Records v. Napster 
2001
 Napster allowed users to make, access, transfer MP3 

music files stored on individual computer hard drives

Napster claimed fair use

 Court of Appeals found

A&M would likely succeed in claim of 
contributory infringement claim and 
vicarious liability

Contributory Liability

Notice

Ability to block suppliers of 
infringing material

Vicarious Liability

Right to control

Financial benefit

Audio Home Recording Act does not cover 
downloading MP3 files

http://tinyurl.com/rvkwt

http://tinyurl.com/rvkwt


157 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

P2P Evolved

2001: Lesson from Napster

P2P relying on operator servers and control 
require policing to avoid facilitation of 
infringement

2002:  KaZaA

Located outside USA

Jurisdiction and international litigation 
considerations
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Metro-Goldwyn-Mayer 
Studios Inc v. Grokster Ltd
 2003: Grokster & Streamcast sued by MGM

Entertainment industry losses significant

Demanded injunction & damages

 District court ruled in favor of defendants

MGM could not prove liability

Even if all allegations true

 MGM appealed decision to Ninth Circuit Court 
of Appeals 

Affirmed lower court‘s ruling

Found no requisite knowledge of P2P 
infringement (that services would be used 
to  do so)

Applied precedent from Sony case (1984)

Services were capable of being used in non-
infringing ways
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MGM v. Grokster 2005

MGM appealed judgments in favor of 
Grokster to Supreme Court

SCOTUS concluded that:

Record contained evidence of 
purpose to cause copyright violation

Substantial evidence in MGM‘s favor

Summary judgment in favor of Grokster
erroneous

Reversed lower courts & ruled in favor of 
MGM
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DMCA

DMCA:  Digital Millennium Copyright Act

1998

17 USC §101 et al.

Outlines

Anti-circumvention provisions

Anti-trafficking provisions

Provides exceptions, including

Fair use

Freedom of speech

Interoperability



161 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

ISPs & DMCA (1)

 Illegal to defeat measures for copyright 
control

Forbids selling/distributing measures to 
defeat copy-controls

Forbids removal of copyright information

Protects ISPs against claims of infringement 
under some circumstances (see next slide)
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ISPs & DMCA (2)

 Incorporates changes into section 512 of 
Copyright Act that affect ISP liability

Shields ISP if performing merely 
technical routing functions

Notice and Take-Down 

If ISP knows of infringing 
material, must work to remove

If sufficient notice, can remove 
without liability to subscriber

Safe harbor applies for links 

Similar burden on ISP for liability shield 
benefit
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Criticisms of the DMCA
 Reduction of fair-use 

freedoms?

What if document has copy-
controls to prevent data 
extraction (e.g., PDF with 
security)?

Would typing out quotations 
be violation of DMCA?

 Invasions of privacy?

 ISPs must reveal names of 
users suspected of violating 
law

Provides channel for 
copyright holders to access 
information without a 
warrant?
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Liability 

From

Burgunder, L. (2006). Legal Aspects of 

Managing Technology, 4th edition. 

South-Western College (ISBN 978-0-324-3997-3). 

p 399.

Can the product be 

used to infringe 

copyrights?

Is there evidence, by your

words or actions, that you

encouraged users to

infringe copyrights?

Did you have knowledge of

specific infringing uses at

a time that you had the

capability to prevent them?

Is the product capable

of substantial

noninfringing uses?

NOT LIABLE

LIABLE

LIABLE

NOT LIABLE

LIABLE

EXHIBIT 9.5

Flowchart to Address Legal Responsibility When New Technologies Are Used to Infringe Copyright

Aimster

Grokster

•Active assistance

•Commercial viability

depends on infringement

•Failed to take simple steps

to prevent infringement

Napster

Netcom

Sony

•How much use is substantial?

•Do potential future

uses matter?

•How does one appraise 

potential future uses?

No

No

Yes

Yes

Yes

No

No



165 Copyright © 2009 M. E. Kabay, J. Tower-Pierce & P. R. Stephenson.  All rights reserved.

Digital Sampling and 
Remixing

Sampling Defined

Examples of Lawsuits
over Remixing

Campbell v. Acuff-
Rose Music (1994)

Remixing

Other Intellectual 
Property Issues in 
Remixing
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Sampling Defined

Re-using snippets or portions of sound 
recordings
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Examples of Lawsuits over 
Remixing

Sugarhill Gang v. Snapple 
and Turner Broadcasting 
(2002)

Rappers Delight used in 
TV commercial w/out 
license

Won $3M damages

Cash Money Records v.  BCD Music Group (2009)

Named Rapper DJ Drama and several other 
defendants

Violations of distribution contracts 

Cambell v. Acuff-Rose Music (1994) ground-
breaking case (see next slides)
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Campbell v. Acuff-Rose 
Music (1994)

 ―Pretty Woman‖

 1964:  Roy Orbison ―Pretty Woman‖ Song

Assigned rights to Acuff-Rose, Inc.

 1989:  2 Live Crew ―Oh, Pretty Woman‖ 
parody

Copied opening riff & lyrics

 Informed Acuff-Rose of use, explained 
would credit with ownership & pay fee 
for use

 Acuff-Rose 

 Refused to grant permission for use

 Sued 2 Live Crew for copyright infringement

 District Court

 Granted summary judgment in favor of 2LC

 Acuff-Rose appealed decision

 Appeals Court

 Reversed District Court decision

 Found no fair use

 2 Live Crew appealed decision
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Campbell v. Acuff Rose (2)
 SCOTUS

Concluded Court of Appeals erred

Remanded for further proceedings 

Found 2 Live Crew use fair use through parody

Purpose and character

Goal of copyright generally furthered by 
transformative works

Section 107

 Case-by-case analysis

Fair use extends to parody under Section 
107, like comment and criticism

 2 Live Crew‘s song reasonably could be 
perceived as commenting or criticizing 
original

 Taste does not matter to fair use

Commercial nature of the use not dispositive

No more than necessary was taken from 
original

 Significant victory for parodists

 Illustrates flexibility of fair-use doctrine
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Remixing

Usually unlawful copyright infringement without 
permission

Case-by-case determination

Facts specific to a case guide

Acuff-Rose suggests

Parody probably okay depending on

Amount/number of snippets

Importance of snippets

Mash-ups

Not parody, but arguably 

Highly-creative

Transformative
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Other Intellectual Property 
Issues in Remixing
State statutes protecting 

personal rights

Right of Publicity

Right to profit from own 
distinctive personal 
attributes

To sample or remix, may also 
need permission of vocalist or 
artist

Must license copyrights to 
underlying composition and 
sound recording
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Trademarks & the DNS

Trademarks

Domain Names

Cybersquatting Cases

 International Protection 
of Trademarks
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Trademarks

Purpose

Definition and Types

Classes of Marks

Application and Exceptions to Grant

Nature of Protection

Relief for Violation

TM
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Examples of Marks
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Purpose of Trademarks

Represent origin of goods or services

For the producer

Use symbol or other 
designation

Represent who 
makes goods or 
provides service

Reap financial 
rewards resulting from past quality

For the consumer

Allow quick recognition of goods or 
services as being from same manufacturer 
or provider

Prevent confusion and counterfeits
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Definition and Types of 
Marks
 Trademark

Word, name, symbol, device or 
combination

Used to distinguish goods from 
other similar goods

Service mark

Identifying and distinguishing 
services

Collective mark

TM or SM

Coöp, association, union, guild

Certification mark

Assertion of compliance with standards or 
origin by certifying organization
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Trademark Policies

 Co-exist at Federal and State levels

Grounded in unfair competition principles

―…unfair competition doctrines are aimed at 
preventing the unfair consequences that arise 
when competitors make it difficult for consumers 
to locate the goods they want‖ (Burgunder p.521). 

Characteristics of unfair competition

1. Symbol or device (trademark) used by 
one company

2. Competitor uses symbol or device that is 
similar, potential causing confusion

3. Competitor knowingly, or should have 
known, about prior symbol or device use

 Further economic objectives – i.e. efficiency
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US Legal Protection of 
Trademarks: The Lanham Act
 State Level:  

 Similar to federal protection, but with geographical  
limitations

 Federal Level:

 Trademark Protection Act of 1946 – a.k.a. the Lanham Act

 http://www.bitlaw.com/source/15usc/

 Protects words, names, symbols, or 
devices used to distinguish the 
sources of goods or services

 In 15 USC Chapter 22 §1114 = §32 
of Lanham Act

Use likely to 

 Cause confusion

 Cause mistake

 Civil law 

 Deceive

http://www.bitlaw.com/source/15usc/
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Lanham Act (Cont’d)

15 USC §1125 = Lanham Act §43

Word, term, name, symbol, 
device, or combination

Likely to cause confusion, 
mistake or deception

Affiliation, connection, association with 
person

Origin, sponsorship, approval

Goods, services, commercial activities

Commercial promotion or advertising

Nature, characteristics, qualities

Geographical origin
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Classes of Marks (1)

Fanciful

Invented words; e.g., Alera,
Adario, Elantra

Arbitrary; e.g., Cougar, Pavilion

Immediate protection

Suggestive – ordinary words or combinations

Connotes quality, ingredient, 
characteristics but not substance; 
e.g., PestPatrol, SaferSite

Immediate protection
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Classes of Marks (2)

Descriptive – ordinary words w/ secondary 
meaning – primary meaning is source

Yellow Pages, Blue Flame

Protection of secondary 
meaning

Fair use possible

Generic – class of product or
service – no protection under 
Lanham Act

―You have mail,‖ ―Instant messaging‖

―E-mail,‖ ―Web site,‖ ―E-commerce‖
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Microsoft Corp. v. 
Lindows.com 2002
 1995: PTO registered the name Windows for Microsoft

 2001:  Microsoft sued Lindows.com, a Linux-based 
operating system development and distribution 
company, claiming name infringed on the Windows 
registered trademark

Windows questioned as a Generic mark

Lindows.com claimed PTO erred in registering 
Windows because generic term describing 
windowing capability of graphical user interfaces 
prior to Microsoft‘s first OS release

2002: Trial judge indicated generic term possibly 
improperly registered

 Parties settled dispute; Lindows adopted new name

 Note:  Marks that become generic over time can lose 
protected status (e.g., ―aspirin‖)
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Abercrombie & Fitch v. 
Hunting World 1976
 A&F sued Hunting World, claiming infringement of its registered 

trademarks for the word ―safari‖ on clothing

 Hunting World claimed that the word is common

 District Court

Determined ―safari‖ generic

Could not distinguish A&F‘s goods

Dismissed A&F‘s complaint

Cancelled A&F‘s registered 
―safari‖ trademarks

A&F appealed

 Court of Appeals

Explained that there are four 
categories of trade protection terms

 Found term ―safari‖ to be generic with 
respect to some types of clothing, but not with others (e.g., 
boots)
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Federal Registration

Registration provides notice to others of:

Registrant‘s exclusive rights to use mark

Registration = Prima facie evidence of validity

Burden on challenger of mark

Once registered for >5 years, not possible 
to contest mark

Availability of enhanced remedies for 
trademark counterfeiting

TM ®v
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Application for Registered 
Trademark

Register TM with US Patent & Trademark Office 
(PTO)

Application

240,000 applications per year

Payment of fees

2006: fee = $375

Drawing of mark

Examination process 

Approval, amendment, or denial

Appeal Process
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Exceptions to Grant of 
Trademark

 Immoral, deceptive, scandalous

Falsely implies connection w/ person, 
institution, national symbol

Flag of US or other government entity

Name, portrait, signature of living person (w/out 
permission) or deceased president of US

Resembles existing mark

Mere description or surname

McDonald‘s has sued many family firms 
established before fast-food chain started

Lost cases

TM
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Nature of Protection for 
Trademarks

Prevent confusion by users

Factors considered by the courts

Similarity of marks

Similarity of goods

Relationship between parties 
offering goods

Classes of purchasers

Evidence of confusion

Defendant‘s intent

Strength of plaintiff‘s mark
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Relief for Violation of 
Trademarks

 Injunction prohibiting 
continued violation

Seizure of goods and 
counterfeit marks

Recovery of plaintiff‘s 
profits

Destruction of infringing goods and advertising

Recovery of actual damages incurred (loss of 
profits, goodwill)

Recovery of legal costs including attorney‘s fees 
in some cases
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Dilution

Occurs when distinctive or well-known mark is 
used by another company for unrelated product 
or service

―Hand me a Kleenex to clean the 
Xerox.‖

―Fridgidaire™‖ for any refrigerator

Confusion not main concern 
because of dissimilarity

E.g., Kodak paper and 
Kodak speakers 

 Federal Trademark Dilution Act (FTDA)

15 USC §1051

Law since 1996

Primary tool for dilution protection in USA
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Checkpoint Systems Inc. vs Check 
Point Software Technologies

The companies

Checkpoint Systems 
provides  anti-shoplifting equipment

Check Point Software 
provides firewalls

The claim

Checkpoint accused Check Point of 
infringing on its trademark

The ruling

Court refused to grant injunction

Argued there was no likelihood of 
confusion
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Trademark Protection and 
Computers
Trademark principles apply in computer & 

technology context

E.g., protection available 
for shape and 
appearance of hardware 
(product design)

Apple Computer‘s iMac

Design big hit

1999:  Apple filed suit 
against Future Power, 
Inc. when it intended to sell a PC that lookied
like an iMac

Court issued a preliminary injunction 
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Domain Names

The Domain Name System

Looking Up DNS Info

Dispute resolution

Hyperlinks

Cybersquatting Cases

Image  used with kind permission of the author,

Alan Freedman, from Computer Desktop Encyclopedia, v22.2.

See  http://www.computerlanguage.com

http://www.computerlanguage.com/
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The Domain Name System

 Converts words (e.g., www.norwich.edu) into IP addresses 
(e.g., 192.149.109.153) for access

 Jon Mockapetris wrote RFC 882, 
RFC 883 defining DNS in 1983

 DNS specfications updated 1987 in 
RFC 1034 & RFC 1035

 1992:  NSFNET opened to .com users

Network Solutions Inc. became registrar for .com, .net, 
.org domains

 1998: ICANN (Internet Corporation for Assigned Names and 
Numbers)

Established by US government

Highly controversial – much political turmoil over actions, 
governance

http://www.icann.org/

http://www.norwich.edu/
http://www.icann.org/
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Looking Up DNS Information (1)
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Looking Up DNS Information (2)

Domain Name: NORWICH.EDU 

Registrant: 

Norwich University

158 Harmon Drive

Juckett Hall / Computer Service

Northfield, VT 05663 

UNITED STATES 

Administrative Contact: 

NORWICH DNS ADMINISTRATOR … 

Technical Contact: …

Name Servers: 

NS.NORWICH.EDU 192.149.109.19 

A.DNS.TDS.NET …
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Dispute Resolution
 Early years:  arbitrary decisions 

criticized by courts

 New rules:  complainant must 
show

Domain name same or
confusingly similar to TM or SM

Registrant has no legitimate rights or interest to 
domain name

Registered and used in bad faith

 Bad faith shown by primary purpose of registration

Extortion of money for name; or

Interference with complainant‘s business; or

Deliberate attempt to attract visitors for 
commercial gain by causing confusion
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Hyperlinks and Trademarks
Cannot legally use 

Others‘ trademarks or logos on a Web site without 
permission

 Framing to bring another‘s content directly into a 
page that appears to be created by another site

Others‘ trademarks in invisible metatags

In underlying HTML 

Metatags visible to search 
engines

Attempt to increase number of 
hits for page misappropriating 
trademark

E.g., (hypothetical) one car company might 
include trademarks for cars of a competitor to 
draw traffic via GOOGLE searches
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Materials from 

news source

Banner ad fees

paid to TotalNews

―Channels‖

controlled by 

TotalNews

Framing: TotalNews

1997.03 — RISKS, EDUPAGE
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Framing: TotalNews (2)

News organizations claimed

Misappropriation

Entire commercial value of 
news

Reselling to others for 
TotalNews‘ profit

Federal trademark 
infringement & dilution

Diluting distinctiveness

Causing confusion, deceiving customers

Copyright infringement

Violating several exclusive rights
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Framing:  TotalNews (3)
Violation of advertising laws, deceptive 

practices & unfair competition

Mistaken impression of 
affiliation

Tortious interference with 
business relationships

Selling ads by making 
news available

Conclusion:  case settled out of court

TotalNews would stop framing

Would link to news sites only with permission

See http://www.publaw.com/framing.html

http://www.publaw.com/framing.html
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Links: Ticketmaster vs 
Microsoft

1997.04 — Ticketmaster Group sues Microsoft

MS included hot links from Ticketmaster Web 
pages to Microsoft Web pages

No formal agreement granting permission for 
such links

Ticketmaster saw MS as deriving benefit from the 
linkage but bypassing Ticketmaster's advertising

Ticketmaster programmed Web pages to lead all 
Sidewalk users trying to follow unauthorized 
links to a dead end

MS sold city guide portion of Sidewalk to 
Ticketmaster for $290M in July 1999.
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Liability for Linking to Illicit 
Materials? Bernstein 1998

Noted Hollywood photographer Gary Bernstein

Sued several Web operators for having links to 
sites containing pirated copies of his works

 Included indirect links in his suit

I.e., sites with links to sites with links

Legal contamination could spread 
along Web links from site to site

From bad site to all those linked to it

Theoretically every Web site on 
planet could have been affected

Los Angeles Federal District Court 
Judge Manuel A. Real dismissed 
indirect linkage as basis for claims of infringement

Bernstein withdrew entire suit Image used by kind permission of Lena Harris.. 

Copyright © 2009 Lena Harris.. All rights reserved.
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Deep Linking

Many sites require registration for their 
materials

Provide sales leads

Statistics on users characteristics

Market research

Once you‘ve signed up, get URL for White 
Paper (etc).

Is there a violation of IP laws or ethics in 
publishing the hidden URL?

Some Web sites have private (unpublished, 
unlinked) sections

What if someone publishes the link?
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Cybersquatting

People register domain names related to trademarks 
or company names to

Make money (sell back to 
legit user)

For political purposes 
(embarrassment)

For fun / satire / mischief

Examples

Variant top-level domains

whitehouse.com used to be porn site

Variant mis-spellings

i 1, o  0, etc.

Symbols near to each other on keyboard

{insert_name_here}sucks.com
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Cybersquatting Cases Have 
Used Trademark Dilution Act
 Many examples of parasites who 

register famous trademarks or 
people‘s names as DNS entries

Hope to capitalize by extorting 
money to sell registration to 
legitimate users

Many victims have appealed 
under ICANN rules or gone to 
court for trademark dilution

 Intermatic Inc. vs Toeppen an excellent example of case 
illuminating the issues

Defendant registered 240 domain names using famous 
company names and trademarks

 Intermatic argued that Toeppen should not be able to 
block its use of its TM in domain name

Judge ruled in favor of plaintiff because of dilution
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Federal Trademark Dilution 
Act of 1995 – 15 USC §1051
Prior to 1995, courts had to rule 

against plaintiff if no confusion 
could be shown

Thus radically different 
businesses could use existing 
trademarks without infringing the 
Lanham Act

But large companies with famous 
trademarks argued that frequent use 
diluted value of their marks

Congress passed TDA of 1995 to 
protect such plaintiffs even when no 
confusion likely

TM

®
TM

®
TM
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Panavision Int’l v. Toeppen
1996
 Dennis Toeppen registered panavision.com

Site displayed views of Pana, Illinois 

 Panavision thereafter sought to create a 
Website under its own name, but learned 
panavision.com was registered

Notified Toeppen

 Toeppen demanded $13K for use of the domain name

Panavision refused to pay

 Toeppen then registered panaflex.com

 Panavision sued Toeppen for trademark 
infringement & dilution

 Court found 

Toeppen violated federal and state dilution laws

Enjoined Toeppen from continued violations

 Key Point:  Registering a famous mark as a domain 
name with the goal of cashing in on it violates dilution 
statutes.
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Anticybersquatting Consumer 
Protection Act (ACPA) of 1999

 15 USC §1129 

 Increasing complaints about 
cybersquatting

 Bad faith use of TM, company 
name or person‘s name defined 
clearly for domain names

Civil liability

Multiple criteria

Most significant:  offer to sell or 
transfer domain name 

For financial gain

Without prior use for real business

Registration of multiple similar infringing domain names

 Statutory damages of $1,000-$100,000 per domain name

 Applies to distinctive trademarks & famous names

 Effective tool used for protection from domain-name related abuse
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Uniform Dispute Resolution 
Policy (UDRP)
 Adopted by ICANN in 1999

 Gives trademark owners efficient way to deal with 
cybersquatting & other domain name (DN) abuse

Trademark owner can force a registrant to 
resolve a name dispute if presence of 
3 elements:

DN is identical or confusingly similar 
to a TM or SM and complainant has 
rights to TM or SM

DN registrant has no rights or interests 
to DM

DM registered and used in bad faith

 Dispute is submitted to dispute resolution provider
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International Protection of 
Trademarks (1): PARIS
Paris Convention for the Protection of 

Industrial Property (1883)

National treatment –
same rules for all

Rights of priority for 
filing of registration

Similar rights of refusal 
of registration

Seizure of contraband / counterfeits

Agreement on Trade-Related Aspects of 
Intellectual Property Rights (TRIPS, 1994)

Includes TM protection 

7-year terms of protection with unlimited 
renewals Photo:

La Grande Arche de la Défense, Paris.

Architects: von Spreckelsen & Andreu.

Completed 1990.
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International Protection of 
Trademarks (2): MADRID

Madrid Agreement & Protocol

56 nations signed 
2006, but not US

After trademark 
filed in home 
country, business 
can file centrally 
with WIPO

Automatic 
extension of 
registration

WIPO:
World Intellectual Property Organization 
http://www.wipo.int/portal/index.html.en

http://www.wipo.int/portal/index.html.en
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Now go and 
study*

____________________________

*A Roman prankster once sneeringly asked the famous Jewish sage Hillel the Elder (110 BCE-10 CE), 

“Can you teach me the whole of the Torah while I stand on one foot?” 

Hillel answered, “The whole of the Torah is this: what is hateful to you, do not do to others. 

All the rest is commentary. Now go and study.”


