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Mich sends everyonet
warmest greetings poss
under the circumstance

Sincere thanks to K Rut
of Native Intelligence
for running this slide shc
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PERMISSIONS:

U Anyone can use my teaching
materials and writings for any
non-commercial* purpose
without having to ask for
permission.

U If you make extensive use of the
materials, it is helpful to point
others to the original source so
they can also borrow stuff.

U However, please do NOT post
copies of my materials on other
Web sites T it is too difficult to
keep multiple copies corrected.

* ANMommer ci al 0 means you
profit. Lectures for students, for employees or
members within organizations or at conferences
where lecturers are not paid are fine. Contact me
for licensing arrangements for commercial uses
such as courses for fees.



<47 kv 7 [ nttp:#www2 norwich.edumkabay!

M. E. Kabay, PhD, CISSP

Associate Professor of Information Assurance
Division of Business & Management
Contact info

program DII’BCtOf 777777 of Seience in Information | Assurance

Program Director, Bachdor of Scxence in Computer Security & Information
Assurance

Morwich University, Northfield VT, USA

o Home Page NEW TO THE WEB SITE:

o Cowses

e CV February 2005 -- Management of IA slides are up:

+ Cyberwatch [ am building and loading PowerPoint shides for Chapters 27-
+ Ethics 54 of the Computer Securify Handbook, 4th edition as part
« Security of the [5342 pages. New files added every few weeks.
Meanat

« IYIR MNovember 2004 -- Phishing.

¢+ Methods PowerPoint presentation for ISSA NE Chapter now available
o MSIA in Industry section

+« NWF

« Ops Mamt MNovember 2004 -- Security on a Budget:

« Opinion PowerPoint presentation with associated audio in an MP3 file

« Overviews are now available in the Security Management section.
« Contact info

November 2004 - IYIR database of abstracts now

Mich's Preferved available

Self-Tmage (shortly The source of the INFOSEC Year in Review reports is now
hefore coming fo online, currently holds more than 5,000 abstracts in an MS-
Norwich)(note nice shiny Access database available for download

bald head and elegant

graying beard):

http://http://www.mekabay.com
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Links to Online Graduate Programs:

OGP Portal

>

e NMSIA Dinector’s Cormer

o NMSIA Duector’'s Corner Aaclave

o NMSIA Program Descaption
Norwich Urniversity offers the Master of Science in
Information Assurance (MSIA), and 18-month online

program starting each September and January. For full
mnformation, click her

BELOW--M uniform as

Major in Vermont For some lectures on management from Semunar 2 of the
Militia (a peculiar MSIA, click here.

brameh of the US Armyy
veserved solely for full-
time facwlty of Norwich
Uhiversity)

Description of the Bachelor of Science mn Computer
Secunity and Information Assurance (CIA) BSIA

For information about the Norwich University Bachelor of
science in Computey Secwrily and Information Assurance
‘BS14) and the Minor in JA click here

DIRECTORY OF SECTIONS ON THIS SITE

C'owrses

This section includes industry courses and course materals
for Norwich University students, Most course matenals are
available in HTML and Acrobat PDF formats. All students,
teachers and otheérs are welcome to use these course
materials for firee (but not for paid) industry or intemal
courses and lectures or for applications in colleges and

1111 cittipe



* br 7| http:Hgrad.nomdch.edul | |\ Googlesearch =] | 120% <] | 3

T¢#  Announcements:

Residency

I Residency FAQ
Support

b FAQs

b Need Help?

Al

Alumni Home
Alumni News
2004 Gallery
2003 Gallery
2003 MBA Feedback
Yahoo! Groups
Community

" Agora [Forum]
Student Center
I Library via CLIC

T T F T F T

nnljnu graduate programs
Virtual Campus

EM QUTAGE AND UNIVERSITY HOLIDAY ... March 20, 2005

Hame MBA Diplomacy MCE EMC

MCE

New Dean Slated for OGP
Tsunami Aftermath
' FI"L!EE : -1
.| |
»»=8 Bijan Abidian - student at Norwich
L University, day job in South Florida

W Directors Cormer
Grad Announcemants '1"‘|:: Information Ethics: Part Three

Featured Bio
; Kristin Rabon - green belt, foot in the
. _ door, and music

WELCOME HOME GEORGE 0'MALLEY!

L hlA student George O'Malley has just retumed
[] from a year long deployment to Irag. .. [more

IMPORTANT HOTICE - SYSTEM OUTAGE

On Frday, March 18 the University network and MIA

all associated systems will be down between .
a | 9AM and 2PM EST... [more] Spring break and Electronic Newsletters

¢ Denis Berg - “"Land of Opportunities”,
Al graduation, and hopefully a new career!

MSIA
APPLY NOW FOR 2005.2006 FINANCIAL AID

Managerment of Information Assurance
If you will be enrolled in one of Morwich
University's Online Graduate Programs after |
July 1, 2005, you should begin the financial aid | SN Kingsbury - proud father of six, all
process now. .. [more] "= things Unix / Linux

I Want My DTT

HS1A Student Wins Award —
MSLA student Steven Lowaas was recenthy
pronounced winner of a student essay

contest more

Featured Bio
John Stover - moving has stopped, Cubs
and Bears, hit the gym

http://grad.norwich.edu e
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online graduate programs
Virtual Campus

Announcements: March 20, 2005
Home Diplomacy MCE EMC
—
' Login
' Forgot Password
* Need Help?
% a2 {4 rmati Wi b - u
Assurance father of six, all things

Unix / Linux

Prof. Don Holden, MBA, CISSP

L @Nu Adjunct Professor. of Information
! Campus News Assurance

' Job Opportunities Norwich University MSIA Program

{more]
——l

My name is Shawn
Kingsbury, | live in Westemlle
Ohio, and am the proud father
of six wonderful

children... [more}

oL Not a Student?
ey B Want more Information . Q

Support on this Program

GREETINGS FROM YOUR PROGRAM DIRECTOR

Dr M. E. Kabay sends all students and instructors the warmest greetings possible under the circumstances

[CROAK]

Community

' Agora [Forum] [FEEBLE WAVE]
Student Center
! Library via CLIC

[SINKS BACK INTO BED]

POINTS OF LIGHT

Elizabeth Templeton, Administrative Director,
Master of Science in Information Assurance
Norwich University

Wednesday, February 09, 2005

Hello, faculty

| don't know how many of you visit the graduate portal (grad norwich.edu). | wandered there today during lunch
and found today's Notes From The Dean (for those of you who don't read this emall on 2/3, look in the Dean's
Archives for Feb 9 2005). Dean Snow posted these notes for new students, but | hope that every student who's
in the throes of exam-taking or paper-writing or discussion-posting, and is worried about meeting the

http://grad.norwich.edu/msia e
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Announcements:

UN1VERsITY | Virtual Campus

March 20, 2005

Diplomacy MCE EMC

- DC Archive

* Featured Bio
Management of Information Assurance * Directors Corner
+ MSIA Home
Prof. Don Holden, MBA, CISSP
Adjunct Professor of Information Assurance
Norwich University MSIA Program

In Seminar 2 of the MSIA program, we are looking at the
process and people aspects of information assurance
rather than the technology. Bob Blakley, the chief scientist
for security and privacy at IBM, notes that the current
approach to security has failled, and that there is no viable
technical model. He calis for a new industry approach
based upon a business model in which technical models
will evolve. [1]

Although Blakley was speaking as a vendor, we, as

security as managers, also need to be able to state the

business case and the economic value for the security

function. We need to understand and communicate the

economic costs of both providing security and falling to provide security. Last year
(2004), | knew several chief Information security officers (CISOs) at major banks who
lost their jobs when the Federal Reserve sent letters reporting secunty deficiencies to
their Boards of Directors. In at least one Instance | believe this was a result of a
failure of vision: the bank's business units responsible for implementing corporate
security policies did not see the economic value of security and failed to adequately
impiement security controis

So we need to have metrics that show how well the security function Is performing and
what the costs and the business benefits are. We need metrics that show the cost of
failed security such as when an e-mail server is taken down due to a virus, or
customers' account information Is compromised. If we understand the business value
of security, we can also allocate back to the business units their share of the cost of
providing security. We can also make better purchasing decisions if we know the cost
of installing patches due to poor product quality. And we can make better risk-
management trade-offs If we know both the cost of the security measure and the
expected 10ss it will prevent. With recent regulations such as HIPAA [2] and GLBA [3],
affected companies need to have good understanding of the costs involved in these
risk management trade-offs

Yhen we understand that security IS a business issue and competes with other
business issues for resources, we will have to understand those financial rules such
as how capital budgeting decisions are made using return-on-investment (ROI) or Net

http://qrad.norwich.edu/msia/directorscorner/ind@c
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P N O RWI C H online graduate programs

UN1VERsITY | Virtual Campus

_—
Announcements: BOUT SYSTEM QOUTAGE AND UNIVERSITY HOLIDAY... March 20, 2005

Home MBA MSIA Diplomacy MCE EMC

MSIA

Directors Corner

- DC Archive

+ Featured Bio
March 7, 2005 - Tying the Invisible Hand + Directors Corner
+ MSIA Home

Archive

February 28 2005 - Does Industry Need a Corporate Information Security Act to
lemen rbanes-Oxley?

February 21, 2005 - ISTS Offers Valuable Research

February 14,2005 - Why Durnpster Dive?

February 07, 2005 - Teaching Security Securely

January 31, 2005 - Cyber Crime. Is Your Company 2 Potential Target? Are You
Prepared?

January 24, 2005 - How Wide Should Access to 'Public Information' Be?

January 10, 2005 - E-Mall Security Considerations

January 3, 2005 - Dr Peter Stephenson Appointed as New Associate Program Director

of the MSIA

December 20, 2004 - CERTS and CIRTs. Homonyms, But Are They Synonyms?

December 6, 2004 - Have Laptop, Will Travel: The Ethics of Network Detection

N mber 29 04 - Airport Saf 6). Costs

November 22, 2004 - Airport Safety (5): El Al

November 15,2004 - Airport Safety {(4). Ethnic_and Racial Profiles

November 8, 2004 - Alrport Safety (3). LIsts

November 1, 2004 - Airport Safety (2). Papers

QOctober 25,2004 - Airport Safety (1) Names

October 18, 2004 - Secunty and Knowledge Creation

MNetnher 11 2004 - The MSIA Term Paner

http://qrad.norwich.edu/msia/directorscorner/arch@e.
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