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PERMISSIONS:

»Anyone can use my teaching
materials and writings for any
non-commercial* purpose
without having to ask for
permission.

»If you make extensive use of the
materials, it is helpful to point
others to the original source so
they can also borrow stuff.

»However, please do NOT post
copies of my materials on other
Web sites — it is too difficult to
keep multiple copies corrected.

* “Non-commercial” means you are not teaching for
profit. Lectures for students, for employees or
members within organizations or at conferences
where lecturers are not paid are fine. Contact me
for licensing arrangements for commercial uses
such as courses for fees.
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M. E. Kabay, PhD, CISSP

Associate Professor of Information Assurance
Division of Business & Management
Contact info

program DII’BCtOf 777777 of Seience in Information | Assurance

Program Director, Bachdor of Scxence in Computer Security & Information
Assurance

Morwich University, Northfield VT, USA

o Home Page NEW TO THE WEB SITE:

o Cowses

e CV February 2005 -- Management of IA slides are up:

+ Cyberwatch [ am building and loading PowerPoint shides for Chapters 27-
+ Ethics 54 of the Computer Securify Handbook, 4th edition as part
« Security of the [5342 pages. New files added every few weeks.
Meanat

« IYIR MNovember 2004 -- Phishing.

¢+ Methods PowerPoint presentation for ISSA NE Chapter now available
o MSIA in Industry section

+« NWF

« Ops Mamt MNovember 2004 -- Security on a Budget:

« Opinion PowerPoint presentation with associated audio in an MP3 file

« Overviews are now available in the Security Management section.
« Contact info

November 2004 - IYIR database of abstracts now

Mich's Preferved available

Self-Tmage (shortly The source of the INFOSEC Year in Review reports is now
hefore coming fo online, currently holds more than 5,000 abstracts in an MS-
Norwich)(note nice shiny Access database available for download

bald head and elegant

graying beard):

http://http://www.mekabay.com
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Links to Online Graduate Programs:

OGP Portal

>

e NMSIA Dinector’s Cormer

o NMSIA Duector’'s Corner Aaclave

o NMSIA Program Descaption
Norwich Urniversity offers the Master of Science in
Information Assurance (MSIA), and 18-month online

program starting each September and January. For full
mnformation, click her

BELOW--M uniform as

Major in Vermont For some lectures on management from Semunar 2 of the
Militia (a peculiar MSIA, click here.

brameh of the US Armyy
veserved solely for full-
time facwlty of Norwich
Uhiversity)

Description of the Bachelor of Science mn Computer
Secunity and Information Assurance (CIA) BSIA

For information about the Norwich University Bachelor of
science in Computey Secwrily and Information Assurance
‘BS14) and the Minor in JA click here

DIRECTORY OF SECTIONS ON THIS SITE

C'owrses

This section includes industry courses and course materals
for Norwich University students, Most course matenals are
available in HTML and Acrobat PDF formats. All students,
teachers and otheérs are welcome to use these course
materials for firee (but not for paid) industry or intemal
courses and lectures or for applications in colleges and

1111 cittipe
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T¢#  Announcements:

Residency

I Residency FAQ
Support

b FAQs

b Need Help?

Al

Alumni Home
Alumni News
2004 Gallery
2003 Gallery
2003 MBA Feedback
Yahoo! Groups
Community

" Agora [Forum]
Student Center
I Library via CLIC

T T F T F T

nnljnu graduate programs
Virtual Campus

EM QUTAGE AND UNIVERSITY HOLIDAY ... March 20, 2005

Hame MBA Diplomacy MCE EMC

MCE

New Dean Slated for OGP
Tsunami Aftermath
' FI"L!EE : -1
.| |
»»=8 Bijan Abidian - student at Norwich
L University, day job in South Florida

W Directors Cormer
Grad Announcemants '1"‘|:: Information Ethics: Part Three

Featured Bio
; Kristin Rabon - green belt, foot in the
. _ door, and music

WELCOME HOME GEORGE 0'MALLEY!

L hlA student George O'Malley has just retumed
[] from a year long deployment to Irag. .. [more

IMPORTANT HOTICE - SYSTEM OUTAGE

On Frday, March 18 the University network and MIA

all associated systems will be down between .
a | 9AM and 2PM EST... [more] Spring break and Electronic Newsletters

¢ Denis Berg - “"Land of Opportunities”,
Al graduation, and hopefully a new career!

MSIA
APPLY NOW FOR 2005.2006 FINANCIAL AID

Managerment of Information Assurance
If you will be enrolled in one of Morwich
University's Online Graduate Programs after |
July 1, 2005, you should begin the financial aid | SN Kingsbury - proud father of six, all
process now. .. [more] "= things Unix / Linux

I Want My DTT

HS1A Student Wins Award —
MSLA student Steven Lowaas was recenthy
pronounced winner of a student essay

contest more

Featured Bio
John Stover - moving has stopped, Cubs
and Bears, hit the gym

http://grad.norwich.edu e
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online graduate programs
Virtual Campus

Announcements: March 20, 2005
Home Diplomacy MCE EMC
—
' Login
' Forgot Password
* Need Help?
% a2 {4 rmati Wi b - u
Assurance father of six, all things

Unix / Linux

Prof. Don Holden, MBA, CISSP

L @Nu Adjunct Professor. of Information
! Campus News Assurance

' Job Opportunities Norwich University MSIA Program

{more]
——l

My name is Shawn
Kingsbury, | live in Westemlle
Ohio, and am the proud father
of six wonderful

children... [more}

oL Not a Student?
ey B Want more Information . Q

Support on this Program

GREETINGS FROM YOUR PROGRAM DIRECTOR

Dr M. E. Kabay sends all students and instructors the warmest greetings possible under the circumstances

[CROAK]

Community

' Agora [Forum] [FEEBLE WAVE]
Student Center
! Library via CLIC

[SINKS BACK INTO BED]

POINTS OF LIGHT

Elizabeth Templeton, Administrative Director,
Master of Science in Information Assurance
Norwich University

Wednesday, February 09, 2005

Hello, faculty

| don't know how many of you visit the graduate portal (grad norwich.edu). | wandered there today during lunch
and found today's Notes From The Dean (for those of you who don't read this emall on 2/3, look in the Dean's
Archives for Feb 9 2005). Dean Snow posted these notes for new students, but | hope that every student who's
in the throes of exam-taking or paper-writing or discussion-posting, and is worried about meeting the

http://grad.norwich.edu/msia e
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Announcements: March 20, 2005

Diplomacy MCE EMC

© DC Archive

+ Featured Bio

Management of Information Assurance * Directors Corner
+ MSIA Home

Prof. Don Holden, MBA, CISSP
Adjunct Professor of Information Assurance
Norwich University MSIA Program

In Seminar 2 of the MSIA program, we are looking at the
process and people aspects of information assurance
rather than the technology. Bob Blakiey, the chief scientist
for security and privacy at IBM, notes that the current
approach to security has falied, and that there Is no viable
technical model. He calis for a new industry approach
based upon a business model in which technical models

: will evolve. [1]

t 2004 Gallery

' 2003 Gallery Although Blakley was speaking as a vendor, we, as

3 security as managers, also need to be able to state the
+ business case and the economic value for the security

function. We need to understand and communicate the

economic costs of both providing security and falling to provide security. Last year
(2004), | knew several chief information security officers (CISOs) at major banks who
lost their jobs when the Federal Reserve sent letters reporting secunty deficiencies to
their Boards of Directors. In at ieast one Instance | believe this was a result of a
failure of vision: the bank's business units responsible for iImplementing corporate
security policies did not see the economic value of security and failed to adequatety
implement security controis

S0 we need to have metrics that show how well the security function Is performing and
what the costs and the business benefits are. We need metrics that show the cost of
failed security such as when an e-mail server is taken down due to a virus, or
customers’ account information Is compromised. If we understand the business value
of security, we can also allocate back to the business units their share of the cost of
providing security. We can also make better purchasing decisions if we know the cost
of installing patches due to poor product quality. And we can make better risk-
management trade-offs If we know both the cost of the security measure and the
expected 10ss it will prevent. With recent regulations such as HIPAA [2] and GLBA [3],
affected companies need to have good understanding of the costs involved in these
risk management trade-offs

When we understand that security IS 2 business issue and competes with other
business issues for resources, we will have to understand those financial rules such
as how capital budgeting decisions are made using return-on-investment (ROI) or Net

http://_qrad.norwich.edulmsialdirectorscorner/index.ht%t


http://grad.norwich.edu/msia/directorscorner/index.html

vy e [_ http :Rgrad norwich edulmsiadirectorscormerfarchive html EI I 4. Boogle search E] I'!’ 12“%3 e

A

Ii duate program
| \YE,C}'; ‘{:"l?etgun:alua[fa%puss

Announcements: BOUT SYSTEM OUTAGE AND UNIVERSITY HOLIDAY... March 20, 2005

Home MBA MSIA Diplomacy MCE EMC

MSIA

Directors Corner
© DC Archive
+ Featured Bio

March 7, 2005 - Tying the Invisible Hand + Directors Corner
+ MSIA Home

Archive

February 28 2005 - Does Industry Need a Corporate Information Security Act to
lemen rbanes-Oxley?

February 21, 2005 - ISTS Offers Valuable Research

February 14, 2005 - Why Durnpster Dive?

February 07, 2005 - Teaching Security Securely

January 31, 2005 - Cyber Crime. Is Your Company 2 Potential Target? Are You
Prepared?

January 24, 2005 - How Wide Should Access to 'Public Information' Be?

January 10, 2005 - E-Mall Security Considerations

January 3, 2005 - Dr Peter Stephenson Appointed as New Associate Program Director
of the MSIA

December 20, 2004 - CERTsS and CIRTs:. Homonyms, But Are They Synonyms?

December 6, 2004 - Have Laptop, Will Travel: The Ethics of Network Detection

November 29, 2004 - Airport Safety (6). Costs

November 22, 2004 - Airport Safety (5): El Al

November 15,2004 - Airport Safety {(4). Ethnic_and Racial Profiles

November 8, 2004 - Airport Safety (3). Lists

November 1, 2004 - Airport Safety (2). Papers

QOctober 25,2004 - Airport Safety (1) Names

October 18, 2004 - Secunty and Knowledge Creation

MNetnher 11 2004 - The MSIA Term Paner

http:ll_qrad.norwich.edulmsialdirectorscornerlarchive.ht@t


http://grad.norwich.edu/msia/directorscorner/archive.html

online graduate
programs

5 reasons why this is the right program for you:

1. Curriculum Taught by Dynamic, Industry-
Click here to Leading Faculty

Receive our Information security is one of the fastest-growing areas ﬁnﬁ
Brochure in information technology management, Our = :
coursework is cutting-edge and immediately relevant to - ~
5 your environment, Learn about threats and q l"ll »
or Click Here to vulnerabilities, prevention at the technical and human
Enroll levels, detection, response, and management aspects The NSA has
Today of security. Qur faculty members are some of the most designated Norwich
;ec'zgnfv;eg and:utstandmg ex;;e;ts acrtgss the entire University as a
ield of information assurance, Information assurance
:m education has immediate ROI's to employers and employees alike, You can Cm:::‘:;f:;l::n«
FAQ become one of the well-paid managers with the education and experience you
5 - will earn in the Norwich Online MSIA, while at the same time providing significant Assurance Education.
Inguire Online and immediate returns to your employer. We bring 3 wealth of case studies and

Apply Online personal insights to the program and are comritted to making the MSIA an
exciting and relevant program.

2. Online MSIA Degree in Less Than Two Years
Coursework in the MSIA Online Program takes you 18 months - not five years,
Within two years of the time you start, you will finish the coursework and the two-
week residency, graduate, and become a member of a prolific alumni
organization., Our proven pace and structure allows you to study at a pace that is
manageable for most busy professionals. We know how to help you learn quickly
and efficiently without sacrificing the academic integrity that you have come to
expect from Norwich University,

Mark Starry moves up

3. Convenient Online Distance Learming A€ h'5§°m°a""’ with:a
Created with your busy schedule in mind, the online MSIA combines the quality MSIA dagree.

of traditional master's degree programs with the ultimate flexibility of state-of- —
the-art online distance learning. This online MSIA graduate program reduces Read More »==p
significantly the constraints imposed by scheduled meeting times and specific
classroom locations, The program is capped off with a two-week residency trip in
June to Norwich University, located in the heart of the Green Mountains of Click here to download
Vermont, our Online Grad
Brochures

4. A Fully Accredited Institution with a Long, Deep and Proud History
Norwich University is fully accredited by the New England Association of Schools
and Colleges, Inc. (NEASC), a regional accrediting body. Regional accreditation is
the highest form of accreditation that an institution can receive. Norwich
University has a long, rich heritage and prolific alurmni base, For over 185 years,
Norwich University has been an innovator in education. Norwich is an institution
you can trust and an Institution of which you will be proud to be a part. The MSIA
program will proudly continue in the tradition of Norwich University's standards of
excellence. As our Mission Statermnent commits us to doing, we will ensure that
our graduates can act as well as think about information assurance; that they will
be able to execute the security measures that they conceive; and that they will
indeed be useful citizens of this country and of the world in protecting society
against breaches of information security.

5. Innovative Commitment to Working With Your Employer

Students in the Norwich University online MSIA bring immediate benefits to their
employer as a direct result of their work in the program. All students have written
commitment from their employers to allow non-invasive investigation of
information security issues in their workplace. At the end of each of the six
seminar periods, the students' findings are summarized in professional reports
with recommendations that are submitted to a named individual in each
student's workplace, Morg...

http://www3.norwich.edu/msia/index.html| ¢
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COURSES

This section includes industry courses and course materials for Norwich University
students. Most lectures are available in PowerPoint files; some other documents such
as syllabuses are usually available as PDF files. All students, teachers and others are
welcome to use these course materials for free courses and lectures. If you want to
use this material in paid courses contact me by e-mail for permission to do so.

« Home Page
+« Courses

. CV

+« Cyberwatch
« Ethics

« Security Mgmt
. IYIR

+ Methods

« MSIA

« NWF

+ Opinion

+« Overviews
» Contact info

Industry Courses

The courses in this list were given in industry conferences,
workshops, seminars and in-house training sessions.

New Industry Courses in Courses/Industry section:

« Bugs. Flaws and Features
« Social Psychology and INFOSEC
« INFOSEC UPDATE 2002-03

University and College Courses

The courses in this list were delivered to college and
university students. This section includes courses given at
Norwich University and accessible via the CLIC interface
for students, staff and faculty.

Copyright © 2005 M. E. Kabay. Al righis resened

rhe opimions expressed in any of the Witings on tfes vwWeb site represent the awuthor's
ORIRoNS and do ol necessarily represerd e opinions or postions of Ais employers,
associaies, colleagues, siuaers, relaives, Iriends, or cals.

Updaled 2005-03-07

http://http://www.mekabay.com/courses/index.htm
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INDUSTRY COURSES

The courses in this list were given in industry conferences, workshops, seminars and
in-house training sessions.

« Home Page Phishing -- November 2004

+« Courses

« CV This lecture was delivered to the New England Chapter

+ Cyberwatch meeting of the Information Systems Security Association
« Ethics on 16 Nov 2004 at the Volpe Center in Cambridge, MA. It
+ Security Mgmt looks at the growing problem of fraudulent e-mail & Web

« IYIR scams that trick victims into revealing confidential

+ Methods information that can then be abused by criminals.

+ MSIA PPT PDF

« NWF

« Opinion Assessing and Auditing Internet Usage Policies -
+ OPS Mgmt - April 2004

» Overviews

« Contact info This lecture, delivered to the Institute of Internal Auditors

meeting at Norwich University, looks at how one can
evaluate policies for the appropriate use of e-mail and Web
access in organizations of all types. There is a particularly
intensive look at intellectual property issues in this
presentation.

PPT PDF

INFOSEC UPDATE -- March 2002

This two-day workshop was held as a pre-conference
review at the e-ProtectlT Conference organized at Norwich
University, Northfield, VT. The notes were produced
directly from the IYIR (INFOSEC Year in Review)
database.

PDF

http://http://lwww.mekabay.com/courses/industry/index.htm

-
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ACADEMIC COURSES

The courses in this list were delivered to college and university students. This section
includes courses given at Norwich University and accessible via the CLIC interface for
students, staff and faculty.

« Home Page John Abbott College

e Courses

« CV | taught at John Abbott College (Ste Anne de Bellevue, QC)
« Cyberwatch from 1986 through 1998 as an Adjunct Professor in the

« Ethics Continuing Education Department. We taught two

« Security Mgmt accelerated programs in which | was involved: the JPC

« IYIR (John Abbott Programmers Course) and the TSP

« Methods (Technical Support Program). For more information about
« MSIA John Abbott College click here.

« NWF

« Opinion Norwich University

o Overviews

» Contact info In the fall of 2001 | began teaching full time again; | am

delighted to be back in academia after over 20 years in
industry. Norwich is a predominantly military university
(with a strong contingent of civilian students to keep the
mixture bubbling) and full-time faculty wear a military
uniform. For more information about Norwich click here.

Copyright © 2005 M. E. Kabay. Allrighis reserved

The opinlons expressed in any of the writings on this Web ske represent the author’s
opinions and do not necessanly represent the opinions or positions of his employers,
associates, cofleagues, students, reiatives, friends, or cats

Updated 2005-03-01

-
-

http://http://www.mekabay.com/courses/academic/index.htm g
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John Abbott Courses

| taught at JAC from 1986 through 1997 and enjoyed the program and the students

immensely.
Here are three of the courses that | hope will be useful to others even today, a

decade later.

+« Home Page Data Communications

« Courses This short course introduces the basic concepts of this

« CV subject and has lots of diagrams and simulations that other

+ Cyberwatch instructors may find helpful when creating their own course

« Ethics materials.

« Security Mgmt

+ IYIR Quality Assurance

« Methods A three-day introduction to software QA.

« MSIA

+« NWF The Art of Technical Support

. G—Elniﬁn This series of lectures looks at a wide range of topics that

+« Overviews underly effective technical support delivery and

« Contact info management. The review guestions were used for quizzes
and exams.

Copyright © 2005 M. E. Kabay. All rights reserved.

The opinions expressed in any of the wiitings on this Web site represent the awhor's
Opinions and oo not necessarly represent the opinions or posiions of his employers,
assoclates, colieagues, students, relaives, frends, or cals.

Updated 2004-04-05

http://http://www.mekabay.com/courses/academic/jac/index.htm.
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Data Communications

A short troduction to basic concepts and termunology.

+ Home Page 01 Overview PPT PDF

o Courses 02 Telephony PPT FPDF

« CV 03 Basics of digital communications PPT PDF
+ Cyberwatch 04 Standard Interfaces & Transmussion PPT ~ PDF
« Ethics 05 Efficiency PPT  PDFE

« Security Mgmt 06 Security PPT PDF

o IYIR 07 Architecture and protocols FPT  PDF

« Methods 08 Data transport PPT  PDF

« MSIA 09 Network management PPT PDF

« NWF 10 Digital telecommunications PPT PDF

+ Opinion 11 Cyberspace PPT PDF

« Overviews
« Contact info

Copyright © 2005 M E. Fabay. Al rights reserved

The opinfons expressed in any of the writings on this Web site represent the author ‘s opinfons and
do nof mecessarily represent the opinfons or positions of his emplopers, assochates, colleagues,
students, relathees, friends, or cafs,

Updeated 2004-04-05

http://http://lwww.mekabay.com/courses/academic/jac/DC/index.ht
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NORWICH UNIVERSITY COURSES

The courses n tlhus hist were delivered to college and umversity students. This section
includes courses given at Norwich Unmversity and accessible via the CLIC interface for
students, staft and faculty

+ Home Page CJ 341 Cybercrime

o Courses

« CV This course looks at crime mvolving computers and networks.

+ Cyberwatch Emphasis 1s on the legal and forensic aspects of cvbercrime.

+ Ethics The course was taught n the Fall 2001 semester m the Crummal
o Security Mgmt Justice Department.

« IYIR

s Methods IS 130 Introduction to Computers and Programming
o MSIA

o News This course mtroduces basic programming concepts and

« NWF supplements the textbook material with overviews of modem

« Opinion information technology applications and careers. This course

« OPS Mgmt was taught in the Fall 2001 semester of the Computer

o Overviews Information Systems Department by Professors Ronner and

« Contact info Kabay.

IS 240 Infroduction to Database Management
Svstems

This course mtroduces the concepts and terminology of DBMS
(database management systems) usmg MS-ACCESS database
tools. Students learn to use effective data analysis methods to
devise database schemas, then implement thew schemas by
building live databases and related application functions such as
queries, forms and reports.

IS301 Software Engineering

This course presents a broad perspective on software
engineering through the entire system development life cvcle
with special emphasis on svstems requurements analyvsis and

http:Ilhttp:IIwww.mekabav.comlcourseslacademiclnorwichlindex.htm@é
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IS 340 Introduction to Information Security
Assurance

This course 15 an overview of all aspects of information security
today, including fundamental concepts and definitions.
cyvbercrime techniques, malicious software, human factors,
phvsical security, network and communications security,
crvptography, law and policy and information warfare.

IS 342 Management of Information Assurance

This course examnes management aspects of mformation
assurance. mncluding standards for secunity products, policy
auidelines, security awareness, ethical decision-making,
emplovment practices and policies, operations security and
production controls, e-mail and Internet use policies, working
with law enforcement, using social psychology to implement
security policies, and auditing computer security. The course
includes sections on detection of security breaches, methods of
remediation such as computer emergency quick-response teams,
backups and archives, business continuity planning, disaster
recovery planning and msurance. Students examine fundamentals
of management responsibilities and habilities and risk
assessment methodologies. The course ends with a review of
current hot topics in the field such as medical records secunitiy,
censorship, privacy, and anonvmity.

http:/lhttp://www.mekabav.comlcourses/academic/norwich/index.htm@é
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IS 340A Introduction to
Information Assurance

Fall 2004 semester
MW F 09:00-09:50

Dewey 108

« Home Page Course description

e LOUISeS

o CV Description of the course mcluding academic

o Cyberwatch requirements. (PDF)

o Ethics

» Security Svllabus

Mgt

o IYIR List of topics for each of the class meetings. (PDF)
o Methods

o MSIA Lecture notes

o NWF

o Opinion PowerPomt files with the class lecture notes. (PPT)
o Overviews

Contact info

°

http://http://lwww.mekabay.com/courses/
academic/norwich/is340/index.htm f@
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IS 340A -- Intro to IA -- Lectures

PowerPoint Files for Classroom Lectures

Anvone may use this material freely for non-commercial purposes including teaching in
universities, colleges, schools, associations and for infernal traming m corporations. No one
may post copies of these files on the Web. All other uses require written pernussion of the
author. In particular, these materials mayv not be used bv for-profit organmizations for external
traming (1.e., for paid courses) or in conferences where speakers are paid for thew services
without written permussion from the author. Copyright violators will be pursued to the full
extent of the law.

Home Page All files are PowerPoint presentations.
Courses

cv UPDATED 2004

Cyberwatch

Ethics (01 Introduction

Security Mgmt

IYIR 02 Historv & Nhsgsion of INFOSEC
Methods

MSIA Files 03 Cvberspace Law & Computer Forensics

NWE
Opinion 04 Taxonomy of Computer Security Incidents

Ops Mgmt
Overviews

Contact info

05 The Parkenrnian Hexad

06 Psvchologv of Computer Crinunals

07 Information Wartare

08 Penetrating Computer Svstems & Networks

(09 Malicious Software

12 Demal of Service

15 E-Clommerce Securitv

16 Phvsical & Facilities Securitv (1)
http://http://lwww.mekabay.com/courses/
academic/norwich/is340/lectures htm
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18 Phvsical & Facilities Securitv (2)

19 Identification & Authentication

21 Operating Svstem Securitv

22 LANS

23 Furewalls

24 Internet-visible Svstems

25 Cryptography (1): Fundamentals

27 Cryptography (2): Stronger Algorithms & the PKC

28 Crvptographv (3): PGP & GPG

29 Crvptographv (4): PKI

30 Anti-Malware

31 Vulnerability Assessment and Intrusion Detection

35 Backups

36 Disaster Recoverv Planninge

EXTRA from previous yedars:

Ethics & Privacy

Quality Assurance & Security

http://http://lwww.mekabay.com/courses/
academic/norwich/is340/lectures htm
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1IS342 Management of IA -- Spring 2005

Lecture Files including Homework.

These files are used m classroom lectures and also contain homework instructions. Chapter
numbers refer to the Computer Security Handbook, 4th Edition (2002: Bosworth & Kabay,
eds.. Wiley & Sons).

Home Page
Courses

cVv
Cyberwatch
Ethics
Security Mgmt

IYIR
Methods
MSIA

Opinion
Overviews
Contact info

Back to IS342 Home Pagze

Lecture 1 had no slides.

-

8

- Ch 27 -- Standards for Securitv Products
Ch 28 -- Secunity Policy Gadelmes
Ch 29 -- Secunty Awareness
Ch 30 -- Etlucal Decizsion Makig and High Teclhnology
Ch 31 -- Emploviment Practices and Policies
Ch 32 -- Operations Secunity and Production Controls
Ch 33 -- E-mail and Interet Use Policies

9: Ch 34 -- Workine with Law Enforcement

10: Ch 35 -- Usme Social Psvchologv to Implement Security

Policies

11: Ch 36 -- Auditme Computer Security

12: Ch 37 -- Vulnerability Assessment and Intrusion Detection
Systems

http://http://www.mekabay.com/courses/

academic/norwich/is342/Lectures/index.htm

¢
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13:

14

15

16:

17:

18:

19:

Ch 38 -- Momitoring and Control Systems

Ch 39 -- Application Controls

- Ch 40 -- Computer Emergency Quick-Response Teams

Ch 41 -- Data Backups and Archives
Ch 42 -- Busmess Continuity Planning
Ch 43 -- Disaster Recovery

Ch 44 -- Insurance Relief

- Ch 45 -- Management Responsibilities and Liabilities

- Ch 46 -- Developing Security Policies

- Ch 47 -- Risk Assessment and Risk Management

- Ch 48 -- Y2K: Lessons Leamned for Computer Security
- Ch 49 -- Medical Records Security

25: Ch 50 -- Using Encrvption Internationally

- Ch 51 -- Censorship and Content Filtering

- Ch 52 -- Privacy

7: Ch 53 -- Anonvmuty and Identity in Cvberspace

- Ch 54 -- The Future of Information Security



Cyberwatch

Practical advice for novices and families on protecting themselves and their children
against harm on the Internet

« Home Page Cyber-Safety for Everyone: from Kids to Elders. (FDF)
¢ LOUIrses
« CV This booklet was distributed to everyone at Norwich University
¢ Cyberwatch in August 2002. It includes all of the above articles in updated
+ Ethics form plus additional maternal. Everyone is welcome to
+ Security Mgmt download this PDF file and print the pages for non-
« IYIR commercial use
« Methods
- MSIA
- NWF
+ Opinion Individual Topics From An Earlier Series of Articles
+ Overviews
+ Contact info Pedophiles on the Internet
online Dati
Hate Groups

Pornography Online

Bad Information from the Web and the 'Net

Hoaxes and Myths Online

Virus Hoaxes

Threats to You and to Others

Chain Letters and Ponzi Schemes

Get Rich Quick? Not likely.

Don't Steal Software. Music and Video

Plagiarism Online

Criminal Hacking and Your Kids

http://http://www.mekabay.com/cyberwatch/index.htm ¢



http://www.mekabay.com/cyberwatch/index.htm
http://www.mekabay.com/cyberwatch/index.htm

Ethics

Papers discussing ethical principles applied to the use of computers and communications
technology .

- Home Page Hackers are Enemies HTML PDF

+ LOUrses

« CV Don't believe people who make unauthorized access into a
« Cyberwatch game .

+ Ethics

+ Security Mgmt Making Ethical Decisions HTML  PDF

+ IYIR

+« Methods How do adults and children learn to figure out what makes
« MSIA ethical sense when confronted with complicated questions?
« NWF This primer teaches people simple principles for thinking

+« Opinion about ethics.

+ QOverviews

+ Contact info Napster Cantata HTML  PDF

Wyondering if you are doing the right thing by making copies
of CDs, records and DVDs? Here's some straight talk about
Intellectual property theft.

Totem and Taboo in Cyberspace: Integrating
Technology into our Moral Universe HTML
PDF

This 15 a more serious paper for adults {although lkids are
welcome to read it too) explaining the importance of
establishing normative values to govern the use of computers
and communication technology .

Why Kids Shouldn't Be Criminal Hackers
HTML PDF

For children, teachers and parents who are interested in
understanding how criminal hackers are lying to kids by
claiming their illegal activiies are harmless

http://http://www.mekabay.com/ethics/index.htm
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INFOSEC MANAGEMENT

This section includes papers from a variety of sources that bear on the management of
information security.

+ Home Page Video Reviews

& L DLl S5es

¢ CV The wideo reviews include page-long summaries and evaluations
o Cvberwatch of some excellent awarness and training films available on VHS
+ Erthics and DVD.

o Security Mgt

« VIR E-mail secwrity HTML PDF

+ Methods

« MSIA Entitled, "E-Mail and the Internet: Unexpected Security Risks,"
« NWF this short (2-page) 1995 paper explains to managers what they
+ Opinion ought to be thinking about as they implement corporate e-mail
e Overviews through the Internet.

+ Contact info

Implementing Computer Secuwrity HTML PDF

Subitled, "If Not Now, When?" this little paper reviews key threats
to information and urges managers not to wait in developing and
implementing security policies.

Securing Yowr Business in the Age of the Internet
HTML PDF

Five pages this time to convince your bosses to pay attention to
INFORSEC.

Security on a Budget PDF PPT NP3

A~40-minute lecture on the key elements of managing
information security effectively. Delivered via Vermont
Interactive Television to an audience in Germany at a conference
sponsored by Network World Deutschland in December 2002 If
wou would like to hear the lecture as well as see the slides, you
can download the MP3 file (~ 8MB) and move through the
slideshow as you listen to the sound. The first 7.5 minutes are in
German, so you can skip ahead if you want to start with the
English section.

http://http://www.mekabay.com/infosecmgmt/index.htm =
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Social Psychology and INFOSEC: Psyvcho-Social
Factors in the Implementation of Information Secwrity
Policv. HTML PDF PPT

This paper was first delivered at the 16th National Computer
Security Conference in 1993, where it was accorded one of the
two Best Paper awards. This version has been updated and was
published as Chapter 35 of the Computer Security Handbook,
4th Edition.

Stopping Chain Letters and Hoaxes on the Internet
HTM PDF

This was originally a response to a friend who kept sending jokes,
frightening rumors and virus hoaxes to everyone she knew with
instructions to send the jokes, frightening rumors and virus
hoaxes to everyone they knew and so on ad nauseam. Now return
to the beginning of this description and read it again  And again.
And . .

What's Important for Information Security: A
Manager's Guide HTNMIL PDF

Yet another attempt to reach managers who are not interested in
security.
Copyright © 2005 M, E, Kabay. All vights reserved.

The opirions expressed n any of the writings on this Web site represent the author s opirions
and do not necessavily represent the opinions or positions of his emplovers, associotes
colleagues, students, relatives fiends, or cats.

http://http://lwww.mekabay.com/infosecmgmt/index.htm ¢
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INFOSEC YEAR IN REVIEW

Thug project started m 1995 when I was asked to prepare an update for graduates of the
mformation secunty courses I taught at the Institute for Government Informatics Professionals
under the aegis of the Umiversity of Ottawa. I keep a databasze of mteresting or significant
events m INFOSEC, create or use (with pernussion) an abstract of the 1zsue, add keywords,
clagsify the case according to a typology that has been evolving over the years and then
publish a report every vear to help anyone mterested m locating key developments across the
field of mformation security.

The database of abstracts 15 available as a MS-Access .MDB file and m compressed form as
a WmZIP file.

The reports are available in Acrobat PDF. The codes file shows how the mcidents are
orgauzed.

Starting m 2004, a team of students began helping me with the data collection with research
funds drawn from the MSIA program. These students include team leader Karthik Raman and
members Erenar Eomom and Ifan Seluc.

+ Home Page YEARLY REPORTS (PDF):
¢ L'ONMIses

« CV 2003 2002 2001 2000

¢« Cvberwatch

o Ethics 1999 1998 1997 1996 1995
+ Secmity Mgnt

« INIE

+ Methods

« NWF MS-Access Database

O LIt Abstracts (as of 2004-10-31):
+ Overviews

RS Database (MDB) 8 MB

Database (MDB in .ZIP) 2.5 MB

Codes ONLY (taxonomy)

http://http://www.mekabay.com/iyir/index.htm E@
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B = == InfoSec Year in Review = = = - [IYIR]

[Z Eile Edit View Insert Format Records Tools Window Help l'ype a question for help =i_ @ X

E- SRV IR <@ HU TEY AP L0 @,

P[ Daie |1996-12-2C Keys|net filter censorship Select [34.1  Exta | D [4249 2
From [INetly MNews http://cgi pathfinder.com /netly/editorial /0,1012,453,00.htm] Vohme | #|

bzt |In July 1996, Declan McCullagh and Brock Meeks, authors of the aggressively confrontational and
always interesting " Cyberwire Dispatch,"” revealed the hidden political agenda of Solid Oaks
Software, makers of the CyberSitter net filter. Seems the lightly-encrypted list of forbidden sites
|included not only pornography purveyors but also the Web page for the National Organization of
Women, the International Gay and Lesbian Human Rights Commission, and even of sites critical of =
CyberSitter and Solid Oaks. In December 1996, McCullagh reported on the responses of Brian
Milburn, President of Solid Oak Software. In quick succession, he and his lawyers

* accused the writers of decompiling his copyrighted software in violation of the Solid Qak copyright
and threatened criminal prosecution {never materialized);

* demanded that several Web sites critical of their product be shut down and the Web site managers
expelled from their ISPs.

Think twice about what kind of automated controls you choose to put on your computers. You may
|he filtering more than you thought you would.

Racord: 14| « | FRCN TN d| | _’lJ
Location in InfeSec Year in Review UM Y

INFOSEC Year in Review Database

B = == InfoSec Year in Review = = = - [IYIR]

CZ File Edit View Insert Format Records Tools Window Help l'ype a question for help =i_ @ X

E-H8 S8RV iR <@ HU I TYHY MDD 0 EJ,

» Dm|2004—12—12 Keys |data mining law enforcement research money launder  Select | Exira | I |T242 =
From [NTY'T' http: / fwrerw nytimes.com/2004,/12/12 /politics/ 12finance html Vohme | #|

fbst|According to Eric Lichtblau, writing for the New York Times in December 2004, DHS (Department =
of Homeland Security) reported that the ICE (Immigration and Customs Enforcement) is studying a
British database and program for data mining in financial transactions. The database from World-

Check tracks a variety of financial crimes based on open-source information including 140,000 public
sources; it already has information about roughly 250,000 people and firms with suspected ties to —
[terrorist financing, drug trafficking, money laundering and other financial crimes."

.
Record: 14 4 | gzga b | w|ew] of 5204 — | | _’lJ
ummary suitable for quoting UM Y

| | \
I Record: 14] 4 || 5204 _» | wi|vw| of 5204




METHODOLOGY

Methods for analyzing non-quantitative data, understanding crune stafistics, and others.

+ Home Page

o Comrses

+« CV

+ Cvberwatch

» Ethics

o Secmity Nzt

+ IYIR

+ MNethods

« MSIA

« NWF

+ Opinion

+ OPS Mzt
+« Overviews
+ Contact info

Brute-Force Cracking Estimation XLS

Tlug hittle spreadsheet lets yvou enter the number of positions m a
key. the number of values per position, and the number and
speed of processors aftacking the keyspace. It computes the
maxumm fune required for brute-force cracking of the enfire
keyepace measured m geconds, hours, davs, vears or muverse-
lifetunes.

CATA: Computer-Aided Thematic Analysis (TM) PDF
HTML

An easy method using a spreadsheet to izolate facts. ideas,
opunons and feelngs mto fhemes and then orgmuze these themes
mto a coherent structure without having to unpose an extrinsic
framework on them. Useful for all students and researchers.

For a gmded tour of the method with voice commentary. click
here to download a PPT (PowerPoint) file with narrated shdes
(~7 MB) and then play the shde show (press F35) with your
computer ound enabled.

If yvou prefer, yvou can download the same PPT file compressed
mto a WinZIP file (~3 MB )by clicking here.

Organizing and Safeguarding Information on Disk PDF
HTNML

How can yvou organize nformation on yvour hard disk and on
vour desktop for easy retrieval? What are some easy steps you
can take to safeguard your precious information agamnst
accidents? Tlus paper has lots of screen shots to illustrate sunple
principles that can help yvou manage your computer files and
programs.



Instructional Files from the MSIA

These files were created over many years for various courses by M. E. Kabay,
PhD, CISSP and adapted for use in the Master of Science in Information
Assurance by adding narration.

The lectures are part of Seminar 2 in the VISIA Program.
Home Page
Courses These narrated PowerPoint files are compressed using

cv
Cyberwatch
Ethics
Security Mgmt
IYIR

Methods

MSIA

NWF

Opinion

Overviews

Contact info

WinZIP to save download time; open with WinZIP and
run the PPT files as slide shows with sound enabled.

Organizational Psychology lectures:
Complete lecture in ZIP file (15.7 MB)

For those with slower connections:
Part 1 (Social dynamics, locus of control) (2.5 MB)
Part 2 (Attribution theory) (1.9 MB)

Part 3 (Social cognition) (2.8 MB)

Part 4 (Errors of judgement, beliefs & attitudes) (.8 MB)
Part 5 (Prejudice, conformity, compliance, obedience)
(2.9 MB)

Part 6 (Social loafing, polarization, groupthink) (1.4 MB)
Part 7 (Personality types & adaptation) (4.2 MB)

Management Skills:
Complete lecture in ZIP file (12.7 MB)

For those with slower connections:

Part 1 (Mlanagement styles -- Hawthorne Effect, Theories
X, Y, Z; Maslow's hierarchy of needs) (2.5 MB)

Part 2 (Good management style) (6.1 MB)

Part 3 (Creating & maintaining a good team) (4.4 MB)

http://http://www.mekabay.com/msia/public/index.htm c@’é
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Leadership:
Complete lecture in ZIP file (24.9 MB)

For those with slower connections:

Part 1 (Infrastructure for good meetings) (2.7 MB)

Part 2 (Ground rules for meetings) (6.4 MB)

Part 3 (Presenting information effectively) (3.4 MB)
Part 4 (Presenting information -- cont'd) (3.4 MB)

Part 5 (Analytical tools: Real-Time Notes, brainstorming,
Computer-Aided Consensus, Post-It Cluster Analysis,)
(5.6 MB)

Part 6 (Analysis cont'd: Functional-Matrix Analysis,
Computer-Aided Thematic Analysis) (3.8 MB)

The following two lectures are small enough not to have
to be subdivided.

Working with Vendors (5.5 ME)

Solving Problems (4.5 MB)

Copiright @ 2005 M. E. Kabay AN nghls reseived.

The opinions expressed I any of the writings on this Web site represent the author’s
opinions and do not necessanly represent the opinions or positions of his emplovers,
associales, colfeagues, students, relatives, friends enemies, cals, dog or plants.

Updated 2005-03-01



NetworkWorldfusion == -

HOME WHITE PAPERS SPECIAL REPORTS i= EVENTS WEBCASTS i BOOKS/TRAINING i VENDOR VIEW
RESEARCH CENTERS Enterprise / Newsletter Archives
Apphcations =
Careers S t
Convergence ecurl y b
Data Center
P Stealth mode utilities, Part 2 Search Security
Net/Systems Mgmt. 03/17/05 I

N » o

foses In my last column, | described the “privacy” software | came

Outsourcing

Routers/Switches across. It includes stealth capabilities to conceal the

Security presence and operation of the program from system ... M. E. Kabay, Ph.D., CISSP,
Service Providers is Associate Professor of
Seadisionss Stealth mode utilities, Part 1 llqnof?‘[‘ fl'gﬁt;jr:vf*e’igﬁfya?rfe at
orage 03/15/05 : !
t';::/ffc”':::me Some years ago | was looking at privacy-protection Northfield, Vt. M',C‘h can be
R Al software and ran across an interesting note on the Web re,a‘:he_d by e-mail and his
page of a particular product (the specific product is not Web site.
SITE RESOURCES the ...
Daily News For information about
Newsletters Norwich's 18-month online
This week in NW ?33?30P5ython alum promotes data backups el il
;z::f/: it My friends know that | am a fanatic about Monty Python; Information assurance
Opinion indeed, just before writing this article | showed another in ~ Management, visit 1ol
£ orims the original Monty Python series at the ... e
Special Issues
How: to/Primers Understand the business case for security Sign up for Security and
Case Studies 03/08/05 other free newsletters.
E‘:é:;;kp:;z My friend and colleague Don Holden, adjunct professor of
IT Briefings information assurance in the MSIA Program at Norwich
University, is also an experienced security ...
[ XML 3 P Y
An unwanted RAID conversion
Laye 03/03/05
In the past months, | have been having a terrible time with my Compaq Presario 8000T
* Pixar: Coolest computer.
office ever
: US';' % IT play USB flash drives spreading like mushrooms
Bt 03/01/05

In recent articles, I've looked at how USB flash drives with biometric authentication and
NETWORKING access controls can be helpful in a range of applications. But what if ...
SMALL BUSINESS

TODAY'S NEWS Applications of biometric flash drives
* Offsite security 02/24/05

complicates In my last article, | described the ClipDrive Bio, a family of USB flash drives with an v
|

http://www.nwfusion.com/newsletters/sec/index.html g
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OPINION

Intended to provoke thoughtful response.

L ]

Home Page
Courses
CV
Cvberwatch
Ethics

Security

N omt

|

*

IYIR
Methods

MSIA
NWF
Opinion
Overviews

(Contact info

http://http://www.mekabay.com/opinion/index.htm

A Rant About INFOSEC: A Securnity Veteran m a
Bad Mood Dumps on Evervone HTML PDF

INFOSEC, Quality Assurance and Extortion:
Professional v unprotfessional (ethical v unethucal)
wavs of reporting a bug or tlaw m commercial
software. HTML PDF

On Not Knowing: Embracing the Opportunty to
Learn. HIML PDF

On Writing in a Graduate Program: Thoughts
about writing well, citing sources, and editing one's
work

HTML PDF

Prisoner Abuse: The Blame Game

[« 1t reasonable to fix blame for abuse of Iraq1 and
Afgham prizoners soley on mdividual zoldiers?
HTML PDF

Time for Industry to Support

Academic INFOSEC:

Why mdustry should band together to sponsor
supplementary salares for mformation security

professors (a self-gerving opuion 1f [ ever saw one).

HTML PDF

-
—-
-
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OVERVIEWS:
WHITE PAPERS

These are ntrocductions to or overviews of various topics m information
technology and especially mformation secunity.

» Home Page

e Courses
o CV

e Cyvberwatch

o Ethics

o Security
Nt

e I1YIR

o MNlethods

o NISIA

e NWF

o Opinion

e Overviews
o Contact info

Computer Security Handbook, £th Edition.

Bosworth, Sy & M. E. Kabay (2002), eds. Wiley.
[SBN 0-471-41258-9. 1184 pp. Index.

Anonymity and Pseudonymity in
Cyberspace HTML PDF

Thus scholarly paper was presented at the 1998 Annual
Conference of EICAR, the European Institute for
Computer Antivirus Research. The abstract begins as
follows:

The growth of the Internet has increased the use of
anommity and pseudomvmity in electronic
commumnications. How can Internet users preseirve the
benefits of privacy while fighting the abuses of a few
anomymous and pseudonmymous people? In the real
world, identity resides in the wayvs that an individual
is recognised and held responsible for her actions; in
cvberspace, identity is potentially just a user-ID.
Social psyvchologists have found that anomvmity can
contribute to deindividuation -- a state of loss of self-
awareness, lowered social inhibitions, and increased
impulsivity.

http://http://www.mekabay.com/opinion/index.htm ¢
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Careers in information security HIML PDF

Tlus paper started as a response to a student who asked
me about how to get mto secunty ag a profession

Eternity in Cyberspace HTML PDF

Thig paper reviews some of the practical measures to
take to ensure that arcluved digital mformation will
contme to be avalable despite rapad technoloaical
changes m mformation technology.

Information Security Resowrces for Professional
Development PDF

Tlug paper answers questions from readers, students
and educators and provides extensive hyperlnks to
mformation securty resources online as well as lists of
suggested readings for begmmers and more advanced
learmers.

Information Warfare (1995) HIML PDF

This 1 a chapter from my 1996 textbook, The NCSA
Guide to Enterprise Security. The chapter 1s dated but
still nzeful ag an overview of the 1gsues surroundmg the
use and targeting of mformation systems and
teleconumucations m warfare.

Medical Informatics Security  HITML PDF

Information assurance m the health-care field has
particular problems. Tlus overview discusses some of
the 1ssues and possible solutions.

http://http://www.mekabay.com/opinion/index.htm
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A Primer on Public Key Infrastiucture (2004)
HITML PDF

A bnief look at the public key cryptosystem and the
mfrastcture that allows pubhic keys to be bound with
confidence to particular people (or orgamzations or
maclunes). Particularly helpful for people who are new
to PGP or other digital signature systems and who are a
bit fuzzy on just why people are refusing to sign thewr
public key through e-mal commuucations alone.

Programming for Security (2004)
HIML PDF

Thus arficle reviews some sunple prmciples for avoiding
obvious secwity blunders when designing and writing
programs.

Using PGP
PPT

Thus narrated PowerPowt presentation 15 an extract from
a lecture m the MSIA course. It reviews how PGP 18
used for chaital signatures and encryphon and also walks
tlrough creatng a PGP keypau. Once you download
and open the file, press function key 5 (F5) to start the
narrated show.

Copyright © 2005 M. E Kabay. All rights reserved.

The opinions expressed in any of e writings on this Web sl rapresent the aufhor s
spinions and do nof necessarily represent e opinions or posifions of his employers,
associales, colleagues, students, relafives, Friends, or cafs.

Updated 2005-03-01
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