






































































































Who’s on First in the Age of Computers 
 

If Bud Abbott and Lou Costello were alive today, their famous sketch, “Who’s on First?” might have turned out 
something like this: 

(Costello calls to buy a computer from Abbott) 

Abbott: Super Duper computer store. Can I help you? 

Costello: Thanks. I’m setting up an office in my den and 
I’m thinking about buying a computer. 

Abbott: Mac? 

Costello: No, the name’s Lou. 

Abbott: Your computer? 

Costello: I don’t own a computer. I want to buy one. 

Abbott: Mac? 

Costello: I told you, my name’s Lou. 

Abbott: What about Windows? 

Costello: Why? Will it get stuffy in here? 

Abbott: Do you want a computer with Windows? 

Costello: I don’t know. What will I see when I look at the 
windows? 

Abbott: Wallpaper. 

Costello: Never mind the windows. I need a computer 
and software. 

Abbott: Software for Windows? 

Costello: No. On the computer! I need something I can 
use to write proposals, track expenses and run my 
business. What do you have? 

Abbott: Office. 

Costello: Yeah, for my office. Can you recommend 
anything? 

Abbott: I just did. 

Costello: You just did what? 

Abbott: Recommend something. 

Costello: You recommended something? 

Abbott: Yes. 

Costello: For my office? 

Abbott: Yes. 

Costello: OK, what did you recommend for my office? 

Abbott: Office. 

Costello: Yes, for my office! 

Abbott: I recommend Office with Windows. 

Costello: I already have an office with windows! OK, let’s 
just say I’m sitting at my computer and I want to type a 
proposal. 

What do I need? 

Abbott: Word. 

Costello: What word? 

Abbott: Word in Office. 

Costello: The only word in office is office. 

Abbott: The Word in Office for Windows. 

Costello: Which word in office for windows? 

Abbott: The Word you get when you click the blue “W”. 

Costello: I’m going to click your blue “w” if you don’t 
start with some straight answers. OK, forget that. Can I 
watch movies on the Internet? 

Abbott: Yes, you want Real One. 

Costello: Maybe a real one, maybe a cartoon. What I 
watch is none of your business. Just tell me what I need! 



Abbott: Real One. 

Costello: If it’s a long movie, I also want to watch reels 2, 
3 and 4. Can I watch them? 

Abbott: Of course. 

Costello: Great! With what? 

Abbott: Real One. 

Costello: OK, I’m at my computer and I want to watch a 
movie.   What do I do? 

Abbott: You click the blue “1”. 

Costello: I click the blue one what? 

Abbott: The blue “1”. 

Costello: Is that different from the blue w? 

Abbott: The blue “1” is Real One and the blue “W” is 
Word. 

Costello: What word? 

Abbott: The Word in Office for Windows. 

Costello: But there are three words in “office for 
windows”! 

Abbott: No, just one. But it’s the most popular Word in 
the world. 

Costello: It is? 

Abbott: Yes, but to be fair, there aren’t many other 
Words left. It pretty much wiped out all the other 
Words out there. 

Costello: And that word is real one? 

Abbott: Real One has nothing to do with Word. Real 
One isn’t even part of Office. 

Costello: STOP! Don’t start that again. What about 
financial bookkeeping? 

You have anything I can track my money with? 

Abbott: Money. 

Costello: That’s right. What do you have? 

Abbott: Money. 

Costello: I need money to track my money? 

Abbott: It comes bundled with your computer. 

Costello: What’s bundled with my computer? 

Abbott: Money. 

Costello: Money comes with my computer? 

Abbott: Yes. No extra charge. 

Costello: I get a bundle of money with my computer? 
How much? 

Abbott: One copy. 

Costello: Isn’t it illegal to copy money? 

Abbott: Microsoft gave us a license to copy Money. 

Costello: They can give you a license to copy money? 

Abbott: Why not? THEY OWN IT! 

                        (A few days later) 

Abbott: Super Duper computer store. Can I help you? 

Costello: How do I turn my computer off? 

Abbott: Click on “START”....... 

__________________ 

Abbott and Costello, American comedy duo of William Abbott (1895–1974) and Louis Cristillo (1906–1959), who adopted the stage name 
Costello. Having formed a successful vaudevillian stage act during the 1930s, Abbott and Costello went on to make a number of films 
together between 1940 and 1956 that showcased their routines. 

With Costello as the comedian and Abbott in the role of straight man, the couple proved to be a major box-office attraction. Their films 
include Buck Privates (1941), Ride 'Em Cowboy (1942), Lost in a Harem (1944), Abbott and Costello Meet Frankenstein (1948), and Abbott and Costello 
Meet the Mummy (1955). 

Microsoft ® Encarta ® Reference Library 2005. © 1993-2004 Microsoft Corporation. All rights reserved. 



































Transcript of recent call to Brussels Police 

Department: 
 

"Brussels police department, how may I assist you?" 
 

"Uh..  yes..  I just got hit in the face with a cream pie." 
 
"Okay, sir.  Have you called the Brussels police department before?" 
 

"No" 
 
"Well, let me get a little information about you for our records.  Your 
name?" 
 

"Bill Gates" 
 
"Country?" 
 

"The USA" 
 
"Native language?" 
 

"English" 
 
"Okay, sir.  Your police department ID number is BP31415927.  Please 
use this number the next time you call.  Now, you say you were hit in 
the face with a pie? 
 

"Yes, I was just about to meet with the Belgian Prime Minister.  
One person distracted me while another hit me with a cream pie." 
 
"We've had other customers report that they were hit in the face with a 
custard pie.  Are you sure it was a cream pie?" 



 
"Well, I have white stuff all over my face and I don't see any 

custard, so I really don't think it was a custard pie." 
 
"Have you visited the Prime Minister before?" 
 

"Yes" 
 
"Were you hit in the face with a pie then?" 
 

"No" 
 
"Hmm...  have you visited any other Prime Ministers in the past 
month?" 
 

"Yes" 
 
"Any pies then?" 
 

"No" 
 
"Okay, well..  let's try something.  Go outside the building and come 
in again.  I'll wait." 
 

"Just a minute.." <several minutes pass> "Okay, I'm back." 
 
"Did you get hit by another pie?" 
 

"Of course not" 
 
"Well sir, I don't know what could have caused the first pie, but it 
looks like things are working fine now.  I'll make a note of the 
problem, though.  If it happens again, please note the exact details of 
the situation and call us again.  Thank you for calling the Brussels 
Police Department." <click> 



















25 interesting things about computers  
that you learn in the movies.... 

 

1.  Word processors never display a 
cursor. 
 
2.  You never have to use the spacebar 
when typing long sentences. 
 
3.  All monitors display 2-inch high 
letters. 
 
4.  High-tech computers, such as those 
used by NASA, the CIA, or some such 
governmental institution, have 
easy-to-understand graphical 
interfaces. 
 
5.  Those that don't will have 
incredibly powerful text-based 
command shells that can correctly 
understand and execute commands 
typed in plain English. 
 
6.  Corollary:  You can gain access to 
any information you want by simply 
typing "ACCESS ALL OF THE 
SECRET FILES" on any keyboard. 
 
7.  Likewise, you can infect a computer 
with a destructive virus by simply 
typing "UPLOAD VIRUS." Viruses 
cause temperatures in computers, just 
like they do in humans.  After a while, 
smoke billows out of disk drives and 
monitors. 
 

8.  All computers are connected.  You 
can access the information on the 
villain's desktop computer, even if it's 
turned off. 
 
9.  Powerful computers beep whenever 
you press a key or whenever the screen 
changes.  Some computers also slow 
down the output on the screen so that 
it doesn't go faster than you can read.  
The *really* advanced ones also 
emulate the sound of a dot-matrix 
printer as the characters come across 
the screen. 
 
10.  All computer panels have 
thousands of volts and flash pots just 
underneath the surface.  A bright flash, 
a puff of smoke, a shower of sparks, 
and an explosion that forces you 
backward indicate malfunctions.  See 
#7, above) 
 
11.  People typing away on a computer 
will turn it off without saving the data. 
 
12.  A hacker can get into the most 
sensitive computer in the world before 
intermission and guess the secret 
password in two tries. 
 
13.  Any PERMISSION DENIED has 
an OVERRIDE function. 
 



14.  Complex calculations and loading 
of huge amounts of data will be 
accomplished in less than three 
seconds.  In the movies, modems 
transmit data at two gigabytes per 
second. 
 
15.  When the power plant/missile 
site/whatever overheats, all the control 
panels will explode, as will the entire 
building. 
 
16.  If you display a file on the screen 
and someone deletes the file, it also 
disappears from the screen.  There are 
no ways to copy a backup file -- and 
there are no undelete utilities. 
 
17.  If a disk has got encrypted files, 
you are automatically asked for a 
password when you try to access it. 
 
18.  No matter what kind of computer 
disk it is, it'll be readable by any 
system you put it into.  All application 
software is usable by all computer 
platforms. 
 
19.  The more high-tech the 
equipment, the more buttons it has.  
However, everyone must have been 
highly trained, because the buttons 
aren't labeled. 
 
20.  Most computers, no matter how 
small, have reality-defying 
three-dimensional, real-time, 
photo-realistic animated graphics 
capability. 

21.  Laptops, for some strange reason, 
always seem to have amazing real-time 
videophone capabilities and the 
performance of a CRAY-MP. 
 
22.  Whenever a character looks at a 
VDU, the image is so bright that it 
projects itself onto his/her face. 
 
23.  Computers never crash during key, 
high-intensity activities.  Humans 
operating computers never make 
mistakes under stress. 
 
24.  Programs are fiendishly perfect 
and never have bugs that slow down 
users. 
 
25.  Any photograph can have minute 
details pulled out of it.  You can zoom 
into any picture as far as you want to. 
Example:   

 What's that fuzzy thing in the 
corner?   

 I don't know, let's check.   
 It's the murder weapon! 
 Let's look under the bed for the 

killer's shoes.   
 No, just some comic books 

(Marvel 1954, very rare).   
 Let's check the closet shelves . . . 

. 























































The Latest Breaking News on the 
GOODTIMES Virus 

 

It turns out that this so-called hoax virus is very dangerous after all. Goodtimes 
will re-write your hard drive. Not only that, it will scramble any disks that are 
even close to your computer. It will recalibrate your refrigerator's coolness 
setting so all your ice cream goes melty. It will demagnetize the strips on all your 
credit cards, screw up the tracking on your television and use subspace field 
harmonics to scratch any CDs you try to play. 
 
It will give your ex-girlfriend your new phone number. It will mix Kool-aid into 
your fishtank. It will drink all your beer and leave dirty socks on the coffee table 
when company comes over. It will put a dead kitten in the back pocket of your 
good suit pants and hide your car keys when you are late for work. 
 
Goodtimes will make you fall in love with a penguin. It will give you nightmares 
about circus midgets. It will pour sugar in your gas tank and shave off both your 
eyebrows while dating your girlfriend behind your back and billing the dinner 
and hotel room to your Discover card. 
 
It will seduce your grandmother. It does not matter if she is dead, such is the 
power of Goodtimes, it reaches out beyond the grave to sully those things we 
hold most dear. 
 
It moves your car randomly around parking lots so you can't find it. It will kick 
your dog. It will leave libidinous messages on your boss's voice mail in your 
voice! It is insidious and subtle. It is dangerous and terrifying to behold. It is 
also a rather interesting shade of mauve. 
 
Goodtimes will give you Dutch Elm disease. It will leave the toilet seat up. It 
will make a batch of Methamphetamine in your bathtub and then leave bacon 
cooking on the stove while it goes out to chase gradeschoolers with your new 
snowblower. 
 

— circulated through the Net via e-mail in Jan 1997 



MUSICAL VIRUS WARNING!! 

 

If someone tries to teach you a tune called "Join The Crew", cover your ears 
and don't listen to them at all costs. This is not a traditional jig or reel, but a 
Balkan Virus in 13/8 time whose deceptive counter-Celtic rhythms will erase all 
tunes in your memory and the memory of anyone who hears it and replace them 
with a random excerpt from "Your Pets Can Sing 2". 
 
Please send this message to as many musicians as you can. This is a new virus 
and is unknown to most people. There have been reports from at least 42 cities 
worldwide of sessions that have been ravaged by this virus, and up to 300 
former session musicians are now only able to look at their instruments 
helplessly while saying "woof, oink, quack" in a vaguely musical manner. 
 
Also, if you receive a tape or CD entitled "Penpal Greetings", throw it out and 
DON'T LISTEN TO IT!!! This is a warning for all music lovers. The album 
appears to be traditional in nature, but by the time you listen to it, it is too late. 
The "Trojan Horse" virus will have infected the boot sector of your CD or tape 
player. 
 
It is a self-replicating virus, and once the CD or tape has been played, it will 
automatically attach itself to any other CD or tape you play. The virus will 
overwrite all of your music and replace it with a random 5 second excerpt from 
Snoop Doggy Dog's latest album, that will repeat continuously for the length of 
the CD or tape. This virus can be passed easily by simply lending a tape or CD 
to a friend, and has the potential to completely destroy all the CDs and tapes in 
the world. 
 
— circulated through the Net via e-mail in Mar 98 
 
 
 



LUSER TRAINING 101 

 
From: Sebastian Mindling, INTERNET:seby@mindling.com 
To: [unknown], INTERNET:mkabay@atomictangerine.com 
Date: 2000-06-23 12:43 PM 
RE: Virus Hoaxes 

  
Enjoyed your NW piece on dealing with hoaxes. This is the form letter I use for unknowing people 
who send me hoax warnings. Granted, not as in-depth as your response, but I thought you'd get a 
kick out of it. 
 
-Sebastian 
_______________________________________________________ 
Sebastian Mindling  [ http://www.mindling.com ] 
seby@mindling.com   [ http://www.lithocraft.com ] 
 
 
--------------------------------------------------- 
Luser Training 101: Template for creating virus warnings 
--------------------------------------------------- 
 
Subject: "Virus Alert" (Insert your text here) 
 
Body: 
 
If you receive an email entitled [INSERT TITLE HERE] do not open it!!! 
 
It will: 

[CHOOSE AS MANY DASTARDLY DEEDS AS YOU WANT BELOW] 
a) Eat your hard drive 
b) Infect your mouse and keyboard 
c) Burn up your monitor 
d) Destroy your life, cause mass starvation and global warming 
e) [INSERT OTHER DASTARDLY DEEDS HERE] 

 
This terrible virus was confirmed by [INSERT BIG NAME COMPANY HERE] and [INSERT 
OTHER BIG NAME COMPANY HERE], it is not a joke and it is worse than [INSERT RECENT 
REAL VIRUS NAME HERE]!! Immediately forward this message to as many friends as you can so 
they will be forewarned, you can avoid three years bad luck, and we can clog up all the mail servers 
with senseless garbage. 
--------------------------------------------------- 
/Luser Training 101: Template for creating virus warnings 
--------------------------------------------------- 
 
For more information on hoaxes: 
http://www.symantec.nl/avcenter/hoax.html 
http://www.stiller.com/hoaxes.htm 
 
If in doubt about a possible virus, look here: 
http://www.symantec.nl/avcenter/index.html 
 
 











































When Microsoft* Makes Elevators (1) 
 
It will no longer be necessary to press a button to indicate which 
floor you want to go to. You will simply drag the elevator icon to 
the desired floor. This will be called "intuitive." 
 
You will drag the elevator icon to the desired floor using a 
specially coded Microsoft Stylus on a touch sensitive Windows 
CE screen. This will be called a "security feature." 
 
People will find they can drag the elevator icon to the desired 
floor using just an ordinary pen. This will be called "an 
accessibility feature." 
 
Then someone will find that you can drag the elevator icon to the 
desired floor with just your finger. This will be called 
"unauthorized access" and will be condemned as hacking.  
 
Microsoft will lobby States to make it illegal to select a floor 
using anything other than a Microsoft authorized stylus. This will 
be called "corporate responsibility." 
 
Two teenagers from Cloverdale, California, will be arrested by the 
Secret Service for "hacking" the elevators in the World Trade 
Center, with their fingers.  
 
For the first 10 days that Microsoft Elevator** is in operation, 
elevators won't take anyone anywhere. This will be called "beta 
testing." 
 
For the next 5 days that Microsoft Elevator is in operation, the 
doors will be taped shut and a sign will say "Installing the Initial 
Shipping Version, Please Wait" (But the sign will be really cute 
and feature licensed cartoon characters). 
 
The first time you use an elevator running Microsoft Elevator it 
will take you to several different floors before letting you off. This 
will be called "A Quick Tour."  
 
The second time you use an elevator running Microsoft Elevator it 
will take you to several different floors before letting you off. This 
will happen because you didn't un-click the "Quick Tour on 
Startup" box the last time. 
 

The initial shipping version of Microsoft Elevator will not take 
anyone to even-numbered floors. This will be called "limited 
functionality." A Microsoft representative will say "this is only to 
be expected from the initial release of a complex product such as 
this." 
 
When asked to comment, independent industry analysts will say 
"This is only to be expected from the initial release of a complex 
product such as this...besides, users are prepared to wait for 
Microsoft to deliver full functionality." 
 
When some people, who need to access even-numbered floors, 
start to complain, Microsoft will point out that travelling to an 
odd-numbered floor and walking up one flight of stairs is very 
healthy. This will become a permanent "lifestyle-enhancement" 
feature. 
 
Some analysts, citing 15 minute wait times when signaling an 
elevator, will suggest that Microsoft Elevator could be improved. 
They will be labeled "Microsoft Haters" and Luddites.  
 
Steve Balmer, Microsoft's Exec. V.P. of Sales and Support, will 
be heard to say, "Yeah right, like you order every damn person in 
a 20-storey building to call an elevator at the same time, sure, 
response times are going to be flaky, get over it." 
 
When the same analysts reveal that the wait times were recorded 
during controlled tests performed on a weekend in an empty 
building, other analysts, fresh from the "See How I Live Life" tour 
of Microsoft CEO Bill Gates' soon-to-be-completed mansion, will 
say, "Obviously such tests are slanted and do not reflect real world 
performance." 
 
Speaking on Larry King Live, multi-billionaire Gates will say 
"What would they have us do, Larry, go back to the bad old days 
of button pushing?" 
 

 



When Microsoft* Makes Elevators (2) 
 
Hacker bulletin boards will circulate a series commands that cause 
the elevator OS to reboot mid-floor, for a period of 3 minutes, 
although it will seem longer. 
 
Meanwhile a small Silicon Valley start-up will release a Microsoft 
Elevator utility that allows users previously unavailable access to 
even-numbered floors. It is soon installed on more than 50% of 
elevators running Microsoft Elevator 1.0.  
 
Microsoft will purchase the company and shortly thereafter launch 
Microsoft Elevator 1.1 with a "Wimp Interface" which allows 
users the option of direct access to the floor of their choice 
without taking the stairs. 
 
For the next 5 days all elevators running Microsoft Elevator will 
have the doors taped shut and a sign saying "Installing Upgrade, 
Please Wait."  
 
In high profile installations, such as the World Trade Center, 
Microsoft will hire booth bunnies to stand by the taped elevator 
doors and hold up a series of cards describing the new features of 
Microsoft Elevator 1.1. 
 
The new features of Microsoft Elevator 1.1 will include "Power 
Clicking" for elevator call buttons. This will be hailed as 
breakthrough technology because it gives users a realistic feeling 
that elevators really do come quicker, the more times per second 
you request them. 
 
Several weeks after the Microsoft Elevator 1.1 upgrades are 
complete, an elevator user will become trapped between the 19th 
and 20th floors of an office building in Des Moines, Iowa.  
 
The user will pick up the emergency phone, new in version 1.1, 
and it will automatically dial the Microsoft Elevator Support 
Service. Twenty minutes later a computer will answer the phone 
and play a message which says: "Thank you for calling MESS, all 
of our representatives are currently assisting other customers who 
got stuck before you did. Please avoid breathing and stay on the 
line as long as possible."   
 
Fifteen minutes later a MESS rep will come on the line and say, 
"Thank you for calling MESS, what is your product registration 
number?" The user will shout "I'm trapped!" The rep will say "We 
prefer the term Exit Impaired, sir, but please continue, what floor 
were you trying to reach?" 
 

The user will scream "What difference does that make? I'm 
trapped between the 19th and 20th floors of an office building in 
Des Moines, Iowa." The MESS rep will laugh and hang up, 
absolutely sure it is a prank call because there are no buildings 
that tall in Des Moines, Iowa. 
 
But there are! The user will call again and demand to speak to a 
supervisor. Fifteen minutes later a Senior MESS Rep will come on 
the line and talk the user through the operation of the Diagnostic 
Information Resource Executable.  
 
Twenty minutes later the support engineer will say to the trapped 
user, "Now, all that's left is to confirm the changes, so switch to 
the confirmation window."  
 
Without thinking, the user will press Ctrl-Tab, which switches 
windows on most Windows products, only to find himself 
plunging over 200 feet to his death.  
 
At a press conference later that day, Microsoft will state "If the 
user had read the Microsoft Elevator Read Doc file, he would 
have known that, while Ctrl-Tab switches windows on most 
Windows products, in Microsoft Elevator 1.1 this keystroke is 
assigned to the Direct Emergency Access Transfer Hatch(TM) 
feature."  
 
When pressed for more information, the Microsoft representative 
will admit that the Direct Emergency Access Transfer Hatch(TM) 
is not discussed in either volume of the User Manual. However, 
she will quickly point out that it is mentioned in Appendix G of 
the Microsoft Elevator Resource Kit, a set of 3 CD-ROMs 
available direct from Microsoft for only $149 during the 
Microsoft "We Make Killer Apps" promotional campaign.  
 
When the press ask for more details about the Direct Emergency 
Access Transfer Hatch(TM) a Microsoft technical representative 
will step up to the podium and say "It's like this cool, way-fast, 
downward-opening hatch door. It consists of like 99% of the floor 
area of the elevator."  
 
The next day analysts will praise Microsoft for providing such 
innovative safety features, and for donating $50,000 worth of 
Microsoft "Killer App" rebates to the Des Moines school district 
in memory of the deceased user. Later that day Microsoft stock 
will close at a new record high. 
 
 



Notes: 

* The following quotes from Microsoft's web site:

"Microsoft, Windows, Windows CE and/or other Microsoft products referenced herein are either trademarks or registered trademarks 
of Microsoft. Other product and company names mentioned herein may be the trademarks of their respective owners...The names of 
companies, products, people, characters and/or data mentioned herein are fictitious and are in no way intended to represent any real 
individual, company, product or event, unless otherwise noted."  
[http://www.microsoft.com/misc/cpyright.htm] 

** The following quotes from a 1997 Microsoft press release: 

REDMOND, Wash. March 10, 1997...The Windows CE licensing program is designed to assist manufacturers focused on a variety of 
industrial and consumer electronics devices, such as phones, handheld terminals for vertical applications, other types of terminals, 
industrial control, point-of-sale devices, and automotive applications...Products could range from systems used in industrial 
applications, such as shop floor automation, to consumer electronic devices. 
[http://www.microsoft.com/corpinfo/press/1997/Mar97/oakannpr.htm] 

<<<<<<<<<<<<<<<Name Redacted, CISSP>>>>>>>>>>>>>>>>> 
Certified Information Systems Security Professional 
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Security Maxims 
 

Argonne Vulnerability Assessment Team 
Roger G. Johnston, Ph.D., CPP 
rogerj@anl.gov,  630-252-6168 

 

While these security maxims are not theorems nor absolute truth, they are in our experience 
essentially valid 80-90% of the time in physical security and nuclear safeguards.  They probably 
also have considerable applicability to cyber security. 

Security Maxims by Roger G. Johnston   |    Last Updated: February 16, 2009 

Infinity Maxim: There are an unlimited number of security vulnerabilities for a given security 
device, system, or program, most of which will never be discovered (by the good guys or bad 
guys). 
    Comment:  We think this, because we always find new vulnerabilities when we look at the 
same security device, system, or program a second or third time, and because we always find 
vulnerabilities that others miss, and vice versa. 

Thanks for Nothin’ Maxim:  A vulnerability assessment that finds no vulnerabilities or only a 
few is worthless and wrong. 

Arrogance Maxim: The ease of defeating a security device or system is proportional to how 
confident/arrogant the designer, manufacturer, or user is about it, and to how often they use 
words like “impossible” or “tamper-proof”. 

Be Afraid, Be Very Afraid Maxim: If you’re not running scared, you have bad security or a bad 
security product. 
    Comment:  Fear is a good vaccine against both arrogance and ignorance. 

Ignorance is Bliss Maxim: The confidence that people have in security is inversely proportional 
to how much they know about it. 
    Comment: Security looks easy if you’ve never taken the time to think carefully about it. 

Weakest Link Maxim:  The efficacy of security is determined more by what is done wrong than 
by what is done right. 

High-Tech Maxim: The amount of careful thinking that has gone into a given security device, 
system, or program is inversely proportional to the amount of high-technology it uses. 
    Comment:  In security, high-technology is often taken as a license to stop thinking critically. 

Dr. Who Maxim: “The more sophisticated the technology, the more vulnerable it is to primitive 
attack.  People often overlook the obvious.” 
    Comment:  A quote from Tom Baker as Dr. Who in The Pirate Planet (1978) 

Low-Tech Maxim: Low-tech attacks work (even against high-tech devices and systems). 
    Comment:  So don’t get too worked up about high-tech attacks. 
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Security Maxims by Roger G. Johnston   |    Last Updated: February 16, 2009 

Schneier’s Maxim #1 (Don’t Wet Your Pants Maxim): The more excited people are about a 
given security technology, the less they understand (1) that technology and (2) their own security 
problems. 
    Comment:  From security guru Bruce Schneier. 

Schneier’s Maxim #2 (Control Freaks Maxim):  Control will usually get confused with Security.
    Comment:  From security guru Bruce Schneier.  Even when Control doesn’t get confused with 
Security, lots of people and organizations will use Security as an excuse to grab Control, e.g., 
the Patriot Act. 

Father Knows Best Maxim:  The amount that (non-security) senior managers in any 
organization know about security is inversely proportional to (1) how easy they think security is, 
and (2) how much they will micro-manage security and invent arbitrary rules. 

Big Heads Maxim:  The farther up the chain of command a (non-security) manager can be 
found, the more likely he or she thinks that (1) they understand security and (2) security is easy. 

Huh Maxim: When a (non-security) senior manager, bureaucrat, or government official talks 
publicly about security, he or she will usually say something stupid, unrealistic, inaccurate, 
and/or naïve. 

Voltaire’s Maxim: The problem with common sense is that it is not all that common. 
    Comment: Real world security blunders are often stunningly dumb. 

Yippee Maxim:  There are effective, simple, & low-cost counter-measures (at least partial 
countermeasures) to most vulnerabilities 

Arg Maxim: But users, manufacturers, managers, & bureaucrats will be reluctant to implement 
them for reasons of inertia, pride, bureaucracy, fear, wishful thinking, and/or cognitive 
dissonance. 

Show Me Maxim: No serious security vulnerability, including blatantly obvious ones, will be 
dealt with until there is overwhelming evidence and widespread recognition that adversaries 
have already catastrophically exploited it.  In other words, “significant psychological (or literal) 
damage is required before any significant security changes will be made”. 

I Just Work Here Maxim: No salesperson, engineer, or executive of a company that sells or 
designs security products or services is prepared to answer a significant question about 
vulnerabilities, and few potential customers will ever ask them one. 

Bob Knows a Guy Maxim: Most security products and services will be chosen by the end-user 
based on purchase price plus hype, rumor, innuendo, hearsay, and gossip. 

Familiarity Maxim: Any security technology becomes more vulnerable to attacks when it 
becomes more widely used, and when it has been used for a longer period of time. 
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Antique Maxim: A security device, system, or program is most vulnerable near the end of its 
life. 

Payoff Maxim: The more money that can be made from defeating a technology, the more 
attacks, attackers, and hackers will appear. 

I Hate You Maxim 1: The more a given technology is despised or distrusted, the more attacks, 
attackers, and hackers will appear. 

I Hate You Maxim 2: The more a given technology causes hassles or annoys security 
personnel, the less effective it will be. 

Shannon’s (Kerckhoffs’) Maxim: The adversaries know and understand the security hardware 
and strategies being employed. 

Corollary to Shannon’s Maxim: Thus, “Security by Obscurity”, i.e., security based on keeping 
long-term secrets, is not a good idea. 

Gossip Maxim: People and organizations can’t keep secrets. 

Plug into the Formula Maxim: Engineers don’t understand security. They tend to work in 
solution space, not problem space. They rely on conventional designs and focus on a good 
experience for the user and manufacturer, rather than a bad experience for the bad guy.  They 
view nature as the adversary, not people, and instinctively think about systems failing 
stochastically, rather than due to deliberate, intelligent, malicious intent. 

Rohrbach’s Maxim: No security device, system, or program will ever be used properly (the way 
it was designed) all the time. 

Rohrbach Was An Optimist Maxim: No security device, system, or program will ever be used 
properly. 

Insider Risk Maxim: Most organizations will ignore or seriously underestimate the threat from 
insiders. 
    Comment:  Maybe from a combination of denial that we’ve hired bad people, and a 
(justifiable) fear of how hard it is to deal with the insider threat? 

We Have Met the Enemy and He is Us Maxim: The insider threat from careless or complacent 
employees & contractors exceeds the threat from malicious insiders (though the latter is not 
negligible.) 
    Comment:  This is partially, though not totally, due to the fact that careless or complacent 
insiders often unintentionally help nefarious outsiders. 
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Fairly-Well Maxim:  Employers who talk a lot about treating employees fairly typically treat 
employees neither fairly nor (more importantly) well, thus aggravating the insider threat and 
employee turnover (which is also bad for security). 

The Inmates are Happy Maxim:  Large organizations and senior managers will go to great 
lengths to deny employee disgruntlement, see it as an insider threat, or do anything about it. 
    Comment:  There are a wide range of tools for mitigating disgruntlement.  Most are quite 
inexpensive. 

Troublemaker Maxim: The probability that a security professional has been marginalized by his 
or her organization is proportional to his/her skill, creativity, knowledge, competence, and 
eagerness to provide effective security. 

Feynman’s Maxim: An organization will fear and despise loyal vulnerability assessors and 
others who point out vulnerabilities or suggest security changes more than malicious 
adversaries. 
    Comment:  An entertaining example of this common phenomenon can be found in “Surely 
You are Joking, Mr. Feynman!”, published by W.W. Norton, 1997.  During the Manhattan 
Project, when physicist Richard Feynman pointed out physical security vulnerabilities, he was 
banned from the facility, rather than having the vulnerability dealt with (which would have been 
easy). 

Irresponsibility Maxim: It’ll often be considered “irresponsible” to point out security 
vulnerabilities (including the theoretical possibility that they might exist), but you’ll rarely be 
called irresponsible for ignoring or covering them up. 

Backwards Maxim: Most people will assume everything is secure until provided strong 
evidence to the contrary—exactly backwards from a reasonable approach.  

You Could’ve Knocked Me Over with a Feather Maxim 1: Security managers, manufacturers, 
vendors, and end users will always be amazed at how easily their security products or programs 
can be defeated. 

You Could’ve Knocked Me Over with a Feather Maxim 2: Having been amazed once, 
security managers, manufacturers, vendors, and end users will be equally amazed the next time 
around. 

That’s Why They Pay Us the Big Bucks Maxim: Security is nigh near impossible. It’s 
extremely difficult to stop a determined adversary. Often the best you can do is discourage him, 
and maybe minimize the consequences when he does attack. 

Throw the Bums Out Maxim: An organization that fires high- level security managers when 
there is a major security incident, or severely disciplines or fires low-level security personnel 
when there is a minor incident, will never have good security. 
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A Priest, a Minister, and a Rabbi Maxim: People lacking imagination, skepticism, and a sense 
of humor should not work in the security field. 

Mr. Spock Maxim: The effectiveness of a security device, system, or program is inversely 
proportional to how angry or upset people get about the idea that there might be vulnerabilities. 

Double Edge Sword Maxim: Within a few months of its availability, new technology helps the 
bad guys at least as much as it helps the good guys. 

Mission Creep Maxim: Any given device, system, or program that is designed for inventory will 
very quickly come to be viewed--quite incorrectly--as a security device, system, or program. 
    Comment:  This is a sure recipe for lousy security. 

We’ll Worry About it Later Maxim: Effective security is difficult enough when you design it in 
from first principles. It almost never works to retrofit it in, or to slap security on at the last minute, 
especially onto inventory technology. 

Somebody Must’ve Thought It Through Maxim: The more important the security application, 
the less careful and critical thought and research has gone into it. 
    Comment:  Research-based practice is rare in important security applications.  For example, 
while the security of candy and soda vending machines has been carefully analyzed and 
researched, the security of nuclear materials has not.  Perhaps this is because when we have a 
very important security application, committees, bureaucrats, power grabbers, business 
managers, and linear/plodding/unimaginative thinkers take over. 

That’s Entertainment Maxim: Ceremonial Security (a.k.a. “Security Theater”) will usually be 
confused with Real Security; even when it is not, it will be favored over Real Security. 
    Comment:  Thus, after September 11, airport screeners confiscated passengers’ fingernail 
clippers, apparently under the theory that a hijacker might threaten the pilot with a bad manicure.  
At the same time, there was no significant screening of the cargo and luggage loaded onto 
passenger airplanes. 

Ass Sets Maxim: Most security programs focus on protecting the wrong assets. 
    Comment:  Often the focus is excessively on physical assets, not more important intangible 
assets such as intellectual property, trade secrets, good will, an organization’s reputation, 
customer and vendor privacy, etc. 

Vulnerabilities Trump Threats Maxim: If you know the vulnerabilities (weaknesses), you’ve got 
a shot at understanding the threats (the probability that the weaknesses will be exploited, how, 
and by whom). Plus you might even be ok if you get the threats all wrong. But if you focus only 
on the threats, you’re probably in trouble. 
    Comment:  It’s hard to predict the threats accurately, but threats (real or imagined) are great 
for scaring an organization into action.  It’s not so hard to find the vulnerabilities if you really want 
to, but it is usually difficult to get anybody to do anything about them. 
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Mermaid Maxim: The most common excuse for not fixing security vulnerabilities is that they 
simply can't exist.  

Onion Maxim: The second most common excuse for not fixing security vulnerabilities is that "we 
have many layers of security", i.e., we rely on "Security in Depth". 
    Comment:  Security in Depth has its uses, but it should not be the knee jerk response to 
difficult security challenges, nor an excuse to stop thinking and improving security, as it often is. 

Hopeless Maxim: The third most common excuse for not fixing security vulnerabilities is that "all 
security devices, systems, and programs can be defeated".  
    Comment:  This maxim is typically expressed by the same person who initially invoked the 
Mermaid Maxim, when he/she is forced to acknowledge that the vulnerabilities actually exist 
because they’ve been demonstrated in his/her face. 

Takes One to Know One: The fourth most common excuse for not fixing security vulnerabilities 
is that "our adversaries are too stupid and/or unresourceful to figure that out." 
    Comment:  Never underestimate your adversaries, or the extent to which people will go to 
defeat security. 

Depth, What Depth? Maxim: For any given security program, the amount of critical, skeptical, 
and intelligent thinking that has been undertaken is inversely proportional to how strongly the 
strategy of "Security in Depth" (layered security) is embraced. 

Redundancy/Orthogonality Maxim:  When different security measures are thought of as 
redundant, they typically are not. 
    Comment:  Redundancy is often mistakenly assumed because the disparate functions of the 
two security measures aren’t carefully thought through. 

Tabor Maxim #1: Security is an illusionary ideal created by people who have an overvalued 
sense of their own self worth. 
    Comment:  From Derek Tabor.  This maxim is cynical even by our depressing standards—
though that doesn’t make it wrong.  

Tabor Maxim #2: Security is practically achieved by making the cost of obtaining or damaging 
an asset higher than the value of the asset itself. 
    Comment:  From Derek Tabor.  Note that “cost” isn’t necessarily measured in terms of dollars. 

Buffett Maxim: You should only use security hardware, software, and strategies you 
understand. 
    Comment:  This is analogous to Warren Buffett’s advice on how to invest, but it applies 
equally well to security. While it’s little more than common sense, this advice is routinely ignored 
by security managers. 
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Just Walk It Off Maxim: Most organizations will become so focused on prevention (which is 
very difficult at best), that they fail to adequately plan for mitigating attacks, and for recovering 
when attacks occur. 

Thursday Maxim: Organizations and security managers will tend to automatically invoke 
irrational or fanciful reasons for claiming that they are immune to any postulated or 
demonstrated attack.   
    Comments:  So named because if the attack or vulnerability was demonstrated on a Tuesday, 
it won’t be viewed as applicable on Thursday.  Our favorite example of this maxim is when we 
made a video showing how to use GPS spoofing to hijack a truck that uses GPS tracking.  In 
that video, the GPS antenna was shown attached to the side of the truck so that it could be 
easily seen on the video.  After viewing the video, one security manager said it was all very 
interesting, but not relevant for their operations because their trucks had the antenna on the roof. 

Galileo’s Maxim: The more important the assets being guarded, or the more vulnerable the 
security program, the less willing its security managers will be to hear about vulnerabilities. 
    Comment:  The name of this maxim comes from the 1633 Inquisition where Church officials 
refused to look into Galileo’s telescope out of fear of what they might see. 

Michener’s Maxim: We are never prepared for what we expect. 
    Comment:  From a quote by author James Michener (1907-1997).  As an example, consider 
Hurricane Katrina. 

Accountability 1 Maxim: Organizations that talk a lot about holding people accountable for 
security are talking about mindless retaliation, not a sophisticated approach to motivating good 
security practices by trying to understand human and organizational psychology, and the 
realities of the workplace. 

Accountability 2 Maxim: Organizations that talk a lot about holding people accountable for 
security will never have good security. 
    Comment:  Because if all you can do is threaten people, rather than developing and 
motivating good security practices, you will not get good results in the long term. 

Blind-Sided Maxim: Organizations will usually be totally unprepared for the security 
implications of new technology, and the first impulse will be to try to mindlessly ban it. 
    Comment:  Thus increasing the cynicism regular (non-security) employees have towards 
security. 

Better to be Lucky than Good Maxim:  Most of the time when security appears to be working, 
it’s because no adversary is currently prepared to attack. 
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Success Maxim: Most security programs “succeed” (in the sense of there being no apparent 
major security incidents) not on their merits but for one of these reasons:  (1) the attack was 
surreptitious and has not yet been detected, (2) the attack was covered up by insiders afraid of 
retaliation and is not yet widely known, (3) the bad guys are currently inept but that will change, 
or (4) there are currently no bad guys interested in exploiting the vulnerabilities, either because 
other targets are more tempting or because bad guys are actually fairly rare. 

Rigormortis Maxim:  The greater the amount of rigor claimed or implied for a given security 
analysis, vulnerability assessment, risk management exercise, or security design, the less 
careful, clever, critical, and realistic thought has gone into it.  

Catastrophic Maxim:  Most organizations mistakenly think about and prepare for rare, 
catastrophic attacks (if they do so at all) in the same way as for minor security incidents. 

I am Spartacus Maxim:  Most vulnerability or risk assessments will let the good guys (and the 
existing security infrastructure, hardware, and strategies) define the problem, in contrast to real-
world security applications where the bad guys get to. 

Methodist Maxim:  While vulnerabilities determine the methods of attack, most vulnerability or 
risk assessments will act as if the reverse were true. 

Rig the Rig Maxim:  Any supposedly “realistic” test of security is rigged. 

Tucker's Maxim #1 (Early Bird & Worm Maxim):  An adversary is most vulnerable to detection 
and disruption just prior to an attack. 
    Comment: So seize the initiative in the adversary's planning stages.  From Craig Tucker. 

Tucker's Maxim #2 (Toss the Dice Maxim):  When the bullets start flying, it's a crapshoot and 
nobody can be sure how it'll turn out. 
    Comment: So don't let it get to that point.  From Craig Tucker. 

Tucker's Maxim #3 (Failure = Success Maxim):  If you're not failing when you're training or 
testing your security, you're not learning anything. 
    Comment: From Craig Tucker. 

Gunslingers’ Maxim:  Any government security program will mistakenly focus more on dealing 
with force-on-force attacks than on attacks involving insider threats and more subtle, 
surreptitious attacks. 

D(OU)BT Maxim:  If you think Design Basis Threat (DBT) is something to test your security 
against, then you don’t understand DBT and you don’t understand security. 
    Comment:  If done properly—which it often is not—DBT is for purposes of allocating security 
resources, not judging security effectiveness.  Moreover, if the threat probabilities in the DBT 
analysis are all essentially 1, the analysis is deeply flawed. 

 

 













































VIRUS-HOAX SPOOFS 
 
 

The Latest Breaking News on the GOODTIMES Virus. 
 
It turns out that this so-called hoax virus is very dangerous after all.  Goodtimes will re-write your 
hard drive.  Not only that, it will scramble any disks that are even close to your computer.  It will 
recalibrate your refrigerator's coolness setting so all your ice cream goes melty.  It will demagnetize 
the strips on all your credit cards, screw up the tracking on your television and use subspace field 
harmonics to scratch any CDs you try to play. 
 
It will give your ex-girlfriend your new phone number.  It will mix Kool-aid into your fishtank.  It 
will drink all your beer and leave dirty socks on the coffee table when company comes over.  It will 
put a dead kitten in the back pocket of your good suit pants and hide your car keys when you are late 
for work. 
 
Goodtimes will make you fall in love with a penguin.  It will give you nightmares about circus 
midgets.  It will pour sugar in your gas tank and shave off both your eyebrows while dating your 
girlfriend behind your back and billing the dinner and hotel room to your Discover card. 
 
It will seduce your grandmother.  It does not matter if she is dead, such is the power of Goodtimes, 
it reaches out beyond the grave to sully those things we hold most dear. 
 
It moves your car randomly around parking lots so you can't find it.  It will kick your dog.  It will 
leave libidinous messages on your boss's voice mail in your voice!  It is insidious and subtle.  It is 
dangerous and terrifying to behold.  It is also a rather interesting shade of mauve. 
 
Goodtimes will give you Dutch Elm disease.  It will leave the toilet seat up.  It will make a batch of 
Methamphetamine in your bathtub and then leave bacon cooking on the stove while it goes out to 
chase gradeschoolers with your new snowblower. 
 

-- circulated through the Net via e-mail in Jan 97 
 
 

MUSICAL VIRUS WARNING!!! 
 
If someone tries to teach you a tune called "Join The Crew", cover your ears and don't listen to them 
at all costs. This is not a traditional jig or reel, but a Balkan Virus in 13/8 time whose deceptive 
counter-Celtic rhythms will erase all tunes in your memory and the memory of anyone who hears it 
and replace them with a random excerpt from "Your Pets Can Sing 2". 
 
Please send this message to as many musicians as you can. This is a new virus and is unknown to 
most people. There have been reports from at least 42 cities worldwide of sessions that have been 
ravaged by this virus, and up to 300 former session musicians are now only able to look at their 
instruments helplessly while saying "woof, oink, quack" in a vaguely musical manner. 
 
Also, if you receive a tape or CD entitled "Penpal Greetings", throw it out and DON'T LISTEN 
TO IT!!!  This is a warning for all music lovers. The album appears to be traditional in nature, but 
by the time you listen to it, it is too late. The "Trojan Horse" virus will have infected the boot sector 
of your CD or tape player. 
 



It is a self-replicating virus, and once the CD or tape has been played, it will automatically attatch 
itself to any other CD or tape you play. The virus will overwrite all of your music and replace it with 
a random 5 second excerpt from Snoop Doggy Dog's latest album, that will repeat continuously for 
the length of the CD or tape. This virus can be passed easily by simply lending a tape or CD to a 
friend, and has the potential to completely destroy all the CD's and tapes in the world. 
 
-- circulated through the Net via e-mail in Mar 98 
 
 

From RISKS FORUM DIGEST: 
 
Date: Fri, 17 Jul 1998 12:52:17 -0500 
From: "Salverson, Marc" <Marc.Salverson@thearc.net> 
Subject: Gullibility Virus BEWARE! 
 
This is what I send out when someone warns me about opening any e-mail with 
GOOD TIMES in the subject line. 
 

- Marc 
 
     ************************************************************* 
            WARNING, CAUTION, DANGER, AND BEWARE! 
         Gullibility Virus Spreading over the Internet! 
     ************************************************************* 
 
WASHINGTON, D.C.--The Institute for the Investigation of Irregular Internet Phenomena 
announced today that many Internet users are becoming infected by a new virus that causes them to 
believe without question every groundless story, legend, and dire warning that shows up in their 
inbox or on their browser. The Gullibility Virus, as it is called, apparently makes people believe and 
forward copies of silly hoaxes relating to cookie recipes, email viruses, taxes on modems, and 
get-rich-quick schemes. 
 
"These are not just readers of tabloids or people who buy lottery tickets based on fortune cookie 
numbers," a spokesman said. "Most are otherwise normal people, who would laugh at the same 
stories if told to them by a stranger on a street corner." However, once these same people become 
infected with the Gullibility Virus, they believe anything they read on the Internet. 
 
"My immunity to tall tales and bizarre claims is all gone," reported one weeping victim. "I believe 
every warning message and sick child story my friends forward to me, even though most of the 
messages are anonymous." 
 
Another victim, now in remission, added, "When I first heard about Good Times, I just accepted it 
without question. After all, there were dozens of other recipients on the mail header, so I thought 
the virus must be true." It was a long time, the victim said, before she could stand up at a Hoaxees 
Anonymous meeting and state, "My name is Jane, and I've been hoaxed." Now, however, she is 
spreading the word. "Challenge and check whatever you read," she says.  
Internet users are urged to examine themselves for symptoms of the virus, which include the 
following: 
 
    The willingness to believe improbable stories without thinking. The 
    urge to forward multiple copies of such stories to others. A lack of 
    desire to take three minutes to check to see if a story is true. 



 
T. C. is an example of someone recently infected. He told one reporter, "I read on the Net that the 
major ingredient in almost all shampoos makes your hair fall out, so I've stopped using shampoo." 
When told about the Gullibility Virus, T. C. said he would stop reading email, so that he would not 
become infected. 
 
Anyone with symptoms like these is urged to seek help immediately. Experts recommend that at the 
first feelings of gullibility, Internet users rush to their favorite search engine and look up the item 
tempting them to thoughtless credence. Most hoaxes, legends, and tall tales have been widely 
discussed and exposed by the Internet community. 
 
Courses in critical thinking are also widely available, and there is online help from many sources, 
including 
 
     Department of Energy Computer Incident Advisory Capability at  
        http://ciac.llnl.gov/ciac/CIACHoaxes.html 
 
     Symantec Anti Virus Research Center at 
        http://www.symantec.com/avcenter/index.html 
 
     McAfee Associates Virus Hoax List at 
        http://www.mcafee.com/support/hoax.html 
 
     Dr. Solomons Hoax Page at 
        http://www.drsolomons.com/vircen/hoax.html 
 
     The Urban Legends Web Site at 
        http://www.urbanlegends.com 
 
     Urban Legends Reference Pages at 
        http://www.snopes.com 
 
     Datafellows Hoax Warnings at 
        http://www.Europe.Datafellows.com/news/hoax.htm 
 
Those people who are still symptom free can help inoculate themselves against the Gullibility Virus 
by reading some good material on evaluating sources, such as 
 
     Evaluating Internet Research Sources at 
        http://www.sccu.edu/faculty/R_Harris/evalu8it.htm 
 
     Evaluation of Information Sources at 
        http://www.vuw.ac.nz/~agsmith/evaln/evaln.htm 
 
     Bibliography on Evaluating Internet Resources at 
        http://refserver.lib.vt.edu/libinst/critTHINK.HTM 
 
Lastly, as a public service, Internet users can help stamp out the Gullibility Virus by sending copies 
of this message to anyone who forwards them a hoax. 
 
------------------------------ 
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