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Preface

(MSIAY is an online graduate pragn taught over

18 months in six Meek seminars that require
students to study assigned readings, participate in onli
discussions, and write one sheft,(00 wordgssay a wee
based on research in their own place of emplogment
their chosen indury. At the end of the seminar, students
also submit a more extensive term pdpetheir employer)|
or white paper (appropriate for their induskityave
answered questions from students and faculty about th«ﬂ
amount and style of writing in our pragend have now
compiledsome othe resulting essays (originally posted ¢
the MSIA Graduate Portaind in mailings to the students
into this document

The Master of Science in Information Assurance

| hope thauundergraduatend highschoolstudent®) and indeed anyone interested in expository
writing d will alsofind the ideas interestjrgjimulating and useftlowever, these ideas do not

generally apply to creative writing, so English Majors may want to use the document as the subject
of their own expository essay explaining the profound wiifésrbetween writing for ard

writingfor technical purposes

1 Version9revised-ebruary 2008y thanks td’rofessors Stephen Cobb and Ric Steinberger and Administrative
Director Elizabeth Templeton of the MSIA program at Norwich University for their helpful contributions,
suggestions and correctiofl errors are my responsibility.

2 Associat®rofessor of Information Assurance, Scled@usiness and Management; Norwich University,
Northfield, Vermont. Enail:mailto:mekabay@agmail.déon more information about the author see
http://www.mekabay.com/cv/index.htm

http://www.graduate.norwich.edu/infoassurance/

http://grad.norwich.edu/msia
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On Writing

1 Organizing Your Thoughts

( :ometimes we find that students write their
essays without plangini obvious from the
Namssubmission that they have not thought abot

simple questions such as ° '\l
¢ Whafts this all about (setting a context for
the essay or section)? (@)
e What do | want to say and what evidence % =
should | provide to back up my assertions W

e Whats the best way to present my ideas?

e Which kinds of information should be
included and in what sequence?

From the disorganized state of some essays, it seems likely that the authors never created an outline
reflecting their thoughtful analysis and imposincfsteuon their thoughts.

Good structure in your writing helps you communicate effectively. For example, creating section
headings that reflect an orderly presentation of your ideas even before you start writing helps you
focus on each aspect of the mesgag are trying to communicate. Section headings also help the
reader by providing signposts that immediately focus attention on the issue at hand in each part of
the paper.

Evidence you can present to buttress your assertions includes some of tige followi

e Class readings

¢ Data and observations from your own experience (with specifics)
¢ Interviews with staff at your organization

¢ Interviews with other experts

e Research results from other sources.

Another tool that many writers find helpful is the thematiine. Although you may use index

cards to write down topics and references so that you can physically shuffle them into useful order,
working with an electronic document or a spreadsheet is much easier. For a systematic approach to
creating thematic ounks, see my paper and narrated lectures on ComigleiThematic

Anal y¥si sE.

® Kabay, M. E. 2006).ComputetfAi ded Thematic Anal ysiseE: Useful Techni
Quantitative Datahttp://www.mekabay.com/methodology/CadtAgedf narrated slides in several formats
available fromhttp://www.mekabay.com/methodology/index.htm
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2  Writing Top-Down

IVI y experience as a writer has taught me to writltam, just as | program.

| try to write so that | have a readable work at every stage; eaclhstaigerefinement of the
previous draft.

Typically I'll lay out the
outline of the work using
autonumbered section
headings. These provide
the framework for the esse
and can always be
rearranged later if
necessary. The OUTLINE
function of WORD lets us
move entire sections of te;
very easily.

When writing the first draft, | don't correct spelling and grammar mistakes; my feeling is that such
interruptions for corrections distract me from continuing the creative, integrative flow of articulation
of ideas.

Adding references can be one of the later stages; | just leave stubs in place. | use < URL > for
inline references such as those | use in Network World articles; for other articles | insert a footnote
with some comment such as "find article on edlpdrcupine hangduppets as religious objects"

to remind me of what | need. Then when I've completed some reasonable draft | can locate
materials, change the text with new ideas and so on.

The advantage of this entire approach is that if I'm interarpdethyed, | still have something to
present to my publisher / boss / committee when the deadline arrives.

Copyright © 2009 M. E. Kabay. All rights reserved. Page 5 of 23



On Writing

3 Invisible Writing

privilege of helping a brilliamung student from his first days at Norwich, when he
entered advanced courses as a freshman. He continued to learn addmmgthre time
at the Universitgndgraduated as tivaledictoriam hisyear.

O ne of the great pleasures of being a professor is watching a student bloom. | have had the

This student woddwith me on research profgethathe eventuallgublisted We went over his
final reportogetherand during the course of our discussion, | explained to him whysiuglace
emphasis on clear writiMghy isthe art of written communicatiso important to me®&hy
should anyoneare about minutiae such as precise punctuation or the use of just the right word. Is it
an affectation? Do people like me take hidden pride in knowing mysterious details of a high
standard of writing? Is it snobbery? Are we secretly laughing at ofleesmbepeing ourselves as
morally or otherwise superior?

|

Thats not how | feel. likegood writing in the same way
that | like good movie. That is to say, | like writing, like
movies, to be invisible.

PACIFE | pPAGCIFEIgp
sion SEETTTD iR

Well OKd | am speaking metaphoricaly.courtiee
writing is visible just as the movie is visible. But in a INVISIBLE IN\JIIS:(BLE
deeper sense, good writing disappears from a&eader REACTIVATOR
awareness much as a good movie disappears from a xon srmes 2 AL O
viewe@ awareness. The communications medium

disappears from consciousness to the degtet@eh
message is compelling and that the medium is used
effectively.

For readers or viewers who lack technical training, a good text and a good movie both reach deep
into their minds to communicate the auhor filmmakes intentions. Good communicati

removes itself from the tar@edwareness; the creator of the message reaches seamlessly into the
mind of the cecreator of their shared reality.

In contrast, poor writing and bad filmmaking jar the reader and viewer out of that ideal connection
of mind to mind. The misplaced comma, the clumsy pad gteste errors break the flow of
communication and force the reader or viewer back into awareness of the medium itself.

Clumsy writing leads the reader into dead ends; we try to understand what theanthrealize
that wé@e on the wrong track, and stop. Every stop, every hesitation, every interruption in this
smooth flow of meaning from mind to mind is an opportunity lost.

The art of the editor is to become aware of interruptions. | have liegnpediessionallsince

1970, when | started editing my .Ilpsurpricesgespter sd a
sometimes to realize that | doead word for word whein editing; | read just as | do normally.

The trick is to be sensi to the momentary glitch caused by poor writing and then to go back to

find out where it is. A good editor can then articulate precisely what is wrong in the text and

propose improvements or corrections.
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Not everyone has been trained in the mechdrnasgoage. In the United States, we have come
through an entire generation during which teachers believed that there was something wrong with
analyzing the structure of written communication. As a result, millions of people have no idea how
to parse a s&nce or even what parsing means. | remember my first days in the laboratory of my
research director at Dartmouth College in September 1972, when ldksaséee going to the

storéor dny going to the stor@M/ithout turning around from the lab glaare | was washing, |
answered)The gerundial always takes the possésdivge was a silence and | looked up after a
moment to find everyone in the lab staring at me blankly.

For those who cdrtell a gerund from a participle, my colleague EliZzBbetpleton has pointed

out that reading odeown text aloud can help identify errors that slip by ordinary proofreading.

Even a noreditor can spot clumsy phrases by the way they make anyone stumble. Make a practice
of readilg your own text to yourselbad and most important, pay attention to the places where

you hesitate.

Now go get some invisible ink for your next essay.
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4 On Communicating Precisely

was listening to National Public Radio remveral yeaego and muttered something under
my bredt as the reporter spoke.
OWhat did you sagaskedny dear wif®eborah.

ol said that the reporter ought to know better than t@dsg/reason for
the decline in suicide attacks are the better surveillance by théarmy.

Py oy

She understood me at onceak referring to what we both call the
American disgasg according the number of a verb with that of the
proximateoun instead of with the number of subject

Does that sound like gibberish to you? Or if you understandiehat |
written, does seem like pedantic persiflage to you? | hope not, because
theras a sound reason for the irritation.

First, an explanation for the gramingpairedthenumbeaf a noun and verb can be singular or
plural. Thesubjedetermines the number of the verbe proximateoun is the noun nearest the

verb. In the sentence that irritated me, the subject of the senteasemsd the verb should iz

o e a s dihe spgaker was misled by the nearer (proximategttemkand thus saidattacks

ared

Who cares?

Anyone who uses words professionally should care&Tiensore excuse for a professional to

blunder like that than for a concert pianist to hit the wrong notes in the middle of a recital. Mistakes
happen, but consistent sloppiness is unprafi@ssMore important, solecisms interrupt the smooth

flow of communication by diverting the listener or reader into the wrong avenue of thought. Even if
it is only momentary, every such diversion is an irritant that reduces concentration, interferes with
the development and consolidation of ideas, and breaks the bond between minds that is the highest
achievement of good speaking and writing.

Does attention to precision simply implyh@gded resistance to change? Should new speech and
writing forms begectedd or accepted simply because tligynew? For example, is the persistent
repetition ofikeas a substitute for most verbs simply a generational shift that must be accepted or is
it a loss of skill that must be resisted? The latter, | thinkd€rahsi gormless usageyas, like,

Oh wow, and he was like, yeah, rédtfg.so imprecisedtcomical, butd also sad. Wimptenjoy

the distinctions among) said / announced / proclaimed / whispered / cried / shouted / exclaimed

/ muttered / adnitted®d | feel that changes that increase the power of language to express subtle
distinctions are good; those that decrease the ability to express nuance are not.

Granted, colloquial speech is naturally less precise than scholarly discourse,itsutainey loaer
into our work. | know professionals who wigend the reply to Bob arilaind doid even notice

the error. The problem is that their inability or refusal todBiote and méas the object of the
prepositiortointerrupts the flow of thayht with a moment of confusion as the reader backtracks,
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recognizes thaand Bis not the start of a new clause (@Sgnd the reply to Bob and | will get it
from himd) but a sloppy version of a simple phrase. Yes, the delay lasts only a frastcamdf a
but that sloppinessusiprofessional.

The person who speaks and writes precisely in a professional context is not beinghgedantic:
being respectful of her interlocutors.@heing a professional by thinking clearly about exactly
what sheneans and then expressing herself as exactly as language will allow.

| wish people would spend as much time and effort on their choice of words as they do on their
choice of clothes and cars. Clothes and cars communicate very little of value abewdrodsople
can open a universe of thought.

For yourself even if not for others, say what you.mean

Copyright © 2009 M. E. Kabay. All rights reserved. Page 9 of 23
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5 Why We Cite Sources®

tudents sometimes express or simply evince bewilderment at the emphasis academics place on
citations in essays. Why all the fuss?stAguld anyone go to the trouble of providing a
Namssource for quotations, facts, and ideas?

The habit of providing references is deeply rooted in the psyche of the academic. At heart, everyone
in academia is concerned with ideas. Researchers help didartieutate ideas; teachers help

others learn ideas. When we cite the source for information, we are doing much more than
complying with an arbitrary rule that some students perceive as just another hurdle put in their way
to trip them up. We are contiting to a long tradition of shared intellectual exploration.

By providing an attribution and a refered8e SeandSo suggested, bialahblah [footnote])

we are giving our readers the privilege of exploring our sources for themselvesi aeytdon

rely solely on our filtered version of whaaS@So said they can judge the meaning ob8d

Sds writing on their own. Our readers can go beyond our interpretation and contribute new ideas
based on their own responses to our sources. Instezaraihg our knowledge or sequestering

our sources, we are making a wonderful gift to the wdidtlof the places we found useful in our
own guest for understanding.

Intellectual life is not about grabbing credit for ideas. The best of us give aleag neely, glad

to stimulate someone else into thinking up something even better than we conceived. But the
history of an idea, the interwoven threads of thought from which it was created, is sometimes as
important as the thought itself. By documgrthat path with references and citations, we enable

6 Written in collaboration with Prof Stephen Cobb, CISSP
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any observer to understand not only the idea, but its genesis. And should the idea prove faulty or
inadequate, others may back track along that path and use some of the work we have done to reach,
perhag, a different, more robust conclusion.

Nothing is lost by citing sources and much is gained. Indeed, on&eléstimlents on proper
referencing is to point out that it adds to their work. Arefellenced paper demonstrates that the
student hasomsulted numerous sources. By citing authorities in the field and either agreeing or
disagreeing with them, students participate in, and become part of, their field of study.

Not that citing sources is an optional embellishment; it is an academmertjutalure to cite

sources is, at its worst, plagiarism: academic dishonesty. Although much has been written in recent
years about the ease with which Intexgatpped students can perpetrate plagiarism, and the ease
with which Internesavvy professsican detect the more obvious offenders, very little attention has
been paid to the effect that this act of dishonesty has on the parties involved.

The student who is discovered often feels a deep sense of shame, and a powerful sense of failure, of
foolishness and sétfathing for committing such an indefensible act. The act of plagiarism also
takes its toll on the professor who is the target of the deception. Any sense of accomplishment at
having discerned the deception quickly evaporates as thoinmstalizes that the student will

need to be confronted. Then the faculty members start to feel resentment that this extremely
unpleasant task has been forced upon them by the student, with whom they sometimes become
quite angry. After all, students wiyatd pass off someone @swork as their own are displaying

an inherent lack of respect for their instructors, both as teachers and as people. Instructors start to
ask themselves some unpleasant questions. Did the students think faculty weredomstgiid

And what about their previous work? Did that contain plagiarism that was missed? Unfortunately,
the unpleasant emotions do not end after confronting the student. If the students react with shame
and remorse, instructors are likely to find tHeesseondering how the students are going to cope
with this episode in their life, hoping that they@dtmanything foolish.

Avoiding the problem in the first place is clearly the preferred approach for everyone. Professors
must let students know whaexpected in terms of citing sources. Sadly, we can no longer assume
that everyone who has gone through high school or even who has already obtained a college degree
knows how to cite sources or even why they should. The sooner everyone confrargs this iss

openly, the better, for every@nsake.

Stephen Cobb adds:
For examples of essays with citations, | would give folks anything by Montaigne, the father of the art

itself, such as thistp://eserver.ora/philosophy/monesisaes.b@nd in the security genre, perhaps this, by
Cliff Stollhttp://cs.gmu.edu/cne/modules/acmpkp/security/texts/HACKER.PDF
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6 Reference Materials

0 what role should quotations and paraphrases play in your writing?

Some students, in a misguided effort to attempt to appear scholarly, end up with a collage of
bquoted materialgith little or no organization and even less originahbhdtlease dd@do

that: referencing other pedplEleas is fine (and necessary) but the basic purposssay
in the MSIA progrars to help yointegrate knowletiggour own worldwid¢arcing you tehink
about what you are reading in igiees and hearing from people ipberview. It is your job to
articulate your understahttiagnformation and the idaasyour own wasishuch as possible.
That$ not merely paraphrasing what you are looking at in a text or putting quotatiaromatks
someone el&words.

One of the ways you can force yourself to write what you think is to write the first draft of your

work entirely without even looking at your reference materials. Only after you complete a coherent,
wellorganized draft showau go to your sources to insert specific quotations and paraphrases for
particular purposes. As | have written elsewhere, every word, every phrase, every sentence, and ever
paragraph must be essential: if it makes no difference to the meaningutedlginig the same

approach, dahstick quotations into your text without knowing exactlytivalhgpecific extract

someone el@writing isabsolutely essémtiabu to communicate your ideas effectively. If the

presence of the quotation makeslifference, leave it out.

There is no absolute limit to the total amount of quotati
permitted in an MSIA essay. For example, sometimes
weekly reports can have quite a lot of quotation, espec
if you are interviewing colleagues or other expgrastas e —
your research. As a rule of thumb, though, if the total v
count exceeds, say, 20% of your total text, you might v
to reexamine your use of quotation to be sure that you
using this tool effectively rather than abusing the privile

We have had some unfortunate cases where 60% of a
studentds essay was dire th att
other work. In such cases, the professor usually assigr
100% to the original writer and set the maximum grade
40% for the studettefore beginngndeductions for any
other errors. Evidently, with a minimum of 80% require
for a nonzero grade, the exercise inevitably resulted in
zero grade on the weekly essay and a disaster on a te
paper.
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7 On Having Your Papers Edited

noticeably erratic writing style. From paper to paper, the writing varied condiderably
sometimes quite good, sometimes awful. The question arose of whether the work was all by
the studenbr whether we were seeing the results of external help.

An instructor and | wemdiscussing the case of a student who presented a thorny problem:

Should you, as a student, be relying on external help in writing and editing your papers? Well, it
depends how much help @eugetting and how much yeulearning from that help.

Clearly, preseng other peop@ writing as your own without
acknowledgement is plagiarisi.dlagiarism whether the materialt
are from published materials, from unpublished term papers, or |
writing done on your behalf by an employee, a friend or a relative
Plagarism even extends to presenting other pka#awithout
mentioning the source; thus, one wriés,seandso suggested

[ f oot omthee thad simply reportingaodsas ideas as if they
are on& own.

But what about editing? Is it OK to gyweir draft essay to a friend,
your husband or wife (definitely a friend!), a fellow student or a
colleague for corrections and ideas?

Yes, definitely, if you are thinking about their suggestions and integrating their ideas and corrections
into your knowddge and your work. No, definitely not, if you are merely allowing someone else to
improve your work for you and then passively transmitting their efforts to your instructor without
further involvement.

The first process is an honest, realistic engagerttemtreative process. You are challenged by
your editor; you think about the corrections and learn from them. You extend the suggestions with
additional research and you articulate the ideas yourself, thus making those ideas your own.

The latter is pigiarism by another name. The only proper way to present such a work would be to
put the other pers@name on as secodidr maybe even firdtauthor to indicate their level of
contribution. Leaving out their name is dishonest.

By the way, it is custany in academic work to include an acknowledgements section to thank
people who have reviewed @rdrafts. & a nice touch and in no way detracts from your own
authorship and sense of responsibility or credit for what you are presenting.

Copyright © 2009 M. E. Kabay. All rights reserved. Page 13 of 23
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8 Integrating Feedback from Your Instructors

organization, clarity, simplicity, grammar, content, references andvabtistudents

have received feedback that addresgarization and analysis. That feedback is designed
to identify writing process skills that need to be sharpened up to help you communicate about
security issues more effectively in your professional careerlevpbexecutives expect our
graduates tarite effectively and we are determined to help you achieve high standards in your
written communications.

M ost students find that their professorsaarare of thessuesliscussed in this compilation:

Instructorfeedbackisually includes specific suggestionmfmovements you must make to write

at the level expected of graduate students. ¥eua&cademic standards seriously. In particular, |
remind you that if you repeat the samarofessional writing patteymu have been warned about,
you are likely to receive lower grades. You may even receiveaaleeno gour written assignment
d asituation painful for you and for your instructor.

| want to emphasize the critical

importance of acting on the

corrections and advice providec » . . .
by your professors when they

grade your essays and ex&ms.

attentionto andimplemethie !J APPLHI - Hr -
recommendationsf GGESTIONS WRITE NEXT
improvement of your writing FOR PAPER
which include both advice on IMPROVEMENT

structuring your writing and . . - - - .
suggestions on details of the
mechanic8 andyou willbe

making the best use of your tim
efforts and money in the MSIA » . .
program
.  GET .
RESPONSES
FROM

K - INSTRUCTOR K K
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9 Egoless Work

andidates for thinformation assurance

(IA) masteds program | direct (the

Norwich MSIA) must submit an essay
responding to detailed questions for the
admissions committee. My colleague Prof Pe
Stephenson, PhD, CISM, CISSP, FICAF (the
Associate Program Director of 8IA) and |
read these essays closely and base much of
decision on the quality of the thinking and of 1
writing presented by our candidates. We alsa
learn a lot from our applicadgsories.

In particular, | was struck recently by a comment dnaayphcluded in her discussion of her
perfectionistic tendencies (all details are obscured to protect confid@staiyyrote,

Sometimes | get really frustrated when my ideas for protecting the network are rejected. For

instance, | recently momended to the CIO that we install a resource management

software package to monitor critical elements of our production system (we have over

25,000 users who depend on it for their daily work) but he just saiditieidkcwed get
it into our budgethis fiscal year. | was so mad | felt like completely giving up on any

improvements to network management. | realize that my perfectionism sometimes makes

me stop arguing without defending my ideasdbd Wworking on that aspect of my

personality as weork through the weekly essays and the practical recommendations of the

term papers.

| think that this student (she was accepted, by the way) will have to learn to separate her sense of self

from the ideas or proposals she makes. All of us naturatycieeblvement in our ideas;

however, perceiving rejection of an idea as a rejection of oneself in some global sense is not healthy

for us or for our organizations. For many years, | have been practicing ancetpaiessgask

enunciated many yeago by Prof Gerald (Jerry) Weinberg, one of the most influential thinkers and

writers about the human dimension of software engineering and technical mahagement.

7 Jerry Weinberg blatp://tinyurl.com/d8bbg
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InaMS | A Di r eaticldl widte for@ny gradeate students, | included tlsisaog:

| learned about egoless work before some of our MSIA students wdtevagrm

the mid1970s that | first read Gerald WeinBectassic texthe Psychology of
Computer Prograniileinberg pointed out how easy it is for programmers to

identfy their work as an extension of themselves. The danger is that criticism of the
program becomes emotionally distressing to such programmers; faced with failure of
their code, some programmers will search desperately for @xsesdailure, bad
operabrs, bad operating systems, and so on. Excessiderggation with their

own code can prevent programmers from identifying errors in their own code;
Weinberg write®A programmer who truly sees his program as an extension of his
own ego is not goirtg be trying to find all the errors in that program. On the
contrary, he is going to be trying to prove that the program is éaveatif this

means the oversight of errors which are monstrous to anotéer eye.

| summarize the key issue by telling stydents that when someone corrects our wark, it

grounds for gratitude and appreciation, not resentment. If someone disagrees with agm@posal, it
opportunity for exploration of why we disagree (Different assumptions? Diffal€hDgiberent

rules of logic’Errors on one side or both?) rather than an attack on our personal worth as human
beings or as professionals.

The other side of this attitude is that being wrong in a proposal is not a bigjdsagribunds for
improvement of process of product. Either way, if we respond positively to arguments, criticism
of ideas and discussions of alternatives, all of us gain. When apphtquiejghtd let® do it

your wag is the response of a mature person wiiicdsfining herself narrophind doegihego

identify with her own ideas.

To be clear here, this discussion in no way reduces the goal of doing a job right nor the legitimate
pride one can feel in da@ccomplishments. The nice thing is that egoless work often extends such
motivaton and pride to a wider group, all of whom can contribute to success and feel pride in
everyon& accomplishments.

So the next time you find yourself getting hot under the collar when someone fails to approve a
proposal, relax. It dogsmean theje rgectingyou

8 Kabg, M. E. (2005). Pooling Student Intelligence for Publication: Egoless Work and Productivity. MSIA Graduate
PortalDi r e c t @orGoteber@», 2005apr/tinyurl.com/a9ams

9  Weinberg, G. M. (197The Bghology of Computer Progkéammiogtrand Reinhold (ISBN4@2292643). Xv +
288. Index. Still in print: Silver Anniversary Edition (1998) available on AMAZON g fiitkurl.com/9dk8f .
See pp. 580in particular.
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10 Critical Thinking and Disintermediation"”

perception, attitudes and mobdr example, military campaigns have long used

propaganda and misinformation téuehce both the military decisions of the enemy and
to discourage soldiers and civiliamthe Second World War, for example, the Nazis used radio
broadcasts into Britain to spread false information abeytrobgress of the war; conversely, the
Alliesbroadcast to the peoples of the Axis powers to blame the governments, but not the
population, for the war, thus attempting to drive a wedge between civilians and thelnregimes
more recent years, there was a scandal in the USA in October 1986 @itedt dismformation
campaign during the Reagan administration in which government officials were accused of
misleading the press to convey false information to Libyan dictator Qaddafi about an imminent
attackAnd of course currently thé&@ major divign in the USA between those who argue that
the administration deliberately misled the American people inengppixe attack on Iraq versus
those who suggest that the decision was based on incorrect information (or, for that matter, was
correct despitthe failure to find corroborative evidence of weapons of mass destruction).

O ne of the battlespaces of information warfare is the cognitive doroailedge,

Disintermediation in general is defimedremwval of intermediaries: the elimination of
intermediaries such as wholesalers or retailers in business transactions betwesanuoduc
consumers*din the context of cyberspatée b o p e d iThe teantlislaspppular buzzword used

to describe many Interndiased businesses that use the World Wide Web to sell products directly
to customers rather than going through traditioral ceannel8y eliminating the middlemen,
companies can sell their products cheaper andN&stgrpeople believe that the Internet will
revolutionize the way products are bought and sold, and disintermediation is the driving force
behind this revoluth 6"

Disintermediation in the distribution of news is the phenomenon of reduckegegats in the

flow of information from provider to us&or example, Matt Drudge is free to spread
unsubstantiated rumors to a huge audience without having tonlbiliee factchecking that is
customary in responsible news media such as reputable newspapers or magazines and some
television or radio programs.

Critical thinking is the ability to analyze information skeptically rather thanFpdlddgmple,
peope who open unexpected attachmentsmaiefrom friends are failing to distinguish among
different targets of trust:

e Trust in the authenticity of the FROM line of ana#l message (which may not, in fact,
correctly identify the source);

10 Unlike the other sections of this pageralthEtowing text was writtenNetwoek World Securitytrategies
Newslettenttp:/www.networkworldcom/newsletters/sec/It is more formal than the previous sections and ddaelsivith a higher
concern in wriditlge quality of ideas rather than their expression.

11 Microsoft® Enc&rta009
12 Webopedidttp://www.webopedia.com/TERM/D/disintermediation.html
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e Trust in theechnical competence of the sender to evaluate the quality of the attachment
(which may not, in fact, correlate with how loveable and friendly Aunt Gladys is);

e Trust in the authenticity of the labeling of the attachment (which may not, in fact,aeally be
document at all but may be an executable);

e Trust in the description and safety of an attachment (which may not, in fact, be a screen
saver with frogs).

Now couple disintermediation with a lack of critical thinkimgsider the likely effects of a
corcerted campaign to, say, spread a nuwhb@mors about major publi¢thaded companied/e
know thatpum@ddumpchemes have successfully manipulated stock values to the benefit of
criminals; why not expect terrorists to apply the same techniqaegidating the entire stock
marke?If people are willing to believe and a?_f e

upon stock tips-mailed to them by total

strangers using spam (even though tiny prii
clearly states that the junk mailer has been
to distribute the information), why wadd
uncritical thinkers cheerfully act on adftieg
misinformationpread by enemies of the
nation?

Similarly, the phenomenon of flash crowds
worries metraining people to assemble on
command in large numbers at, say, shoe st
piano showrooms @estaurants for no good
reason other than the fun of being part of a
huge crowd is a perfect setup for creating a
army of willing, mindless drones who will
congregate on command at the site of a
terrorist attack or at places where their
presence will iatfere with response to
criminal or terrorist activitie&/ant to rob a
bank in peace and g@i8et up a conflict
between two instant crowds to draw the pol
to an instant riot.

| think that all of us in the IT, network and security fields are us#etsd thinkingWe have to be

to keep up with the flood of technical informationtamtistinguish marketing exaggerations from
realistic informatiatWe are used to writing and reading product comparisons, strategy evaluations
and management recommatinwhs as part of our wotket® use our skills to foster critical thinking
throughout the educational systeat® work as volunteers on school boards, in the classroom and
in social organizations to introduce critical thinking to children and aduitswefi learned how

to distinguish reality from propagaie should psh for curriculum changes to accompany

lessons on how to use the Internet with lessons on how to weigh the information found-through e
mail and on the Web.
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Let® make sure that @& not patsies for an information warfare attack rooted in disintermediated
propaganda.

For Further Reading about Disintermediation and Critical Thinking

Agre, P(1998)Phil Agre talks more about disintermedialigr/www.xent.com/FoRK
archive/august98/0321.html

Bosworth, §2009. Information WarfareChapterl4from Computer Security Han&bo&klition
Bosworth, SM. E. Kabay& E Whyne edsWiley (New York)SBN 0-471716529. 2040 pp
Index.

Campen, AD., D. H. Dearth, & RT. Goodden, ed$1996)Cyberw&ecurity, Strategy, and Conflict in
the Information AGeCEA International Press (Fairfax, MBBN 0916159264. vii + 296.

Cheesebikini (2008)pcoming Flsh Mobshittp://www.cheesebikini.com/archives/2003_06.html

Gordon, S., RFord & JWells (1997Hoaxes & hype®fresented at the 7th International Virus
Bulletin Conferencettp://www.research.ibm.com/antivirus/SciPapers/Gordon/HH.html

Henry, R& C. E. Peartree (1998), edibe Information Revolution and Internatiar@i@ectoity
Strategic and Inteational Studies (Washington, DEBN 0-892062991. xx + 194 Index.

Jargon Dictionary (200&)ash crowchttp://info.astrian.net/jargon/terms/f/flash_crowd.html

Kabay, ME. (1995)Information Warfareattp://www.mekabay.cveviews/infowar1 995 dkm
http://www.mekabay.cwetviews/infowar1986.p

Kabay, ME. (2003)CybeBafety for Everyone: from Kids to Elders, Sedondriditioting (Barre,
VT). ISBNTBD. vi + 124 Available free fromttp://www.mekabay.cyberwatétybersafety.pdf

Kuehl, D. (2000)Statement to the Joint Economic Committee of the Senate of the United States.
http://www.cdt.org/security/dos/000223senate/kuehl.html

Kuehl, D (2004)Information WarfaraVhat it Is, Isi and How It Shapes National SecuStile
show from January 23, 2004 presentation at New York Military Affairs Symposium.
http://librarygomation.com/nymas/infowarfare2004.htm

Lesser,.l10., B Hoffman, U Arquilla, D Ronfeldt & M Zanini (1999)Countering the New Terrorism
RAND Corporation Repotittp://www.rand.org/publications/MR/MA$R9/available as a printed
document, ISBN)-833026674 through online purchase.

Schwartau, W1996)Information Warfare, Second Editrate Mouth Press (New York$BN
1-560251328. 768 Index.

Webopedia (20Q4)isintermediatiorhttp://www.webopedia.com/TERM/D/disintermediation.html

Word Spy (2004frlash mobhttp://www.wordspy.com/words/flashmob.asp
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11 Resources for Improving Your Writing
ou must wite clear, simple technical Englis
in all phases of professional Editors crack 8 b
down on verbose, confusing, pretentious, .‘ :
.=.J :
»

bureaucratic prose and teachers, managers and c
who have troublenting plain English should study | 'i '.| '

penalize bad writingll students and especially thos
such resources as o)

A

e Rodriguez, D& M. G. Tuman (1999)Writing

Essentials, Second ENitidon (ISBN 0393
97336)viii + 204 Index.

e Strunk, W., EB. White & R Angell (2000)
The Elements of Style, 4th.Adiyio&. Bacon,
ISBN 0-20530902X. 105 pp.

e Zinsser, WK. (2001)On Writing Wellhe
Classic Guide to Writing Nonfiction, 25th
Anniversary EditidiarperResource, ISBN 0
063006641. 320 pp.

Three recommended references for English usage
form are

e Burdhfield, RW. (2000), edrThe New Fouéviodern English Usage, 3rd@xfidiah
University Press, ISBN1®-860234. 873 pp.

e Grossman,.J1993), edrhe Chicago Manual of Style, W#aitezdity of Chicago Press,
ISBN 0226103897. 921 pp.

e Trussl.(2003)Eats, Shoots & Leaves: The Zero Tolerance Approach@othamctuation

Books (ISBN $592400876). 240 pp.

In addition, the following online resources will be useful:

Brians, P(2002)Common Errors in Engtisiwww.wsu.edu/~brians/errors/

e A Summary of Sti@rfRulesttp://whatis.techtarget.com/definition/0,289893,sid9 gci213060,00.html

e Theoriginal (1918) edition of Stri@khe Elements of. Styd#www.bartleby.com/141/index.html

e General Writing Concerns from the Online Writing Lab (OWL) at Purdue University
http://owl.english.purdue.edu/handouts/general/
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For those wanting thorough training or review in the details of English grammar analysis and
writing, theCapital Community College Foundation provides th&uide tGrammar &

WritingThis extraordinary resource has detailed instruction aboytssatdnce

paragraph and essdgvel details of good writing and includes extensive examples and

online review quizzestp://www.ccc.commnet.edu/grammar/

Finally, for additional links to many online guides for good writing, see the list from the
Harvey Cushing / John Hay Whitney Medical Library at Yale University:
http://info.med.yale.edu/library/ref/writing.htmi

12 Strunk & White® Rules from The Elements of Style

composition from William Strunk &@xclassiwork,The Elements of. Sty&ddition, we list

I I ere is a list of the seven elementary rules of English usage and 11 elementary principles of

theoreminderé for writers added by E. B. White in his editioBtnink The complete

text of the original Strunk edition is available on the Wed/&tww.bartleby.com/141/index.html

12.1 Strunk® Seven Elementary Rules of English Usage

1.

2.

6.

7.

Form the possessive singular of nouns by aiding

In a series of three or more terms with a single conjunction, use a comma after each term
except the last.

Enclose parenthetic expressions between commas.

Place a comma before a conjunction introducing an independent clause.
Do not join independent clauses by a comma.

Do not break sentences in two.

A participial phrase at the beginning of a sermeusterefer to the grammatical subject.

12.2 Strunk® 11 Elementary Principles of Composition

1.

2.

Choose a suitable design and hold to it.
Make the paragraph the unit of composition.
Use the active voice.

Put statements in positive form.

Use definite, sp#ic, concrete language.

Omit needless words.

Copyright © 2009 M. E. Kabay. All rights reserved. Page 21 of 23


http://www.ccc.commnet.edu/grammar/
http://info.med.yale.edu/library/ref/writing.html
http://www.bartleby.com/141/index.html

On Writing

7.

8.

9.

Avoid a succession of loose sentences.
Express coordinate ideas in similar form.

Keep related words together.

10.In summaries, keep to one tense.

11.Place the emphatic words of a sentence at the end.

12.3 White® List of 21 Reminders to Writers

1.

8.

9.

Place yourself in the background.
Write in a way that comes naturally.
Work from a suitable design.

Write with nouns and verbs.

Revise and rewrite.

Do not overwrite.

. Do not overstate.

Avoid the use ofumplifiers.

Do not affect a breezy manner.

10.Use orthodox spelling.

11.Do not explain too much.

12.Do not construct awkward adverbs.

13. Make sure the reader knows who is speaking.

14. Avoid fancy words.

15.Do not use dialect unless your ear is good.

16.Be clear.

17.Do not inject opinion.

18.Use figures of speech sparingly.
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19.Do not take shortcuts at the cost of clarity.
20.Avoid foreign languages.

21.Prefer the standard to the offbeat

NOW GO AND STUDY

U t
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