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#Russian remote controlled submarine failure

<"Martyn Thomas" <martyn@thomas-associates.co.uk>>
Tue, 9 Aug 2005 15:00:12 +0100

A British Royal Navy renotely operated vehicle cut free the
Russi an

submari ne that was trapped 600 feet down. According to the
British commander

of the rescue, interviewed by BBC Radio 4 on 8 Aug 2005, the
Russi ans had

renote controlled vehicles of their own, but they fail ed because
of a

software error.
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# Caltrans screwup

<"Peter G. Neumann" <neumann@csl .sri.com>>
Mon, 8 Aug 2005 15:58:55 PDT

Lauren Weinstein reported that Caltrans has started a 6-nonth
experinment to

put real-tinme travel tines on freeway signs. The imedi ate
result is

apparently that traffic is tied up all over, as people sl ow down
to read the

si gns!

#Lightning causing problems for lightning-detection system

<Klaus Johannes Rusch <KlausRusch@atmedia.net>>
Wed, 03 Aug 2005 01:26:42 +0200

Fortunately there were only a few mnor injuries when a pl ane
overshot a

runway at Pearson International Airport. According to a CBC
report

(http://ww. cbc. cal/ st ory/ canadal/ nati onal / 2005/ 08/ 02/ pear son-

pl ane050802. ht m )

nost operations on the airport had been suspended due to bad
weat her: " a

spokesperson with the G eater Toronto Airports Authority said

I i ght ni ng was

causi ng technical problems with the airport's |ightning-
detection system"

Wiy woul d one expect that |ightning-detection systens could cope
W th

| i ght ni ng?

Kl aus Johannes Rusch Kl ausRusch@t nedi a. net http://ww. at nedi a.
net / Kl ausRusch/
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#Lightning causing problems for lightning-detection system

<"Peter G. Neumann" <neumann@csdl.sri.com>>
Wed, 3 Aug 2005 14:59:40 PDT

My favorite neta-lightning event occurred was when | was giVving
a lecture in

my Survivable Systens course at Maryland, and | was tal king
about the tine

at Wal |l ops Island where they had several mssiles ready to

| aunch because

they wanted to study the effects of lightning on the mssile
controls. As

sone of you may renenber, lightning hit the |launch platform and
triggered

the I aunching of one of the mssiles (which | nentioned nost
recently in

Rl SKS-20.42). Just at that point in the lecture, lightning hit
the |l ecture

room and t ook down the conputer controlling the outfeeds to
renot e

cl assroonms and our own video nonitors. Sone of the students
wonder ed how |

had managed such a theatrical effect.

#Navy jet has severe brake failure

<"Peter G. Neumann" <neumann@csdl.sri.com>>
Fri, 5 Aug 2005 11:22:36 PDT

The F/ A-18 Hornet has had a series of recent accidents nmany of
whi ch are

being attributed to a very thin $535 el ectrical cable that
controls the
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antiskid brakes. An investigation also concluded that cockpit
procedur es

wer e confusi ng when pilots were confronted with brake fail ures.
The

US mlitary owns 561 Hornets, best known for their use by the
Bl ue Angel s.

[ Source: AP report, 4 Aug 2005; PG\ ed]
http://ww.rednova. com news/ general / 197786/

ap_navy jet _has_severe_brake probl ens/

#US Navy to drop paper charts

<Scott Peterson <scottp4@mindspring.com>>
Wed, 03 Aug 2005 00:51:24 -0700

G ven sone of the stories that have been posted here about the
problens with

el ectronic navigation systens, the m nd boggles at the potenti al
for

di saster in this decision. [SP]

The U S. Navy has conmitted to replacing its traditional paper
naut i cal

charts with advanced, interactive, electronic navigation systens
t hr oughout

the fleet. The Electronic Chart D splay and Informati on System
- Navy is

based on the voyage managenent system software prograns

devel oped by

Northrop Grunman's Sperry Marine business unit, and operates

with digital
nautical charts -- a gl obal database of digital charts produced
by the

Nati onal Geospatial Intelligence Agency. The Navy plans to
equip the entire

fl eet of surface ships and submarines with Ecdis-N by the end of
20009,

and no | onger use paper charts after the electronic systemis
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certified.
[ Source: Lloyds List, 2 Aug 2005; PG\ ed]

#Re: US Navy to drop paper charts

<"Peter G. Neumann" <neumann@csdl.sri.com>>
Wed, 3 Aug 2005 14:55:04 PDT

Ri sks m ght occur when their Net connection is down and they
cannot get

their updated maps online! Renenber the sub that ran into a
rock. | wonder

whet her that rock has ever shown up on an online map since then?

#Re: US Navy to drop paper charts (RISKS-23.96)

<Scott Peterson <scottp4@mindspring.com>>
Wed, 03 Aug 2005 17:38:50 -0700

> | wonder whether that rock has ever shown up on an online map
since then?

Actual ly part of the report on why that happened was because

t hey were using

t he wong paper charts and were not updating them properly. The

correct

charts did show a navigation hazard in that area.
http://navysite.de/ssn/ssn711. ht m

On 9 May 2005, the Navy announced the conpletion of the

I nvestigation into

the accident. The report states that "The findings of fact show
t hat SAN
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FRANCI SCO, while transitting at flank (maxi nunm) speed and
subnerged to 525

feet, hit a seanmobunt that did not appear on the chart being used
for

navigation,"” and that "Qher charts in SAN FRANCI SCO s
possessi on did,

however, clearly display a navigation hazard in the vicinity of
t he

groundi ng. SAN FRANCI SCO s navigation teamfailed to review

t hose charts

adequately and transfer pertinent data to the chart bei ng used
for

navi gation, as relevant directives and the ship's own procedures
required.”

The report continues "If SAN FRANCI SCO s | eaders and watch teans
had

conplied wwth requisite procedures and exerci sed prudent

navi gation

practices, the grounding would nost |ikely have been avoi ded.
Even if not

whol | y avoi ded, however, the grounding would not have been as
severe and

| oss of life may have been prevented."”

#Social Security Administration sends cards to the wrong place,

<Jonathan Kamens <jik@kamens.brookline.ma.us>>
Sun, 7 Aug 2005 22:30:35 -0400

won't admt it's due to buggy software they need to fix

The followng is the introduction to
http://ww. mt.edu/~jik/ssa-zip.htm
-- which tells the whole story in sordid detail.

* * * % % * *x * *

The software that the Social Security Adm nistration (SSA) uses
to
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canoni calize mailing addresses when sendi ng out social security
cards has a

bug whi ch causes correct ZIP codes in sone addresses to be
replaced with

I ncorrect ZIP codes.

Thi s bug has been present for at |east five years and has caused
t he socia

security cards for three of ny children to be "lost” in the mail
after their

births.

The first two tines this happened to ne, the SSA resent a
duplicate card

when | contacted them and conpl ai ned that the original had never
arrived.

The first two tines this happened to ne, the SSA refused to
I nvesti gate why
the original card never arrived.

The third tine this happened to ne, | finally convinced the SSA
to
i nvestigate, and the bug was exposed.

The SSA refuses to admt that the behavior of their software is
a bug,

despite the fact that any conpetent software engineer famli ar
with

addr ess-canoni cal i zati on technol ogy woul d understand i nmedi atel y
that it is

after being given a test case illustrating it.

The SSA refuses to issue a duplicate card for ny youngest child
unl ess |

file a formSS-5, which requires that | either (a) send

origi nal, persona

i dentification docunents through the mail, which I amunw l|ing
to do

because of concerns about identity theft and docunent | oss, or
(b) submt

the formSS-5 in person at one of their offices, which I am
unw | ling to do
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because | think it's entirely unreasonable for nme to have to
mss work to
correct the SSA's error.

The SSA has already admtted that ny youngest child's card was
lost in the

mai | and that they know why this happened. They've been
corresponding with

me at the address to which the card was supposed to have been
sent, which is

in their records, which neans that they know for a fact that I
am t he fat her

of the child whose card was |ost and that | amlegally all owed
to receive a

copy of the card. That they nevertheless refuse to issue a
duplicate card

has no legitimate justification and can be expl ained only as
bureaucratic

inertia or a stubborn refusal to admt fault.

* * * * * * * * *

| f there is anyone reading this who works for or has connections
at the SSA

and who has the know edge and experience to understand the bug
|"mtrying to

get themto fix (l've yet to reach anyone at the SSA who has
admtted to

understanding it), please hel p!

#German social services software drops changes

<Debora Weber-Wulff <D.Weber-Wulff @f htw-berlin.de>>
Tue, 09 Aug 2005 12:23:38 +0200

http://ww. hei se. de/ newsti cker/ nel dung/ 62595

The online conputer news service heise.de reports that an error
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In the

software system A2LL, which conputes wel fare and | obl ess
subsi di es as wel |

as adm ni stering the system has dropped over 100.000 changes
t hat shoul d

have been reported to health insurance providers.

New regi strants, people going off welfare, address changes and
the |like were

registered wwth the system and then the changes were
automatical ly

resci nded.

The error cropped up after a new version of the software was
installed on

the central servers. [Perhaps they installed a test system by
m st ake t hat

just pretends to accept changes? -dwwj

The m ssed changes will not affect the insurance status of the
peopl e

i nvol ved, but staff at the insurance conpani es nust take care of
all of the

changes by hand.

Prof. Dr. Debora Weber-Wil ff, FHTWBerlin, Internationale
Medi eni nfornati k
10313 Berlin +49-30-5019-2320 http://www.f4.fhtw berlin.de/

peopl e/ weber wu/

#Hermann Chinery-Hesse and software in Ghana

<jhhaynes@earthlink.net>
Tue, 9 Aug 2005 13:58:34 -0500 (CDT)

There is an interesting article in the August 2005 issue of |EEE
Spect rum
on the above subject. M. Chinery-Hesse runs a very successful
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sof twar e
busi ness in Ghana. Sone of the high points:

* Software that is |ean and efficient, so it runs well on old
PCs such as

386/ 486. These are affordable in Ghana.
* Software design for robustness under third-world conditions.
For exanpl e,

frequent wites to disk to mnimze work |ost of the power
goes off, as it

frequently does.
* Rat her extrene neasures to protect proprietary software, such
as updates

installed in personal visits by software conpany enpl oyees.
This to cope

with conditions in a country where any sense of ethics is
practically

nonexi st ent.
* Shunni ng of open source software, on the grounds that having
t he source

makes it too easy for unscrupul ous users to nodify the code so
as to line

their own pockets.

This last itemcould well be criticized as security through
obscurity.

Surely the incentives are there for users to nake a consi derable
effort to

tanper with closed source proprietary software. One could argue
t hat open

source software would be easier to audit for unauthorized

nodi fi cati ons.

But then who audits the auditors? And how can they be sure that
t he code

actually running in the machine is accurately represented by the
source code

t hey can see.

Thi s suggests a |arger research topic: how can we nmake conputer
systens that

are guaranteed to "work right" when they are to be installed in
a den of

thieves? Seens |like this has applicability to the probl em of
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el ectronic
voting systens in the U S.

# Greeting answering machine! (R H Draney)

<msb@vex.net (Mark Brader)>
Mon, 8 Aug 2005 01:56:48 -0400 (EDT)

From R H Draney <dadoctah@pantop. net >
Newsgroups: alt.usage.english

Subj ect: Re: greeting answeri ng nmachi ne!
Date: 6 Aug 2005 18:40:47 -0700
Message- | D. <dd3oqv02r dc@lr n. newsguy. cone

* X X X X

Tony Cooper filted:

> | amunconventional, though. Just yesterday | called a
doctor's office

> and told themthey'd left a nessage on ny machi ne that was

I nt ended for

> soneone else. Neither ny (first) name nor nunber registered
with the

> person in the doctor's office that |eft a nessage that
appoi nt ment

> had been cancel ed because the doctor woul d be out-of-town. |
t hought it

> was the considerate thing to do.

my

My not her has been getting a series of calls fromsone | awer's
office in

North Carolina, telling her (or rather soneone whose nane is
unintel ligible

on the nessage) to call back at such-and-such a nunber...she's
tried calling

t he nunber several tinmes and they always start off by asking her
to punch in

her case nunber...as she has no case to nunber, the attenpt to
straighten

out these people ends there, with (1) sone |lawer's client
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wondering why his

counsel hasn't called him (2) the lawer raising the penalty to
t he next

| evel for failing to nake contact, and (3) my nother getting
nore and nore

recorded nessages....r

~#Every odd digit of number A, even digit of number B

<Dan Jacobson <jidanni @jidanni.org>>
Thu, 04 Aug 2005 07:55:26 + 0800

The Tai wan tel ephone conpany has done it again. On their work

or der

notification they only show every odd digit of the phone nunber
to be

serviced, 2*8*4*8*, and then for extra security, only every even
digit of

the contact nunber, *5*5*7*0. But if contact nunber == phone
nunber, all is

reveal ed, 25854780.

#The risks of cell-phone auto-spellers

<"Schlake (William Colburn)" <schlake@nmt.edu>>
Thu, 4 Aug 2005 15:24:23 -0600

(ny phone nade ne | ook |ike an idiot)

The first tinme | tried sending an SM5S nessage on ny new phone, |
was

horrified at what happened. Attenpts to type in a word
gener at ed huge

bl ocks of garbage text, beeping, and a refusal of the phone to
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continue. |

was trying to do it the "old way", by hitting a key nmultiple
tines to tell

which of the three letters | neant.

"That woul d nake ne happy." -> "8442809666885553062553304427
79991"

The space represents a pause in ny typing to wait for it to
reset the letter

sel ector. The new phone has smart spelling, so | can type a

si ngl e nunber

for each word and it will magically spell the word | want. |
resi sted, but

the lure of magic won ne over, and now | can SMS faster with
many | ess key

strokes. I'mvery happy with it alnost all the tine. Magic is
great stuff!

Today | sent an SMS nessage.

“That woul d make nme happy." -> "8428096853062530630427791"
Except. ...

" 8428096853062530630427791" -> "That woul d nmeke if happy."

My cat is naned "If", so now it suddenly |l ooks Iike |I'mtalking
about ny cat

(and I m sspelled his nane), and not ne.

| imrediately sent a foll owup nessage where | manually corrected
t he

spelling of "me" and appended a second sentence: "I have to pay
nor e

attention to the auto speller."

The reply was: "You nean pay nore attention.”

First thought: Ch no, what | did | send? Thankfully, | only

sent "Il nust
pay nore attention to the auto speller.™
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It is enbarrassing that | nade the same error in nmy nessage
correcting

nmyself. The risks are that magic isn't a DWM | f the phone
coul d 'do what

| nmeant' then | could talk to ny phone in plain english to
transmt ny

nmessage to soneone hal fway across the country[ 1], and not have
to manual |y

type ny nessage into it. Another risk is conplacency: | have
grown to

depend on auto-spelling, which is right so often that |'ve

st opped readi ng

what it is doing and | just continue nerrily typing away
assum ng t hat

everything is gol den.

[1] | find it surprising how many people | know who consi der
their phone to

be a text-nessaging platformthat happens to have voi ce-chat
capabilities

i nstead of a voice-chat platformthat happens to have text-

nmessagi ng

capabilities.

#Credit-card obfuscation

<"Schlake (William Colburn)" <schlake@nmt.edu>>
Tue, 9 Aug 2005 10:24:29 -0600

| made a purchase from Bi bliomania! today. | wasn't able to get
t he book |

want ed t hrough either amazon.com or ecookbooks.com so | used
the site

suggested by the author of the book. [|'mpretty m strustful of
onl i ne

nmerchants, but this one had an SSL page for the credit card info
and |

really wanted t he cookbook, so | went for it. The confirmation
page t hat
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came up, that it encouraged ne to print, obfuscated ny credit
card nunber by
"x"ing out the last four digits.

The risk is that the last four digits are nornmally the ones not
"x"ed out by

every other credit card processor that |I've ever seen, so this
confirmation

pl us any other confirmation gives you 20 digits of a 23 digit
credit card

nunber, and nost places don't ask for the last 3 digits yet
(card nunber

YYYY YYYY YYYY YYYyy expires yy/yy series zzz is 23 nunbers).

Thankfully the unencrypted confirmation e-mail they sent didn't
mention

anyt hi ng about the credit card at all, and it canme in plain text
and not

HTM..

[ Not e: PGN changed occurrences of "x" toy and z, to avoid

filtering.]

#Re: Car computer systems at risk to viruses (RISKS-23.96)

<Adam L aurie <adam.laurie@thebunker.net>>
Tue, 09 Aug 2005 11:19:13 +0100

Car kits are not only vulnerable to viruses, but also to privacy
I nvasi on

t hr ough eavesdroppi ng of audio via the tel ephony m crophone, as
wel | as

soci al engi neering attacks or sinple 'nuisance calls' by pushing
audio into

the car speaker systens... The proof-of-concept tool "Car

Wi sperer"” can be

found here, along with nore details of the attack:
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http://trifinite.org/trifinite stuff_ carwhi sperer. htm

Adam Lauri e, The Bunker Secure Hosting Ltd., Shepherds Buil ding,
Rockl ey
Road, London W4 ODA UK http://ww.thebunker.net +44 (0) 20

7605 7000

#Re: Increasing sophistication of phishing spammers (Wallach,
RISKS-23.60)

<Jonathan de Boyne Pollard <J.deBoynePollard@Tesco.NET>>
Wed, 15 Dec 2004 20:47:28 +0000

W- ... should pay attention to referrer information to refuse
I mages bei ng
Ws sent to pages other than their own.

Checking referrer headers at the content HTTP server is not
necessarily the

W sest course of action. It is easy to do wongly, has

mai nt enance probl ens

for the publisher, and is conceptually shaky as well. And it
Isn't

addressing the issue actually at hand, in any event. The far
better way to

address the issue at hand is one that many peopl e have been
advocati ng for

quite sonme tinme now, for this and other reasons: ensure that all
MJAs are

designed *not to automatically fetch external content* when

di spl ayi ng

nmessages (with body parts of any sort, not just "text/htm",

nor eover) .

<URL: http://honepages.tesco. net./~J. deBoynePol | ard/ Proposal s/
gnksoa- nua. ht m #NoAut oFet chExt er nal Cont ent >

The RI SK? Thinking that RFC 2017 is a good idea. (-:
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"' m not aware of anything as detailed as the G\NKSoA and the
GNKSoA: MJA f or

web browsers and HTM. di spl ay engi nes, but were there one, one
of ny

suggestions for inclusion in it, that pertains here, would be
t he di spl ay of

(C1'S) URLs broken-down into their conponent pieces, preventing
t he confusi on

bet ween domain parts and usernanes that is often also exploited
by these

el ectronic mail scans.

Wt Probably the only true answer is for eBay, ny credit card
conpany,

W- and all of these other vendors to start digitally signing
their mil.

It is interesting to note how nany of these sane conpani es nake
a point of

noting that they provide end-to-end validation when one is
accessing their

web sites (For the case of eBay, for exanple, see

<URL: http://pages. ebay. com /securitycenter/avoi di ng_fraud.

ht m #secure>.),

and yet fail to do the sane thing for their electronic nmai
communi cati ons.

However, one should always bear in mnd that the architecture of
SMTP- based

Internet electronic nmail is the architecture of paper mail. The
former is

sinply, and solely, cheaper ("There are fewer electrons in an

el ectronic

mai | nmessage than in a sheet of paper. So it's cheaper by

wei ght. "),

allowing the architectural flaws to be revealed nore readily.
Digital

signatures *are* the tool for determ ning whether a nessage cane
from whom

It purports to have cone from However, | ook at paper mail and
consi der:

When you | ast received a paper communication fromsuch a
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conpany, was it on

mass-printed stationery with a conputer-printed copy of
soneone's signature

at the end? How did you know that that was the correct
signature? \What

steps did you take to validate it? Do you even know what the
person's

correct signature is supposed to | ook Iike? Wen you next
contacted the

conpany, did you use the contact information (tel ephone nunber,
et al.)

supplied at the bottom of such a letter? Wen you tel ephoned
the conpany's

custoner account |ine using the tel ephone nunber fromthe
letter, did you

supply your account nunber and password to the conpl ete stranger
on the

ot her end of the |ine?

#Re: Timezones and appointments (Rothwell, RISKS-23.96)

<Sean Smith <sws@cs.dartmouth.edu>>
Wed, 3 Aug 2005 19:22:52 -0400

|'ve had the inverse happen: a tinmer programthat allows ne to
turn ny

| aptop into an alarmcl ock insisted on working according to the
| ocal tinme

back hone in the US, rather than local tinme in the UK where |
was- - - even

t hough the systemtine zone had been changed to the UK

Sean W Smth, Ph.D. sws@s.dartnmouth.edu ww. cs. dartnouth. edu/
~sws/
Departnent of Conputer Science, Dartnouth Col | ege, Hanover NH USA
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#Re: Timezones and appointments (Rothwell, RISKS-23.96)

<przemek klosowski <przemek.klosowski @gmail.com>>
Thu, 04 Aug 2005 22:36:27 -0400

| suspect that Nr. Rothwell stored the appointnents for his US
tripin US

| ocal tinme values, but didn't tell that to the conputer.
Consequently, the

PDA assuned that he neant UK times, and shifted the val ues.

My left or your left? or rather, ny 6 PMor your 6 PM? Mbst
peopl e woul d

raise this i ssue when setting an appoi nt nent across tine zones.
What we need

Is a good user interface that allows, but doesn't always force
us, to

specify the tine zone in which the event is being entered.

Per haps the Ul

should put up a tine zone wzard if it matches "airport,flight,
travel ,etc.”

anmong proxi mate events.

#Re: New Microsoft anti-piracy program circumvented (RISKS-
23.95)

<Peter Gregory <petergregory @yahoo.com>>
Wed, 3 Aug 2005 12:25:54 -0700 (PDT)

In my opinion, the nost amazing part is that Mcrosoft DOES NOT
CONSI DER

TH'S TO BE A SECURITY FLAW WII| they respond in |ike nmanner
when | arge

nunbers of cars fall victimto the first w de-spreading, car-

I nfecting worn?
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Peter Gregory, CISA, CISSP, Chief Security Strategist,
Vant agePoi nt Security LLC, Bellevue, WA
phg@ant agepoi nt security.com

[ Source: Hackers break into Mcrosoft's anti-piracy system

PG\
http://ww.techworl d. comlsecurity/ news/index.cfn?Newsl D=4134

#REVIEW: "File System Forensic Analysis", Brian Carrier

<Rob Slade <rdade@sprint.ca>>
Mon, 8 Aug 2005 08:09: 38 -0800

BKFSFRAN. RvW 20050608

"File System Forensic Anal ysis", Brian Carrier, 2005, 0-321-
26817- 2,

U$49. 99/ C$69. 99

%\ Brian Carrier

% P.O Box 520, 26 Prince Andrew Place, Don MIIls, Ontario
MBC 2T8

% 2005

%  0-321-26817-2

% Addi son- Wesl ey Publ i shing Co.

%  U$49. 99/ C$69. 99 416-447-5101 800-822- 6339 bkexpress@w. com
% http://wwv. amazon. coml exec/ obi dos/ ASI N 0321268172/

r obsl adesi nt er ne

http://ww. amazon. co. uk/ exec/ obi dos/ ASI N 0321268172/
robsl adesi nte-21
% http://ww. amazon. ca/ exec/ obi dos/ ASI N/ 0321268172/
r obsl adesi n03- 20

% Audience a- Tech 2 Witing 1 (see revfag.htmfor
expl anati on)

% 569 p.

% "File System Forensic Anal ysis”

The preface states, correctly, that there is little information
for
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the forensic investigator on the topic of file system structures
and

internals that are useful for providing direction on tracing and
tracking information on the disk. The author also notes that

t here

are a nunber of worthwhile texts that address the general topic
of

I nvestigation. Therefore, the author intends to address the

f or mer

rather than the latter. At the sane tine, there is an
inplication in

the initial section that this work is only the nerest

I ntroduction to

t he subject of conputer forensics.

Part one is ainmed at providing foundational concepts. Chapter
one, in

fact, does provide a quick review of the investigation process,
and a

list of forensic software toolkits. A sort of "Conputers 101"
is in

chapter two, with a not-terribly-well structured collection of
facts

about data organi zation, drive types, and so forth, wth varying
| evel s of detail. Chapter three addresses different factors and
problens in hard di sk data acquisition, although the inventory is
nei t her conplete nor fully expl ai ned.

Part two deals with the analysis of drive volunmes or partitions,
with

chapter four outlining basic structures. DOS (FAT [File

Al | ocati on

Tabl e] and NTFS) and Apple partition details are discussed in
chapt er

five. Chapter six reviews various UNI X partitions. Milti-disk
systens, such as RAID (Redundant Array of |nexpensive Disks) are
covered in chapter seven.

Part three delves into the data structures of the file system
Itself.

Chapter eight introduces concepts used in considering file
systens. Details

of the FAT systemare in chapters nine and ten. A very detailed
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expl anati on

of the disk and file structures of the NTFS system as well as
consi derations for analysis, is provided in chapters eleven to
thirteen.

The Linux Ext2 and Ext3 structures are discussed in chapters
fourteen and

fifteen. Chapters sixteen and seventeen cover the UFS1 and UFS2
schenes,

found primarily in BSD (Berkel ey Systens Distribution) derived
ver si ons.

Thi s book does provide a wealth of detail, once it gets into the
specifics of partitions and structures. The introductory

mat eri al ,

witing, and technical |evel are quite uneven, which makes it
difficult to use. Still, those seriously involved with the data
recovery aspect of digital forensics should consider this work a
val uabl e resource.

copyright Robert M Sl ade, 2005 BKFSFRAN. RvW 20050608

rsl ade@cn. bc. ca sl ade@ictoria.tc.ca rsl ade@un. soci .
ni u. edu
http://victoria.tc.cal/techrev or http://sun. soci . ni u. edu/
~r sl ade
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@ Teacher concerns over L.A. school computerization project
Lauren Welinstein
@ Re: Navy jet has severe brake failure
Cal F
@ Bad password practices
Jeremy Epstein
@ Risks of Bluetooth pirates?
Andre Kramer
@ Re: Risksof REAL ID: incorrect
Charles P. Lamb
@ Re: US Navy to drop paper charts
R A Lichtensteiger
@ Re: Slade'sreview of "File System Forensic Analysis’, Brian Carrier
Simson Garfinkel
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#The Time Has Come: Taking Our Issues to the Public

<"Peter G. Neumann" <neumann@csl.sri.com>>
un, 28 Aug 2005 19:29:42 PDT

My note in RISKS-23.96 on 20 years of putting out issues of the

ACM

Ri sks Forumhas led ne to reflect further on what we have
acconpl i shed

in the way of progress and what remains to be done.

The basic probl ens considered here keep recurring. Watever
progress

m ght be nmade in conputer-rel ated technol ogies and their
applications

has not been reducing the threats, vulnerabilities, and risks
rel at ed

to the systens upon which we individually and as a civilization
depend

nost. Overall, this |leads ne to a sense of frustration that the
Ri sks
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Forum has been | argely preaching to the choir, and that our
nmessage i s

not getting through to those who really need it nost. Al of you
regular RI SKS readers are likely to be totally unsurprised by the
itens that you read here --- they are just nore of the sane.
Cccasionally we mght gain a new convert in the understandi ng of
t he

depth of problens of what is wong and what is needed to

meani ngful |y

address those probl ens.

Sonehow we need to be able to reach out professionally and
effectively

beyond the RI SKS audience. | have testified at | east a dozen
tinmes

for governnental bodies on RI SKS-rel ated i ssues, but always have
a

gnawi ng feeling that these efforts fall on deaf ears or are

| argely

i gnored by brains that are preoccupied with other concerns.

There are quite a few of you in the academ ¢ conmunity who have
consistently represented the best principles that m ght be

gl eaned

fromthe RISKS experiences, such as Peter Denning, Rebecca
Mercuri ,

Dave Parnas, and Jerry Saltzer, to nane just a few. There are
al so

quite a few of you working for comercial conpani es who have
done the

sanme, such as Ji m Hor ni ng.

There are also a few organi zati ons that are able to gather

dedi cat ed

peopl e and financial resources to keep pressures up on certain
aspects

of the RISKS problens -- for exanple, EPIC, EFF, and CDT on the
| egal

i ssues relating to privacy and human rights.

Beyond that, there are just a few of our RISKS readers who

operate
essentially on a pro-bono basis with effectively no fundi ng at
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all.

Not abl e anbng these is Lauren Winstein, who as many of you know
has

been a very long-tinme contributor to RISKS and a wi de variety of
ot her

venues, and the nost prolific guest columist for ny CACM I nside
Ri sks

series. Because he has no ongoing institutional support, his
continuing tinme spent and efforts in these areas have been

deci dedl y

to his own financial detrinent, to the extent that nerely
keepi ng t he

lights onis literally an issue for himthese days.

Despite this circunstance, he has been strongly advocating a new
outreach project that | believe could be very inportant not only
toward nmaki ng genuine progress in RISKS-related matters but in
ot her

areas of concern as wel|.

He believes -- and | do too -- that those of us who worry about
risks,

hype, propaganda, distortions, and the general dem se of
scientific

and realistic thinking have been outfl anked by wel | -funded,
vest ed

I nterests who have everything to gain from mai ntaining the
status quo.

Further, making real progress agai nst such entrenched forces
means

nmovi ng out si de of the confines of preaching-to-the-choir Internet
mailing lists and Wb sites.

When we can occasionally create sensible public discussions of
hype-free facts about technol ogical risks, effects of technol ogy
on

society, privacy, security, and nmany other related topics, the
response is generally enthusiastic and usually not politically
bi ased.

Most often we hear, "Wy has nobody told us about this before!"

We both agree that a significant nonpolitical, nedia-based
out reach
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may represent the best hope of making sone real progress, by
directly

reachi ng the vast audi ences who all too often have been m sl ed
about

what's really going on.

Few of these persons can be expected to subscribe to RI SKS or

ot her

such foruns, especially because they are unlikely to even
realize that

many of these problens exist. Thus, it is necessary to go to the
commer ci al broadcast nedia from which nost people get their
information and msinformation. Commercial radio is clearly a
key

mediumto this end, whereas public broadcasters such as Nati onal
Public Radio generally have very |imted program schedul es and
do not

reach the full spectrumof |isteners of concern.

The essence of Lauren's project idea is to achieve a significant
outreach push into comercial radio, with the aimbeing to

provi de

various fornms of programm ng that would
but not

be politically biased yell-fests. Lauren has the necessary on-
air

br oadcasti ng and production experience (many of you have heard
hi s

various commentaries and ot her works over the years), and the
required

technical abilities.

ANERN

tell it like it is’

| feel that this is an excell ent approach and woul d be very
val uabl e,

but Lauren sinply cannot nove forward al ong these |ines unless
t here

I's sone source of significant funding -- advertisers,
underwiters,

"angel s", or other interested parties -- to seed and keep the
pr oj ect

going I ong enough to build a follow ng anong stati ons and

i steners.
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Lauren takes pains to point out that this would be a significant
effort that would require a considerable period of tinme, and that
there's no guarantee of success. | feel that it would be well
wort h

the effort for himto forge ahead with this (or related efforts

t hat

woul d usefully nove these issues forward), if suitable funding
can be

f ound.

Pl ease |l et Lauren (lauren@ortex.conm and ne (neumann@sl . sri.
com

know i f you, or other organi zations or entities, mght be

I nterested

in helping to nmake this happen. Thank you. PGN

#Customs Computers Fail

<Chuck Weinstock <weinstock@conjelco.com>>
Fri, 19 Aug 2005 15:47:23 -0400

A U S. Custons database systemin Virginia shut down for about
5.5 hours

begi nni ng around 6pm on 18 August. The systemis used to
process i nconi ng

I nternational air passengers, but its absence caused havoc at
M am

| nternational Airport, where up to 2000 people were waiting to
cl ear

immgration. Airports in the NYC area were able to use backup
syst ens.

[ The cause was subsequently blanmed on a virus, according to |isa
O ki n

Emmanuel , Associ ated Press/ AP Online, 22 Aug 2005; PG\ ed]
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#10th "planet" discoverer shares a secret a bit earlier than planned

<George Swan <geoswan@primus.ca>>
Tue, 23 Aug 2005 17:52:06 -0400

Pl anetary Astrononmer M chael Brown, one of the co-discoverers of
vari ous
Kui per Belt Objects, including Sedna, the really distant one,
recently
announced the discovery of a Kuiper Belt Cbject even larger than
Pl ut o.
Hi s web-page indicates why he rel eased the informati on about the
di scovery earlier than planned:

http://ww. gps. caltech. edu/ ~nbrown/ pl anetl il a/#di scovery

He becane concerned late in July, after he had | earned that the
conmput ers

that controlled the tel escopes his teamused for their
observati ons kept

publicly searchable | ogs of where the tel escopes had been

poi nted. (From

his description it sounds to me as if these |ogs nust al so
contain a code

for what they were looking at.) Brown also realized that they
had used sone

of their codenanes in the publicly avail able abstracts for sone
upcomn ng

talks. A call to the Mnor Planet Centre reveal ed that soneone
had recently

used a tool the MPC provides to plot the |location of his teams
tenth pl anet

for that very night! A hurried press conference foll owed.

#Hospital struck by computer virus

<Andrew Brydon <andrew @i sbjorn.demon.co.uk>>
Mon, 22 Aug 2005 19:44:18 +0100
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Up to 300 radiotherapy patients were turned away froma hospital
I n

Bebi ngt on, Merseyside, UK, after a conputer virus infected

equi prent .

http://news. bbc. co. uk/ 1/ hi / engl and/ ner seysi de/ 4174204. st m

#USAF personnel database compromised (From Dave Farber's IP
list)

<Ross Stapleton-Gray <ross@stapleton-gray.com>>
August 22, 2005 2:22:34 AM EDT

Using an airman's log-in information to access the online
Assi gnment
Managenent System (AMS) and downl oad data fromit, soneone
gai ned access
into an Alr Force personnel system and accessed i ndi vi dual
I nformation on
about half of its officers and "a handful" of its
nonconm ssi oned officers.
The Air Force has started notifying nore than 33,000 service
per sonnel of
the security breach, according to a statenent. ... Air Force
of ficers can
log in at wwv. af pc. randol ph.af . ml/vs to see if their
I nformati on was
conprom sed. The service will call the enlisted nenbers whose
i nformati on
the hackers viewed. [Source: Hacker nabs Air Force personnel
data, Frank
Ti boni, *Federal Conputer Wek*, 19 Aug 2005]

http://ww. fcw confarticle90229-08-19-05- Wb

http://catless.ncl.ac.uk/Risks/24.02.html (8 of 22)2008-01-01 16:35:55


http://news.bbc.co.uk/1/hi/england/merseyside/4174204.stm
http://www.fcw.com/article90229-08-19-05-Web

The Risks Digest Volume 24: Issue 2

~# Students face punishment for computer tampering

<"Thom Kuhn" <tkuhn@mail.acponline.org>>
Wed, 10 Aug 2005 20:08:32 -0400

Thirteen hi gh-school students in the Kutztown Area School
District

(Pennsyl vani a) face felony charges of tanpering with conputers
after

defeati ng security neasures on |aptops issued to them by the
school

district. They used adm nistrator passwords (taped to the backs
of the

conputers) to override Internet filters and downl oad software
such as i Chat

that the district policy forbids. The laptops included an
application that

al lowed district admnistrators to see what students did with
t he conputers.

However, the students nodified the nonitoring program so that
they coul d see

what the adm nistrators did with their conputers. The students
and their

parents argued that the felony charges are unwarranted, but,
according to

the district, students and parents signed acceptabl e use
polici es that

clearly state what activities are not allowed and that warn of
| egal

consequences if the policy is violated. The students conti nued
to violate

district policies for use of the conputers even after detentions,
suspensi ons, and ot her puni shnents, according to the district.
Only then did

school officials contact the police. [*Wred News*, 9 August
2005; PG\ ed]

http://ww. w red. coml news/t echnol ogy/ 0, 1282, 68480, 00. ht m
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#Cellphone carriers can listen in through your phone, Ryan Block

<David Farber <dave@farber.net>>
Fri, 5 Aug 2005 11:09:55 -0400

Ryan Bl ock, Cell phone carriers can listen in through your phone,
Aug 5, 2005,
http://cell phones. engadget.com entry/ 1234000563053276/

W're always a little wary of that very blurry |ine between
protection of

the general public and infringenents on basic civil liberties,
but it would

appear that according to the Financial Tinmes by way of the
Guar di an, at

| east one UK cel | phone carrier not only has the power (and
mandate) to

renotely install software over the air to users' handsets that
woul d al | ow

for the kind of nonitoring we thought only perverts and

par anoi acs had

access to: picking up audio fromthe phone's mc when the device
isn't on a

call. While don't think the backlash on this one has really
gotten underway

yet, and though we do hate to rock a cliche', we can't hel p but
be rem nded

of that classic Benjanmn Franklin quote, "~ They that can give up
essenti al

liberty to obtain a little tenporary safety deserve neither

i berty nor

safety.'' Wat's worse, a cellphone carrier and The Man are
gonna take it

fromus w thout our perm ssion on the sly?

#No inspection record, lack of human contact, or something else?

<"Mythdraug ." <mythdraug@gmail.com>>
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Thu, 11 Aug 2005 12:05:49 -0500

First some background.

| have signed up with nmy | ocal gas conpany (Peoples Gas) for
online

paynent and billing. As part of the process they, of course,
require

nmy e-mail address. In late May | received a postal letter

I nf orm ng

me of their need to performan inspection of ny inside |ines
under

threat of being disconnected if we failed to conply. Naturally,
I

schedul ed an appointnent. A technician cane and nechanical ly
sni ffed

the joints in the line said thanks and wal ked out the door.

Fast forward to a nuch nore recent day. Via the e-mail address
whi ch

| signed up for online service with them | receive a letter
adnmoni shing nme for failing to allow the nmandatory inspection. |
was

again threatened with disconnection for failure to conply.

Know ng that | had previously had the inspection conpleted, |
replied

to the nessage stating exactly that. The e-mail bounced from
their

system as undeliverable. |I called the phone nunber provided in

t he

nessage, only to be connected to an autonated systemfor setting
an

appoi ntnment with no obvious way to reach an operator.

At this point, you may think that my conplaint is in not being
presented with an audit record at the tine of inspection. O
per haps,

| amfrustrated that there was no clearly defined way to break
out of

the process or way for ne to indicate that ny inspection had

al r eady
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been perf orned.

You woul d be incorrect. You see, what | haven't yet nentioned
I's that

t hey had addressed that nessage to ne by placing ny e-nmai
address on

the CCline. But it wasn't just ny e-nmail address there, it was
t he

e-mai | address of everyone (well | guess only half of them
actually as

the list began with purplerose3637@******** net;
PWOODWARD1966@ **** . com and ended with zedwards@**. com

zol dowski @******* net) receiving the notification. Yes, that is
correct, | now have the e-mail address for ~240 people who are
in risk

of having their gas disconnected.

The privacy policy on their web site (http://pecorp.con) states
"W

will never willfully sell, trade, rent, disclose, or nake
avai |l abl e

personally identifiable information to any third party w thout
first

recei ving your perm ssion, except when we believe in good faith
t hat

the law requires it, or to protect the rights or property of
Peopl es

Energy. "

The risks? 1'Il let you decide....

#Risks of First UTC Leap Second in 7 Years

<Dave Glicksberg <davidg@bourbaki.jpl.nasa.gov>>
Mon, 22 Aug 2005 18:58:22 -0700 (PDT)

[Originally submtted 2005-07-07, but lost in the shuffle.
PGN|
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The International Earth Rotation Service (IERS, http://ww.iers.

org) just
announced a UTC | eap second for the end of 2005, specifically at
2005- 12- 31T23:59: 60Z (see http://hpiers.obspmfr/eoppc/bul/bulc/

bul | etinc. dat).

The previous | eap second was 7 years before, at 1998-12-
31T723:59:60Z, which was

before Y2K!' In contrast, fromUTC s inception in 1972 through
1998, |eap

seconds were fairly common, occurring every 0.5 to 2.5 years.

UTC is the basis for civil and mlitary tinekeeping worl dw de.

It is

transmtted in coded radio tine signals Iike WAW, and it is used
by Russia's

navi gation satellites GLONASS (http://ww. gl onass-center.ru/
stine.htm ), which

t herefore nust accommpdate | eap seconds. However, GPS
satellites use a

conti nuous tinescale that does NOT have | eap seconds.

THE RI SKS?

* In the 7 years since the last | eap second, nmintainers of
systens and

software that are UTC-aware nmay have forgotten how to properly
handl e a

| eap second, whether it is done nmanually or automatically (e.
g. by

synchroni zation with WA/, or with tinme servers that properly
handl e t he

| eap second).

* Newer systens and software have never encountered a | eap
second, unl ess

via thorough testing. Sone systens may have omtted
consi deration of |eap

seconds al t oget her!

* Potential downtinme or errors due to the need to do a nmanual
updat e, or due
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to incorrect automati c updati ng.

* Consequences of forgetting that the | eap second occurs
si mul t aneousl y

around the world, regardless of local tine zone. |In New York,
the | eap

second w Il occur at 7PM (actually, 18:59:60) on New Year's
eve, and in

Moscow, it will occur at 3AM (02:59: 60) New Year's Day.

Dave G icksberg -- glicksbergd AT eh see em DOT oh are gee -- W
OPI Nl ONS ONLY

#Teacher concerns over L.A. school computerization project

<Lauren Weinstein <lauren@vortex.com>>
Sat, 27 Aug 2005 10:14:32 -0700

A friend of mne here in L.A -- a mddle school teacher in the
Los Angel es

Unified School District for around 30 years -- sent ne the note
bel ow.

LAUSD i s the second | argest school district in the country, and
I's enbarking

on a conputerization project that has many teachers concer ned.
The driving

force appears to be the desire to obtain every | ast possible
at t endance

dol | ar per student, despite the risks that appear obvious even
to persons

who are not conputer experts.

Thought you would want to hear about the |atest L.A school
district new

program for attendance taking and report card grades. It rolled
out earlier

this year at sone schools already and shoul d be debuting soon at
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many

secondary schools by Cctober. Every teacher has been nmandated to
set up an

LAUSD e-pal account so that we can now do on-line attendance

t aki ng and

grades. W were prom sed to have an additional brand new
conputer installed

i n our classroons over the sumrer. Al roons were wired prior to
sumrer

vacation. Next senester we are being asked to take and report by
comput er

attendance for every single class in real tinme, period by
period, by | ogging

into our e-mail account and using our issued password. Many
teachers are a

bit nervous about adjusting to the new requirenent and the tine
away from

focusing on instruction. W were warned to protect our password
as i f our

career depended on it, keeping in mnd what an evil-m nded child
could do on

the systemif our password got into their hands.

The whol e programoriginally nanmed | SIS (after an Egypti an
goddess) was j ust

changed to LAUSDVMAX. Their hope is that tinme and paper wll be
saved. | am

a bit nervous about having to run to ny attendance conputer
multiple tines a

day, especially when ny school |ike nost others can have
multiple tardy

students during a typical period which would require attendance
adj ust nment s

for accuracy. | hope the district knows what it is doing and is
not backi ng

itself into another financial disaster. Can you i magi ne the

pr obl ens

substitute teachers wll face? You would think they would be
smart and j ust

ask us to do the attendance in just one sitting at the end of

t he school

day. Teachers are waiting to see if they nmake us maintain a
paper rol | book
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as well. WII we be doing nore or |ess work?

#Re: Navy jet has severe brake failure (RISKS-24.01)

<<carlf @panix.com>>
Wed, 10 Aug 2005 17:10:52 -0400 (EDT)

> The F/ A-18 Hornet has had a series of recent accidents nmany of
whi ch are

> being attributed to a very thin $535 el ectrical cable that
controls the

> antiskid brakes ...

Where "recent" dates back to 1990? There may well be a problem
but 24
accidents in 15 years is hardly "a series of recent accidents".

As the Navy spokesperson said, every significant accident

i nvol ved failures

by the pilots to follow procedure (notably one pilot not know ng
how t o use

t he emergency brakes!).

| don't know that this is a R sk I n Conputing.
[ REM NDER: Risks in the Use of Conputers are often interface

pr obl ens,
educati onal problens, training, experience, etc. PG\

~#Bad password practices

<Jeremy Epstein <jeremy.epstein@cox.net>>
Wed, 10 Aug 2005 14:12:18 -0400
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| recently applied for and got an account on a noderately
sensitive

gover nment conputer systemthat's accessed over the Net. You
apply by

sendi ng various informati on (such as nane & address, but not
SSN) to them by

e-mail. A person then reviews the request, and sends you back
t he account

I nformati on.

Two interesting things:

1. When ny account was issued, the usernane and password were
sent in two

separate e-mail nessages. That's a good practice (certainly
not

f ool proof, but better than sending in one nessage). However,
t hey were

sent just seconds apart fromthe sane address and to the sane
reci pi ent

address, which dramatically reduces the val ue of separating
t hem

Doubt | ess, soneone said "it's dangerous to send them
t oget her", but

didn't consider that sending the inpact of sending them at
the sanme tine.

2. The password is a fairly high quality value (seven random
| ooking letters

and nunbers, but no special characters). However, it's not
changeabl e.

So, ny sensitive password cane via e-mail, nost likely wll get
witten down,
and can't be changed. Now *that's* a secure system

#Risks of Bluetooth pirates?

<"Andre Kramer" <andre.kramer@eu.citrix.com>>
Thu, 18 Aug 2005 11:31:28 +0100
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The Canbri dge Evening News reported yesterday ("Phone Pirates in
seek

and steal mssion" 17th August 2005) that several |aptop

conput ers have

been stolen fromcar boots (autonobile trunks for US readers) in
Canbridge (UK). The article clained that "Bl uetooth"” was used to
det ect

the | aptops presence. Wiile the thefts appear related, the

cl ai med nodus

operanti seens unlikely as short range wirel ess woul d be

I nactive unl ess

the | aptops were powered on (to be fair, the article also
nment i oned

"other electronics"). The risk: thinking your devices are safe
in the

car boot when they don't have wreless.

#Re: Risks of REAL ID: incorrect (Re: RISKS-23.95)

<"Charles P. Lamb" <clamb@acm.org>>
Wed, 10 Aug 2005 16:58:42 -0400

The article from Rl SKS-23.95 with subject R sks of REAL I D and

the |inked

*The Boston d obe*/ Associ ated Press article are incorrect. The
REAL | D Act

doesn't require states to do anything. The |aw states only
requi renents for

use of a state-issued driver's |icense, or any other
identification card, as

a Federal ID. In the words of the law itself:

"(1) IN GENERAL. Beginning 3 years after the date of the
enact nent of

this division, a Federal agency nay not accept, for any
of fi cial purpose,
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a driver's license or identification card issued by a State to
any person
unless the State is neeting the requirenents of this section.”

|If a state intends its driver's |icenses to be used *only* as
driver's
| icenses, it need do not hing.

[ This could lead to sonme curious results. |If every state were
to claim

that its licenses are to be used only as |icenses, then all
state el ected

officials could not use their drivers' |icenses to board
comrer ci al

aircraft. O the Feds mght just say that those state
| i censes nust be

consi dered as de facto Federal |Ds (whether or not they
actually satisfy

the requirenents). PG\

~#Re: US Navy to drop paper charts (Scott Peterson, PGN, Scott
Peterson)

<R A Lichtensteiger <rali@Tifosi.com>>
un, 14 Aug 2005 00:44:36 -0400

Scott Peterson <scottp4@r ndspring.con> wote (in R sks 24.01)

<> G ven sone of the stories that have been posted here about
the problens wth

<> el ectroni c navigation systens, the m nd boggles at the
potential for

<> disaster in this decision. [SP]

The biggest problemis the sane one that applies to paper charts
and
noder n navi gati on technol ogies. GPS shows you where you are on
t he
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pl anet's surface, not where you are on the chart. Cross up your
dat uns
and things are just as apt to go "bunmp” in the night

Once again, the nediation is the sane nel ody: "Never place all

of your

trust in a single systen whether that systemis GPS, ECD S or a
| i ght ni ng detector.

So long as running into things continues to be a "career
limting nove"

for the commandi ng officer, | suspect the Navy will continue to
be very

good about cross checking what different navigation inputs claim
for the

ship's position.

For commercial shipping, with it's much smaller crews, and
civilian

sailors, the level of faith placed in a GPS and chartplotter
scares ne.

Peter G Neumann <neumann@sl .sri.conr added (in the sane R sks
di gest):

<> Ri sks m ght occur when their Net connection is down and they
cannot get

<> their updated maps online! Renenber the sub that ran into a
rock. | wonder

<> whet her that rock has ever shown up on an online map since

t hen?

Charts are updated with a system of "Notices to Mariners" and
"Local

Notices To Mariners." They are published on a weekly or nonthly
basi s,

avail able electronically, or by snail mail. Wth paper charts,

t he

i nformati on then needs to be (accurately!) transcribed onto the
chart.

Gven this tine |ag, one's net connection would have to be
pretty solidly

down for ECDIS-N to not be an inprovenent on the ol der system
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(Not t hat
| put that beyond the USN s capability, mnd ...[1])
[1] Snotty remark froma fornmer USCG navi gat or!

[ Lat er note:

You mght find the USCG s E-Nav website interesting (or
sone of
your readers may):
http://ww. navcen. uscg. gov/ enav/default. htm

#Re: Slade's review of "File System Forensic Analysis", Brian
Carrier

<Simson Garfinkel <simsong@eecs.harvard.edu>>
Fri, 12 Aug 2005 21:20:31 +1200

| need to take issue with Rob Slade's review of Brian Carrier's
new book.

File System Forensic Analysis is really an excellent book. It
not only is

the first to go into the topic, but it has so nmuch detail that
it is likely

to be of invaluable assistance to both practitioners and
researchers for

many years to cone.

| am conpletely baffled by Slade's criticismof the book taking
a while to

get to technical details, and his conplaint that the book is
uneven. Brian's

book is specifically designed to be approachable to both a
person who i s new

to the field and a seasoned expert. it does a great job wth
this goal.
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| ndeed, if there was no introductory material, | inage that

Sl ade woul d have
criticized File System Forensic Analysis for being inpenetrable

or unusabl e
for people newto the field.
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~#Katrina's telecom damage tops $400 Million; repairs may take
months

<Monty Solomon <monty @roscom.com>>
Tue, 6 Sgp 2005 22:49:42 -0400

Bel | South reports that the tel ecom damages from Hurri cane
Katrina in the New

Ol eans/ M ssi ssi ppi Gulf Coast area are on the order of half a
billion

dollars, with repairs taking 4 to 6 nonths, according to
prelimnary

estimates. Roughly 1.1 mllion lines are still out. [ Source:
Ar shad

Mohamred, *The Washi ngton Post*, 6 Sep 2005; PG\ ed]

http://ww. washi ngt onpost . com wp-dyn/ content/article/2005/09/05/

AR2005090501231. ht m

[ OF course, those costs are dwarfed by the overall
cat astrophe. The huge

magni t ude of the natural disaster, the |ack of foresight over
past decades

in protecting the | evees, and the many problens wth energency
responses

are horrendous. This once again remnds us of the extent to
whi ch we tend

to deprecate far-sighted proactive risk managenent. PG\]

# Cockpit confusion found in Cypriot airliner crash
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<"Lindsay Marshall" <Lindsay.Marshall @newcastle.ac.uk>>
Wed, 7 Sep 2005 16:46:06 +0100

The crew nenbers of a Cypriot airliner that crashed Aug 14 near
At hens

becane confused by a series of alarns as the plane clinbed,
failing to

recogni ze that the cabin was not pressurizing until they grew
mental |y

di soriented because of |ack of oxygen and | ost consci ousness,
according to

several people connected with the investigation into the crash.
I n

addition, the German pil ot and the young/i nexperienced Cypri ot
co-pilot did

not have a common | anguage in which they could speak fluently.
and had

difficulty understandi ng each other's standard airline English.
A total of

121 people were killed in the crash after the plane clinbed and
flew on

autopilot, circling near Athens until one engi ne stopped running
because of

a lack of fuel. The sudden inbal ance of power, with only one
engi ne

operating, caused the autopilot to disengage and the plane to
begin to fall.

[ Source: Don Phillips, International Herald Tribune, 7 Sep 2005;
PG\ ed]

http://ww. nytinmes. con’ 2005/ 09/07/international /europe/07cypri ot.

ht n
[ Also noted by Chuck Wei nst ock]

#Flight Control System Software Anomalies

<"Peter B. Ladkin" <ladkin@rvs.uni-bielefeld.de>>
Wed, 31 Aug 2005 11:19:04 +0200
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In this era of fly-by-wre, I amfond of saying that, as far as
| know,

there has never been a commercial aircraft accident caused by
anomal i es

in flight control software. And it has been 17 years (the first
A320

was i ntroduced into service in 1988).

It is thus well to renenber that designing and witing critical
sof t war e- based systens for such applications is not a routine
task that

we now know how to perform In fact, there are plenty of
anomal i es t hat

crop up that the public doesn't hear about. Here is one that
made it out,

and a pointer to another.

The B777 is a high-capacity Boeing electric airplane (that is,
fly-and-a-

| ot - of -ot her-things-by-wire) designed inter alia for

I nt er conti nent al

travel. The aircraft has been in service since 1995, and 490 of
t hem have

been delivered (for conparison, of Boeing's "junbo", there are
625 B747-400

delivered, and a further 477 "classic" B747 still in service)

[1].

The B777 has just been subjected to an energency Airworthiness
Directive

(AD) fromthe U S FAA[2]. In April 2005, the FAA issued AD
2005- 10- 03

requiring "nodification of the operational program software
(OPS) of the air

data inertial reference unit (ADIRU) from software version part
nunmber (P/ N)

3470- HNC- 100- 03 to software version P/ N 3475- HNC- 100- 06 or
3474- HNC- 100-07. That AD resulted froma report of the display
of erroneous

heading information to the pilot due to a defect in the OPS of
the ADI RU. "
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An AD is issued in response to an identified hazard, and the
reasons are

given as a |list of possible consequences of the hazard,

I ncl udi ng wor st - case

consequences: "W issued that AD to prevent the display of

er roneous headi ng

information to the pilot, which could result in loss of the main
sour ces of

attitude data, consequent high pilot workload, and subsequent
devi ation from

the intended flight path."

Attitude data consist of angle of pitch (nose up or down), angle
of bank

(left/right wing | ow high) and headi ng. The flight control
system and

pilots, also use the rate of change of these quantities, as well
as their

accel erations, although these are not presented as separate

di splays to

pilots (one notes these are "trends" through cognitive
processing rat her

t han di spl ay).

Emer gency AD 2005-18-51 was issued on August 29, 2005. An unsafe
condi tion

had been identified through analysis of an incident, and Boei ng
had i ssued

an Alert Service Bulletin on August 26 addressing the problem
with

wor kar ounds. The Energency AD nmakes these actions mandatory. The
FAA

expl ains as foll ows:

Si nce [ AD 2005-10-03] was issued, we received a recent report
of a

significant nose-up pitch event on a Boeing Mddel 777-200
series airplane

whil e clinbing through 36,000 feet altitude. The flight crew
di sconnect ed

the autopilot and stabilized the airplane, during which tine
t he airpl ane

clinbed above 41,000 feet, decelerated to a m ni num speed of
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158 knot s,

and activated the stick shaker. A review of the flight data
recorder shows

there were abrupt and persistent errors in the outputs of the
ADI RU. These

errors were caused by the OPS using data fromfaulted (fail ed)
sensors.

This problemexists in all software versions after P/ N 3470-
HNC- 100- 03,

begi nning with P/ N 3477- HNC- 100- 04 approved in 1998 and
I ncl udi ng the

ver si ons mandat ed by AD 2005-10-03. Wil e these versions have
been

Install ed on many airplanes before we issued AD 2005-10- 03,
t hey had not

caused an incident until recently, and the probl em was
t heref ore unknown

until then. OPS using data fromfaulted sensors, if not
corrected, could

result in anonalies of the fly-by-wire primary flight control,
aut opi | ot

auto-throttle, pilot display, and auto-brake systens, which
could result

in high pilot workload, deviation fromthe intended flight
pat h, and

possible | oss of control of the airplane. ................

We have evaluated all pertinent information and identified an
unsaf e

condition that is likely to exist or develop on other Boeing
Model 777

airplanes of this sane type design. Therefore, we are issuing
this AD to

prevent the OPS fromusing data fromfaulted (failed) sensors,
whi ch coul d

result in anomalies of the fly-by-wire primary flight control,
aut opi | ot ,

auto-throttle, pilot display, and auto-brake systens. These
anomal i es

could result in high pilot workload, deviation fromthe
I ntended flight

pat h, and possible |loss of control of the airplane. This new
AD super sedes
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AD 2005-10-03.

Not e that the consequences |ist has been extended by "possible
| oss of

control of the airplane”. According to John Sanpson, the

I ncident to which

the AD refers occurred to a Malaysian Airlines B777-200 on 3
August 2005, on

Flight MH 124 from Perth to Kuala Lunpur [3]. The aircraft
returned to Perth

after 51 mnutes flight for an energency |anding after an AD RU
mal f uncti on

whi ch caused a "flight control outage".

This is the first public statenment of which I know which
addresses cl asses

of Byzantine faults. Byzantine faults have occurred, seriously,
i n avionics

before but the details are not public (see the quote from | 6]
bel ow) .

Byzantine faults are faults in which agents (sensors, conputers)
in a

di stributed system"lie
fail silently

but distribute erroneous data, or data which is read differently
by

different receivers. The nane arose from a whi nsi cal anal ogy by
Lanport,

Shost ak and Pease to a group of Byzantine generals trying to
reach agreenent

in a situation in which no one trusts anyone else to speak the
truth. The

cl assic papers fromtwenty years ago are [4,5], and | understand
arose from

SRl International's involvenent in trying formally to verify the
oper ati ng

system of the first digital flight control conputer, SIFT.

to their interlocutors: they do not

Dealing with Byzantine faults becane an extrenely active area of
di stri but ed

conputing theory, but practitioners did not take them so
seriously at first,

per haps partially due to the very high resource consunption of
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t he

sol utions: Lanport, Shostak and Pease showed that any correct
algorithmto

achi eve consensus required a |arge nunber of processors (roughly
speaki ng,

at |l east 3n+l, where n is the nunber of "liars") and a | ot of
processor

cycles. It follows that solutions judged to be practical are
unli kely to be

conpl ete solutions, and therefore one nust anal yse the actual
pr obl em space

nore closely to find out where one can nost profitably handl e
possi bl e

probl ens, and whi ch areas one can ignore.

The SAFEbus, the backpl ane communi cations bus of the B777 flight
contr ol

system now standardi sed as ARI NC 659, was designed by Ken Hoyne
and Kevin

Driscoll at Honeywell. Driscoll, with Honeywell coll eagues Hal
and Zunst eq,

and Sivencrona (Chal ners Uni, Sweden) wote a paper in SAFECOW
2003 in

whi ch they descri bed occurrences of Byzantine faults in avionics
and how one

can deal wth them (or not, as the case may be) [6]. They say
"Byzanti ne

faults in safety-critical systens are real and occur with
failure rates far

nore frequently than 10**(-9) faults per operational hour. In
addition, the

very nature of Byzantine faults allows themto propagate through
traditional

fault contai nment zones, thereby invalidating system

archi tectura

assunptions. "

Driscoll et al. refer to a set of incidents in which the
occurrence of

Byzantine failures "threatened to ground all of one type of
aircraft”. This

set of incidents is not publicly available. | quote:
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This aircraft had a massively redundant system (theoretically,
enough

redundancy to tolerate at | east two Byzantine faults). but, no
amount of

redundancy can succeed in the event of a Byzantine fault
unl ess the system

has been designed specifically to tolerate these faults. In
this case,

each Byzantine fault occurrence caused the sinultaneous
failure of two or

three "i ndependent” units. The cal culated probability of two
or three

si mul t aneous random hardware failures in the reporting period
was 5 X

10**(-13) and 6 x 10**(-23) respectively. After several of
t hese

incidents, it was clear that these were not nultiple random
failures, but

a systematic problem The fleet was just a few days away from
bei ng

grounded, when a fix was identified that could be inplenented
fast enough

to prevent idling a | arge nunber of expensive aircraft.

The significance of the 10**(-9) figure is that airworthiness
requires that

a "catastrophic" failure of aircraft systens occur with a rate
| ess t han

this per operational hour. The figure was originally chosen to
be | ow enough

that one woul d not expect a catastrophic failure during the
lifetime of the

fleet of that type aircraft (whether this calculation still
holds is a

separate question) [7]. Any hazard (for exanple, failure) wth
potentially

cat astrophi ¢ consequences which is seen or judged to have nore
frequent

occurrence can |lead to wthdrawal of the airworthiness
certificate of the

type. Hence Driscoll et al.'s story.

| do not know (yet) whether the fault identified in AD 2005-18-
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51 is of one
of the types specifically considered by Driscoll et al.

Circunstances in which nessages are sent which are

m sinterpreted by

receivers are not at all unusual. It is not clear that Driscoll
et al. would

classify these all as Byzantine faults. A well-known occurrence
I n which an

error nmessage was msinterpreted as navigation data is the in-
flight

break-up of the first Ariane 5, Ariane Flight 501 [8]. Another
exanple from

anot her area of transportation is the grounding of the cruise
shi p Royal

Maj esty in 1995, in which incident the autopilot was designed in
t he

expectation that the GPS would fail silent, but the GPS

conti nued to send

dead-reckoning data for over a day when it failed to receive a
signal. The

ship tracked 17 mles off course and grounded on Rose and Crown
shoal near

Nant ucket |sland, near Boston, MA [9,10]. The fault nodels of
the system

designers in the avionics case in [6], as well as in the Ariane 5
architecture and that of the STN Atlas NACOS 25 autopilot on the
Royal

Maj esty, were inappropriate for the task.

There are vari ous concl usi ons one can draw.

* The kinds of nunbers used in Fault Tree Analysis for random
har dwar e

failures in software-based systens give no good indication of
the rate of

systematic failures (due to design or to errors in software)
whi ch can be

expect ed.

* Fault-handling nodels are crucial parts of the architecture

and their
assunptions are critical. (This is made clear by the incidents
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di scussed
in[6,8,9].)

* That there have been no accidents does not nean that there are
no

occurrences of substantial problens with potentially
catastrophic

consequences with software-based critical avionics.
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#Ships relying on GPS-based systems

<"Peter B. Ladkin" <ladkin@rvs.uni-bielefeld.de>>
Wed, 31 Aug 2005 13:57:18 +0200

(was: US Navy to drop paper charts, Lichtensteiger, Rl SKS-24.02)

> For commercial shipping, with it's nuch smaller crews, and
civilian

> sailors, the level of faith placed in a GPS and chartplotter
scares ne.

The cruise ship Royal Myjesty ran aground off Nantucket |sl and
In 1995. The

crew had been relying for over a day on an autopil ot taking
readi ngs froma

GPS position sensor. The GPS signal had been | ost, supposedly

t hanks to the

aerial being inadvertently disconnected, shortly after setting
of f from

Ber nuda, and the sensor was giving information through dead
reckoning. It

seens no one noticed, despite having a Loran avail able as a cross
check. Also, the auto pilot error-handling was based on the GPS
sensor being

fail-silent, which was an incorrect assunption.

During the last hours, tracking sone 17 mles off course, into
known

danger ous shal |l ow waters, various obvi ous signals were ignored
(white and

"confused" water ahead; static shore lights sitting in the

m ddl e of the

"ocean") as well as msidentification, and failure of

I dentification, of

buoys. The ship ran aground on Rose and Crown shoal and needed
to be

sal vaged.

The report is on the U S. NISB WWsite. Slides froma talk, as
well as a
paper, giving a Wiy-Because Anal ysis of the accident may be
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found at

WWW. rvs. uni - bi el efel d. de -> Bi el eschwei g Wrkshops -> Second
Wor kshop ->

Tal ks

Thanks to Luke Enmmet of Adelard for suggesting this as a case
study in 2002.

Peter B. Ladkin, University of Bielefeld, Germany ww.rvs. uni-
bi el ef el d. de

#VT Gas pumps give up at $3/gallon

<Monty Solomon <monty@roscom.com>>
Sat, 3 Sep 2005 14:09:31 -0400

1% of Vernont's 6,000 gas punps are unable to conpute with gas
prices over

$2.99. [PG\N-ed froman Associated Press item 3 Sep 2005]
http://ww. bost on. coni news/| ocal /articles/2005/09/03/

for_sonme_punps_3 _doesnt conput e/

#UK Elections: Web and text vote trials dropped

<Chris Leeson <chris.|eeson@atosorigin.com>>
Wed, 7 Sep 2005 10:10:34 +0100

Governnent plans to introduce e-voting for next year's |ocal
counci |

el ecti ons have been dropped. According to the governnent
spokesman

(Elections Mnister Harriet Harman), "the tinme is not right".
The

governnent has not ruled out further attenpts to introduce e-
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voting. diver

Heal d MP, Shadow Secretary of State for Constitutional Affairs,
has

descri bed the whol e process as a shanbles, citing the security
concerns with

e-voti ng.

BBC News: http://news. bbc. co.uk/1/hi/uk _politics/4219008. st m
The Register: http://ww.theregister.com 2005/09/06/ govt _voti ng/

#German social services software with new, costly errors

<Debora Weber-Wulff <D.Weber-Wulff @f htw-berlin.de>>
Tue, 06 Sep 2005 09:06:53 +0200

In the never-ending tale of woe surrounding the Gernman soci al
servi ces and

unenpl oynment software A2LL (produced by T-Systens, the software
arm of the

former German state Tel ecom conpany), the Spiegel has just
reported that the

software m scal cul ates the health insurance prem uns that the
gover nient

pays every nonth - to the tune of 25 mllion Euros too nuch,
every

nmonth. The bill is footed by the taxpayers, of course, since T-
Syst ens

wi sely put a cap in to contract for reparations - a nmaxi numof 5
mllion

Euros is all T-Systens needs to pay:

Spiegel: http://ww. spi egel.de/w rtschaft/0,1518, 372998, 00. ht n
Tagesschau:

http://ww.tagesschau. de/ akt uel | / nel dungen/ 0, 1185,

Q D4712732_REF2, 00. ht mi

Tagesspi egel :
http://archiv.tagesspi egel . de/archiv/06.09. 2005/ 2035255. asp

W ki pedi a for nore background information on A2LL:
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http://de.w ki pedi a. org/wi ki /A2LL

According to *Der Spiegel*, an expert comm ssion is already

di scussi ng what

to do with the software, which was taken into service just in
January of

2005. It has been declared to be in such a state of non-

mai ntai nability and

non-adaptability ("nicht nehr wartungs- und entw ckl ungsf ahi g")
t hat they

are speaki ng about an entirely new software - to be witten, of
course, hy

T- Systens, who brought on this ness in the first place. They
just are trying

to decide whether to start a new central "solution" or a
decentral i zed one

for each unenpl oynent office, as there are many | ocal rul es and
I nsur ance

providers that seemto be causing difficulty.

The problemis with the insurance prem uns for the unenpl oyed,
whi ch was

| onered retrospectively to save noney for the governnment in
March. A health

I nsurance unbrella organi zati on, VdAK, says it has difficulty in
det er mi ni ng

how much to pay back, if anything, because they do not know for
exactly

whi ch people and nonths the wong prem umwas cal cul ated. A
previous | arge

error reported conpletely wong data on who exactly was insured
when to the

I nsurance conpani es. The VJAK has said that when the Gernman
Soci al Servi ces

BA (Bundesagentur fiur Arbeit) gets their software straightened
out, they

will be glad - for a fee, of course - to see if they can repay
the prem uns

payed in error. (In other news, the health insurance conpanies
reported a

surprise surplus recently...)

Even with the error now known, the software will not be able to
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be fixed

this year at all [the last tine | | ooked we had about a third of
a year

left....-dwn, although it seens that just the rate for the

prem uns needs

to be adjusted from1l4.3%to 13.2% The problem seens to stem
fromthere

bei ng hundreds of different insurance providers, all wth
slightly different

prem um cal cul ati ons.

See RI SKS-23.53, 23.60, 23.92.

Prof. Dr. Debora Weber-Wil ff FHTWBerlin, FB 4, Internationale
Medi eni nfornati k

Treskowal | ee 8, 10313 Berlin +49-30-5019-2320 weberw@ ht w
berlin. de

#Not guilty because of system deficiencies

<Debora Weber-Wulff <D.Weber-Wulff @f htw-berlin.de>>
Wed, 31 Aug 2005 18:14:00 +0200

The Berlin newspaper Tagespi egel reports on a curious court case:

http://archiv.tagesspi egel .de/archiv/31. 08. 2005/ 2022942. asp#ar t

Seens that a social worker found a neat way to dole out funds to
hi nsel f a
few years ago. [And yes, Peter, the pun is intentional! --dwj

Soci al services have a noney nmachine set up in which, when a
client is given

noney, instead of having it transferred to their account, a chip
card is

sel ected, and the nunber of the card typed into a conputer
program t hat

controls payouts. The client takes the card to an ATM I i ke noney
machi ne,
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puts the card in, key is the secret password which is [| hope
you are

sitting down... --dw the *birthday* of the client, and takes
out the

noney. A canera filnms the transaction, but erases the tapes
about 6 weeks

| at er.

The programrecords the payout in the files of the client, and
only people

W th proper passwords have access to the payout system This is
cal |l ed

security.

About 27.000 Euros (about the sane in dollars these days)

di sappear ed about

2 years ago. The revision departnent nailed down 22 transactions
t hat had

been conducted without an entry in the files of a client, and
the clients

knew not hi ng of the w ndfalls.

The accused kept his nouth shut during the process, and it was
uncover ed

that the cards were not kept track of and "flew around the

of fices", people

woul d I og onto their payout conputers and remain |ogged in all
day,

sonetinmes |eaving the office without |ocking the door. It would
have been

trivial for a colleague to quickly use a conputer to |load up a
card, then

slipit to an acconplice and have them pick up the cash. In
addi ti on,

everyone seened to know everyone el se's passwords...

The defence | awer also noted that the social workers were all
mad about the

extra work they had to do about the new Gernman dol e system so
it really

coul d have been anyone.

Berlin remains out the 27.000 Euros and has to pay court costs,
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t he accused

keeps his job (but was transferred, probably to the filing
roon), and the

j udge recomrends they re-think the security of the payout
system |['mwth

the judge on this one!

Prof. Dr. Debora Wber-Wil ff
FHTWBerlin, FB 4, Internationale Medi eninfornatik
Treskowal | ee 8, 10313 Berlin

Tel : +49-30-5019- 2320 Fax: +49-30-5019-2300
weber w@ ht w- berl i n. de http://ww.f4. fhtw berlin.de/peoplel
weber wu/

#The FBI Virtual Case File and other disasters

<jhhaynes@earthlink.net>
Mon, 5 Sep 2005 20:24:08 -0500 (CDT)

The Septenber issue of *I EEE Spectrunt has a nunber of articles
of interest

to conp.risks readers. Cover story about why the VCF project
fail ed.

Article about Praxis H gh-Integrity Systens in Bath, England,
where they use

formal nethods to ensure programcorrectness. And an article on
why

software fails, including a list of 31 projects from 1992 to
2005 t hat

failed after billions had been spent.

#Mercedes car-door locking functionality

<"Leon Kuunders' <leon@kuunders.info>>
Sat, 13 Aug 2005 00:56:48 +0200
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Last week | watched the chauffeur of a Mercedes car. There was a
par ki ng

spot left just in front of another Mercedes. Both different
types, though

fairly new As | watched by the chauffeur got out of her car and
pushed t he

button on the renote control to close the doors.

The system worked. The doors of the Mercedes closed. The already
par ked

Mer cedes responded with a happy 'click' and opened it's doors.
The

chauffeur, confident the click was her car telling everything
was fi ne,

didn't pay attention, until | pointed her to the fact that she
opened the

ot her Mercedes.

She tried several tines. Wen her car opened the other one

cl osed. And vice

versa. But she didn't see it as a problem she could close the
doors of her

car and wal k away. Until | pointed out the system probably
wor ked t he ot her

way round as wel |

#Re: Risks of Bluetooth pirates? (Kramer, RISKS-24.02)

<vp@cs.drexel.edu (Vassilis Prevelakis)>
Mon, 29 Aug 2005 22:14:58 -0400 (EDT)

> [...] the clained nodus operanti seens unlikely as short range
> wWreless would be inactive unless the | aptops were powered on
[ .

r
]

Actually ny Apple 4 laptop has an entry in the Bl uetooth
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properties to

al |l ow Bl uet oot h devices to wake up the conputer. This is to
enabl e t he user

to nove a Bl uetooth nouse or press a key on a Bl uetooth keyboard
to wake up

t he | aptop.

O course, Bluetooth-enabled PDAs and cel | phones are al so at

ri sks since

these al so respond to Bl uetooth queries unless the feature has
been turned

of f by the user.

First generation Bl uetooth devices inposed a significant burden
on the

battery of a portable device which is why the user was nade nore
awar e of

the wrel ess network (prom nent annunciators indicating

Bl uet ooth activity

etc.). Newer Bluetooth devices can operate in very |ow power
node (|i ght

sl eep) so they can be left turned on continuously. As the power
requi renents

are decreased further, Bluetooth activity nmay becone
“transparent” to the

user resulting in another silent feature can bite unsuspecting
users.

Vassilis Prevel akis, Ph.D., Conputer Science Departnent, Drexel
Uni versity,
Phi | adel phi a, PA 19104-2875 http://vp.cs.drexel.edu +1 215-895-

2920
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#Nation's Critical Infrastructure Vulnerable to Cyber Attack

<"Peter G. Neumann" <neumann@csl.sri.com>>
Fri, 16 Sep 2005 07:59:39 PDT

Comm ttee on Science, SHERWOOD BOEHLERT, CHAI RVAN
Bart Gordon, Tennessee, Ranking Denocr at
http://ww. house. gov/ sci ence/ press/ 109/ 109-129. ht m

Press Contacts: Joe Pouliot (202) 225-4275

WASHI NGTON, D. C., Septenber 15, 2005 - In testinony before the
House Sci ence

Commttee today, the Chief Information Oficers (ClGs) of nmjor
U. S.

corporations warned Congress that the nation's critical

I nfrastructure

remai ns vul nerable to cyber attack. The w tnesses said the
econony i s

I ncreasi ngly dependent on the Internet and that a nmajor attack
could result

in significant econom c disruption and | oss of life.

Urging action to address this vulnerability, the w tnesses
advocat ed

I ncreased fundi ng for cybersecurity research and devel opnent
(R&D) and

greater information sharing between industry and governnent and
anong

vari ous sectors of industry. Wtnesses al so urged greater
federal attention
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to cybersecurity and praised the creation of an Assi stant
Secretary for
Cybersecurity at the Departnent of Honel and Security (DHS).

Testifying before the Commttee were: M. Donald "Andy" Purdy,
Acting

Director, National Cyber Security Division, Departnent of
Homel and Security;

M. John Leggate, Chief Information O ficer, British Petrol eum
Inc.; M.

Davi d Kepl er, Corporate Vice President, Shared Services, and
Chi ef

| nformation O ficer, The Dow Cheni cal Conpany; M. Andrew

CGei sse, Chief

| nformation OFficer, SBC Services Inc.; and M. Cerald Freese,
Director,

Enterprise Information Security, Anmerican Electric Power.

"We shouldn't have to wait for the cyber equivalent of a

Hurri cane Katrina

to realize that we are i nadequately prepared to prevent, detect
and respond

to cyber attacks,
Boehl ert (R-NY).
“"And a cyber attack can affect a far larger area at a single
stroke than can

any hurricane. Not only that, given the increasing reliance of
critical

infrastructures on the Internet, a cyber attack could result in
deat hs as

well as in massive disruption to the econony and daily life.

said Sci ence Comm ttee Chairman Sherwood

"So our goal this norning is to help devel op a cybersecurity
agenda for the

federal governnent, especially for the new Assistant Secretary.
| never want

to have to sit on a special conmttee set up to investigate why
we were

unprepared for a cyber attack. W know we are vul nerable, it's
time to act.”

Legate testified that an informal survey earlier this year found
t hat
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executives in the tel ecommuni cati ons, energy, chem cal, and
transportation

sectors estimated that about 30 percent of their revenue depends
directly on

the Internet. He also said that, because of interdependency
anong vari ous

I ndustry sectors, a single attack could reverberate throughout
t he gl oba

econony: "These cascadi ng dependencies all too quickly create
" dom no

effects' that are not obvious to the corporate custoner or the
pol i cymaker . "

Kepler told the Conmttee that the greatest concern for the
chem ca

I ndustry is the potential for a conbined cyber and physi cal
attack. He said

he fears a potential terrorist "using information on shipnents,
pr oduct

i nventory, or sites to construct a physical attack.using false
identity to

acquire chemcals for inproper use, [or].gaining inappropriate
access to

systens to cause isol ated disruptions.”

To hel p prevent these scenarios frombeing realized, Kepler
urged greater

I ndustry input in the governnent's critical infrastructure
protection

efforts. "Information sharing and conti nued cooperati on between
our sector
and the Departnent of Honmeland Security is critical," he

testified. "Above

all else, efforts nmust be focused on those threats of greatest
I mpact and

concern to our national security, while addressing the unique
needs of each

sector.”

Freese said the security of his sector could al so be enhanced
t hr ough

I ncreased coordination with federal agencies, such as DHS. He
al so urged
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greater R&D funding to guide the devel opnent of a next
generation | nternet

and a generation power grid systemthat will have built-in
security features

to protect agai nst cyber attacks. "The long termsolution to
present

I nadequacies is to build out the old infrastructure with the
next generation

of technol ogi es and equi pnent. The new infrastructure wll be
based on

greater levels of security and reliability, enhanced design, and
recognition

of the interdependenci es between the electricity sector and the
communi cati ons sector."”

The industry witnesses praised the creation of the Assistant
Secretary

position and said it wll result in greater attention to
cybersecurity

I ssues. Ceisse also urged DHS to continue its focus on cyber-

rel ated

activities that have proven successful. He said, "W encourage

t he

Department of Honel and Security to continue to: support research
grants and

assi stance that focus on national cybersecurity; support industry
organi zati ons and governnent agencies that create security

st andards and

best practices; provide early warnings of security events

t hr ough vari ous

gover nnment agenci es; and nmake sure the security best practices

t hat vari ous

critical governnent agencies develop are shared with our critical
i nfrastructure industries."

109- 129

~#Katrina -- predictions before and response after

<Inman Harvey <inmanh@cogs.susx.ac.uk>>
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Thu, 08 Sep 2005 10:51:44 +0100

They told you so (2002):

- SPECI AL REPCRT from THE TI MES- PI CAYUNE -

It's only a matter of tinme before South Louisiana takes a direct
hi t

froma nmajor hurricane. Billions have been spent to protect us,
but we

grow nore vul nerabl e every day.

Five-Part Series published June 23-27, 2002

http://ww. nol a. coni hurri cane/ ?/ washi ngaway/

They told you so (2004)

What if Hurricane |Ivan Had Not M ssed New Ol eans? Disasters
Waiting to

Happen . . . Sixth in a Series Natural Hazards QOobserver, 2
Novenber 2004

http://ww. col orado. edu/ hazar ds/ o/ nov04/ nov04c. ht m

A coupl e of exanples from nmany on
http://en.w ki pedi a. org/wi ki /
Predi ctions_of hurricane_risk for New Ol eans

What use are cal cul ations and predictions of risk, wthout the
i nstitutions

and the political will to react to then? From a vi ewpoi nt
out si de the US,

the response to the Katrina disaster has been quite frankly
unbel i evabl e --

sending in troops with guns as a priority over nedical and
humani t ari an

assi stance being the nost bizarre.

The really big risk is the deep-seated systemi c and institutional
mal ai se for which such responses are synptons. This is far nore
t han

nmerely a hurricane.

| nman Harvey, Evol utionary and Adaptive Systens G oup, COGS/
| nf or mati cs,
Uni v. of Sussex, Brighton BN1 9QH, UK http://ww.cogs. susx. ac. uk/

http://catless.ncl.ac.uk/Risks/24.04.html (6 of 21)2008-01-01 16:36:04


http://www.nola.com/hurricane/?/washingaway/
http://www.colorado.edu/hazards/o/nov04/nov04c.html
http://en.wikipedia.org/wiki/Predictions_of_hurricane_risk_for_New_Orleans
http://en.wikipedia.org/wiki/Predictions_of_hurricane_risk_for_New_Orleans
http://www.cogs.susx.ac.uk/users/inmanh/

The Risks Digest Volume 24: Issue 4

user s/ i nmanh/

~#Health Records Of Evacuees Go Online (Jonathan Krim)

<"Peter G. Neumann" <neumann@csdl.sri.com>>
Wed, 14 Sep 2005 19:46:58 PDT

The federal governnment is making nedical information on

Hurri cane Katrina

evacuees available online to doctors, the first tine private
records from

vari ous pharmaci es and other health care providers have been
conpiled into

centralized databases. The data contain records from 150 Zip
codes in areas

hit by Katrina. Starting yesterday, doctors in eight shelters
for evacuees

could go to the Internet to search prescription drug records on
nore t han

800, 000 people fromthe stormracked region. Oficials hope to
soon add

conputerized records from Medicaid in M ssissippi and Loui si ana,
Depart nent

of Veterans Affairs health facilities, |aboratories and benefits
manager s.

The records are one step in reconstructing nedical files on nore
than 1

mllion people disconnected fromtheir regular doctors and drug
stores. Oficials fear that many nedical records in the region,
especial ly

those that were not conputerized, were lost to the stormand its
aft ermat h.

Al t hough the inmmedi ate focus is on urgent care for hurricane
vi cti s,

participants in the effort say the disaster denonstrates a
broader need to
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conputerize individual health records nati onwi de and make t hem
avai |l abl e

t hroughout the nedical system Such a step could, for exanple,
gi ve

energency room doctors a way to quickly view nedical histories
for

| at e- ni ght acci dent victins.

El ectronic health records are controversial anbng nmany privacy
advocat es,

who fear the data could be exploited by hackers, conpanies or the
governnent. [ Source: Jonathan Krim Governnent Wants Doctors in
Shelters to

Have Data, *The Washi ngton Post*, 14 Sep 2005, A24; Thanks to
Keith A

Rhodes. PGN-ed. The article has considerable discussion on the
privacy

I nplications.]

#0One radio frequency for emergency services

<Fred Cohen <dr.cohen@mac.com>>
un, 11 Sep 2005 18:59:01 -0700

It is sad that politicians start to believe that they know how
to solve

techni cal problenms. One such sad case was Rudy G uliani's

pr onouncenent

today that a single frequency (then frequency band) for all
enmer gency

services woul d make things work better. Now | am hardly the
worl d's | eadi ng

expert on radio frequency spectrum allocation, but | do have
sone smal |

anmount of experience in understanding radi o conmuni cati ons and
enmer gency

response, and | was startled, well not all that startl ed,

per haps benused at

the | ack of understandi ng di spl ayed by people who are not risk
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managenent

prof essionals. O course it seens that a lot of political folks
t hi nk t hat

they can do as good a job as risk managenent professionals, and
l'ikely that

Is why we are in such a sad state as a nation state at handling
ener genci es.

| haven't done a conpl ete assessnent of the suggestion, but here
are sone

initial thoughts.

The idea is that communications will work better if everyone can
talk to

each other and therefore a single frequency band woul d al |l ow
themto do so

and i nprove energency conmuni cati ons. Sounds sensi bl e, however...

1) It neans that in order to disrupt ALL energency
communi cations | only
need to jam one frequency band.

2) Different natural and artificial phenonena interfere with RF
comruni cations in different frequency bands, so by using a
relatively

limted portion of the avail abl e bandw dth, there is a guarantee
that in

sone places no conmmuni cations wll work.

3) If I want to listen into your conmunications, it nmakes it a
| ot easier if

| know the frequencies being used, and if everyone has to talk
to each

ot her, then anyone can listen to everyone el se. Encryption
won't solve this

of course for the sanme reason.

4) If there is a big energency and everyone is on a small subset
of the

bands avail able, there will be a |ot of interference, reducing
comuni cations effectiveness.

5) Certain weather and other human induced conditions w pe out
portions of
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the frequency band for periods of tinme, making ALL
comuni cations fai
si mul taneously (see 1 above).

6) Interference between jurisdictions neans that dispatchers in
one

jurisdiction mght end up tal king over those of their neighbors,
causi ng

confusion and nore traffic problens as well as increasing the
potential for

phony nessages going on the air.

You all get the idea by now O course the |ast assessnent | did
t hat

I nvol ved a radi o communi cations systemfor a | ocal governnent
was severa

weeks back, and we were a bit concerned that they only had 3
redundant ways

to communicate via RF - Car radios that talk to towers in

r edundant

| ocations - hand-held radios on a different frequency range that
could talk

to the towers, the cars, and each ot her independently of the

ot her tower

system and cellul ar tel ephones that they could use when the

ot her systens

fail ed. They also reported problens of interference on rare
occasions with

the frequenci es used by nei ghboring jurisdictions (see 6 above),
but only in

certain |locations where they could conmuni cate over quite a | ong
di st ance

because of weather-rel ated signal bounces off of clouds.

Different frequency bands are used for different things for good
reasons,

and there are good reasons that a single frequency band for

enmer gency

response woul d be a bad thing. Perhaps we should put Rudy in
charge of FEMA

and see if things get better or worse... after all, the |ast
political

appoi ntee there with no expertise in enmergency managenent worked
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out so
well ...

Security Posture http://securityposture.cont University of New

Haven,;
Fred Cohen & Associ ates 1-925-454-0171 Security Managenent
Part ners

[ Furt her discussion at iwar @ahoogroups. com i ncludi ng whet her
one
frequency or one frequency band was intended. PG\]

# LA power outage

<"Peter G. Neumann" <neumann@csl.sri.com>>
Mon, 12 Sep 2005 16:28:43 PDT

About 700, 000 electric custonmers in Los Angel es | ost power
Monday afternoon

(12 Sep 2005) after a worker m stakenly cut a wong |ine,
triggering a

cascade of problens in the city's power grid, a spokesman for

t he Los

Angel es Departnent of Water and Power said. [The |atest report
as this

I Ssue goes out is that the spec for the operation was incorrect,
and t hat

the crew did exactly as they had been told. PG\

#Public Call for Skype to Release Specifications

<Lauren Weinstein <lauren@vortex.com>>
Mon, 12 Sep 2005 14:47:24 -0700
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As | noted in:

http://lists.elistx.com archives/interesting-people/ 200509/
nsg00122. ht m

eBay's acquisition of Skype (now official) |eads to new concerns
over the

proprietary nature of Skype's security and encryption systens,
which will

now be under the control of an extrenely | arge and powerf ul

cor porat e

entity.

For eBay and Skype to have a chance of nmintaining the goodw ||
and trust of

Skype users, | call on Skype to forthwith rel ease the

speci fications and

I npl enentation details of Skype's encryption and rel ated

t echnol ogi es.

This disclosure should ideally be nade to the public, but at a
mnimmto an

I ndependent panel of respected security, privacy, and encryption
experts,

who can rigorously vet the Skype technol ogy and make a public
report

regarding its security, reliability, and associ ated issues.

There are al so other significant concerns regarding this

acqui sition,

relating to eBay's privacy policies and how they may inpact the
privacy of

Skype users, but I'll hold those for a future nessage.

Lauren Weinstein lauren@fir.org 1 818-225-2800
http://ww. pfir.org/lauren http://ww. eepi.org http://daythink.

vortex.com

#WebGoat 3.7 - Application Security hands-on learning
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environment

<"Jeff Williams" <jeff.williams@owasp.org>>
Tue, 6 Sgp 2005 09:56:11 -0400

[ From SC-L, included in RISKS with perm ssion of the author.
PG\

The *only* way to learn application security is to test
applicati ons "hands

on" and exam ne their source code. To encourage the next
generation of

application security experts, the Open Wb Application Security
Proj ect

(OMSP) has devel oped an extensive | esson-based training

envi ronnent call ed

"WebCGoat " .

WebGoat is a | essons based, deliberately insecure web
application designed

to teach web application security. Each of the 25 | essons

provi des the user

an opportunity to denonstrate their understandi ng by exploiting
a real

vul nerability. WebGoat provides the ability to exam ne the
underlying code

to gain a better understanding of the vulnerability as well as
provi de

runtinme hints to assist in solving each | esson. V3.7 includes

| essons

covering nost of the OMSP Top Ten vul nerabilities and contains
several new

| essons on web services, SQ Injection, and authentication.

WebGoat 3.7 is available for free downl oad from

http://ww. owasp. or g/ sof t war e/ webgoat . ht m

Sinply unzip, run, and go to WebGoat in your browser to start
| ear ni ng.

The OMSP Foundation is dedicated to finding and fighting the

http://catless.ncl.ac.uk/Risks/24.04.html (13 of 21)2008-01-01 16:36:04


http://www.owasp.org/software/webgoat.html

The Risks Digest Volume 24: Issue 4

causes of
i nsecure software. Find out nore at http://ww. owasp. org.

#National Academies/CSTB report on Electronic Voting

<"Herb Lin" <HLin@nas.edu>>
September 13, 2005 10:31:17 PM EDT

Announci ng a new report from CSTB on El ectronic Voting. Below
Is the nedia
advisory on it. [Reproduced from Dave Farber's IP list.]

El ection officials across the United States are increasingly

| ooking to

el ectronic voting systens as a way to adm nister elections nore
efficiently,

but skeptics have rai sed concerns about the security and
reliability of

t hese systens. ASKING THE RI GHT QUESTI ONS ABOUT ELECTRONI C

VOTI NG new from

the National Academ es' National Research Council, offers a set
of questions

t hat policy-nmakers and the public should ask to help ensure that
t he

technol ogi es i npl enented are secure, reliable, efficient, and
easy to use.

Advance copies are now available to reporters. The report, which
was chaired

by DI CK THORNBURGH, forner governor of Pennsylvania, and Rl CHARD
F. CELESTE,

former governor of Chio, was rel eased on Septenber 13, 2005, and
IS

avail able free in PDF format the web site bel ow.

Press release at http://ww&4. nati onal academ es. or g/ news. nsf/
i sbn/ 0309100240?0CpenDocunent

Full report at http://ww. nap. edu/catal og/11449. htm  (sign-in
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required for the PDF version).

Herb Lin, Senior Scientist and Study D rector, CSTB
Nat i onal Academ es, 1-202-334-3191

#Gmail security flaw: acts on javascript in unopened e-mail

<Suw Charman <suw.charman@gmail.com>>
Fri, 16 Sep 2005 09:36: 37 +0100

| received a spamthis norning that opened audio files w thout
me even

opening the e-mail. The spamwas from' news@apital ex.com and
had t he

subj ect 'news'.

A cl oser | ooks reveals this code:
<Scri pt Language='Javascri pt' >

<l --

docunment . wite(unescape(' ¥%BCY9%16%52%1 1% DYd5%20% 7969%64% 4%68%
3DR2%31%22%20%6 8% 5% 9% /1 Y6 8% 498 DVR2%31%22%2 0% 3% 2% 398 DY22%
68% 4% 4% 09YB AR FYR FU 77 7 7 YR B 0% 2% F%6 6 %6 F9%7 296 5% 8%’ 4% 2%
61%64%65%EY6 3% FY0 DY2FY 9% DY6 1 %6 7 Y6 5% 392 FY6 EYS 5% 7 %6 5% 8Y2E%
68U 4% DY6 CUR22%20% 6% 2% 1 %6 DV 5% 296 FU' 2964 %6 5% 298 DVR22%31%22%
20%0 DYO A% DYO AU 3% 3% 2%6 F¥6 CV/6 CY6 990 EVS 7 Y8 D2 296 EVS FOR 2938 EVBS COR F
%19%1 6% 2% 1Y% DY SYBE' ) ) ;

[]-->
</ Scri pt>
Thi s decodes to

<I FRAME wi dt h="1" hei ght="1"
SRC="http://ww. prof orextrade. confi mages/ newex. ht m "
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f raneBor der =" 1"
scrol i ng="no" ></ | FRAME>

That page | oads automatically, *w thout ne having opened the e-
mai | *, then
runs a shed | oad of rubbish including two audio files.

Full e-mail with headers avail abl e on request.

#Re: Risks of REAL ID: incorrect (Re: RISKS-24.02)

<"Steven M. Bellovin" <smb@cs.columbia.edu>>
Mon, 29 Aug 2005 12:03:15 -0400

Charl es Lanb's comment on the REAL ID |l aw, though technically
correct, is

di si ngenuous. A National Research Council report ("Wo Goes
There --

Aut henti cati on Through the Lens of Privacy") noted this:

Finding 6.5: State-issued driver's licenses are a de facto
nati onw de

identity system They are wdely accepted for transactions
that require a

form of governnent-issued photo ID.

Steven M Bellovin, http://ww.cs. col unbi a. edu/ ~snb

# CardSystems Complies With Industry Standards

<Curt Sampson <cjs@cynic.net>>
Fri, 2 Sep 2005 13:43:11 +0900 (JST)

At either of these two URLS:
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http://xrl.us/hd9g

http://yahoo.reuters. com fi nanceQuot eConpanyNewsArticle.jhtm ?

dui d=nt f h39850_2005-09-01_15-31-19 n01450451 newsmni

you can read that

Paynments processor CardSystens Solutions Inc., where a
security breach

exposed nore than 40 mllion credit card accounts to fraud,
Thur sday

said its auditor had conpleted a report to paynent networks
and concl uded

It conplies with industry data-security standards.
The sad thing is, it's probably true.

Curt Sanpson <cjs@ynic. net> +81 90 7737 2974 http://ww.

Net BSD. or g

#REVIEW: "Forensic Discovery"”, Dan Farmer/Wietse Venema

<Rob Slade <rdade@sprint.ca>>
Wed, 14 Sep 2005 08:16:39 -0800

BKFORDI S. RvW 20050310

"Forensic D scovery", Dan Farner/Wetse Venema, 2005, 0-201-
63497- X,

U$39. 99/ C$57. 99

YA Dan Farnmer zen@ish2.com

Y%A Wetse Venema W et se@aor cupi ne. org

“C P.O Box 520, 26 Prince Andrew Place, Don MIls, Ontario
MBC 2T8

% 2005

%  0-201-63497-X

% Addi son- Wesl ey Publ i shing Co.

%  U$39. 99/ C$57. 99 800-822-6339 Fax: (617) 944-7273

http://catless.ncl.ac.uk/Risks/24.04.html (17 of 21)2008-01-01 16:36:04


http://xrl.us/hd9g
http://yahoo.reuters.com/financeQuoteCompanyNewsArticle.jhtml?duid=mtfh39850_2005-09-01_15-31-19_n01450451_newsml
http://yahoo.reuters.com/financeQuoteCompanyNewsArticle.jhtml?duid=mtfh39850_2005-09-01_15-31-19_n01450451_newsml
http://www.netbsd.org/
http://www.netbsd.org/

The Risks Digest Volume 24: Issue 4

bkexpress@w. com
% http://ww. amazon. cont exec/ obi dos/ ASI N/ 020163497X/

r obsl adesi nt er ne

http://ww. amazon. co. uk/ exec/ obi dos/ ASI N 020163497X/
r obsl adesi nt e- 21
% http://ww. amazon. ca/ exec/ obi dos/ ASI N/ 020163497X/
r obsl adesi n03- 20

%  Audi ence a+ Tech 3 Witing 1 (see revfag. htmfor
expl anati on)

% 217 p.

%  "Forensic D scovery"

In the preface, the authors don't promse to teach the reader
anyt hi ng about

conputer or digital forensics. Rather, they are reporting on
ten years'

worth of experience in looking into attacked machines. G ven
t he aut hors'

background, this is engrossing. But turning it into useful
gui dance m ght

be | eft as an exercise for the reader. This is not a tutorial
work for the

novi ce, but a challenge to the experienced professional.

Part one outlines the basic concepts of forensics in digital
systens.

Chapter one presents the "spirit of forensic discovery": | ook
anywhere, for

anyt hi ng, and be prepared when you find it. (This is a tall
order,

particularly the "being prepared” part, but it basically
corresponds to ny

experience.) Tinme information and stanps (on UNI X systens) are
di scussed in

chapter two, along with nention of the ways that clunsy attenpts
to "save"

systens can destroy epheneral information. However, the |evel
of the

mat eri al sweeps between broadly generic and tightly specific: it
may be

difficult for those not already thoroughly famliar with
forensic activities
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to obtain useful guidance fromit.

Part two i s supposed to provide us with background on the
abstractions of

the conputer and operating systens that relate to forensic
recovery of

materials. Chapter three addresses file system basics, but does
SO

specifically with regard to the UNI X system The content is
much nore

detai l ed than conceptual (covering, for exanple, allowable
characters in

UNI X fil enanmes), and command exanpl es are not always conpletely
expl ai ned.

The useful ness of this approach is questionable, since the
reader i s assuned

to know the UNI X systemwel |; in which case, why cover the

el enment ary

fundanmental s? However, the work does highlight aspects of
operati ng and

file systeminternals not encountered in normal adm nistrative
activity.

Anal ysis of information recovered froma conpronm sed systemis
reviewed in

chapter four. The nethods and procedures are very strictly
limted by the

case cited, but the exanples denonstrate the backhanded t hi nking
needed to

obtain interesting data after an intrusion. A variety of
Intriguing ways to

subvert a running systemare examned in chapter five. As wth
previ ous

material, the text seens to talk around the topic, while the
exanpl es,

al t hough fascinating, don't always support the general concepts
under

di scussion. Analysis of the code of malicious software (a
practice known in

virus research as forensic progranmm ng) is addressed in chapter
Si X,

al though the bulk of the content deals with test execution of the
progranmm ng (under various forns of restriction) and both the
benefit and
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conpl exity of disassenbly is passed over rather |ightly.

Part three noves beyond the concepts and into practical
difficulties.

Chapt er seven, although titularly about the contents of del eted
files, iIs

primarily concerned with the conservation and preservation of

t he access,

nodi fication, and (attribute) change tines of files. (In
response to the

draft of this review, the authors clarified sone of the points

t hat they

were trying to make in the text, such as the fact that materi al
from del eted

files is often nore persistent than the content of active files.
Unfortunately, these points, while arresting, are not al ways
clear in the

work itself.) Retrieving data fromnmenory, particularly via the
swap or

pagi ng areas of disk, is reviewed in chapter eight.

The preface does state that the authors intend this book to be
useful to

sysadm ns, incident responders, conputer security professionals,
and

forensic analysts. | would suggest that only the | ast group
will find nuch

here that they can use, and then only those at the advanced
edges of the

field. There is certainly nmuch that is intriguing, but the
mat eri al demands

of the reader that he or she have extensive background and
know edge of

system and filesysteminternals. Even then, extracting the

i nformation from

the target system and drawi ng conclusions as to the

I nplications of that

data, wll be difficult. Farnmer and Venena have outlined sone
fasci nating

material, on the bl eeding edge of the technol ogy, but have not
made it easy

for practitioners to utilize or conprehend.
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(In response to the draft review, The authors have noted that
the full,
original text of the book is now available at http://fish2. com

forensics/ or
http://ww. por cupi ne. org/forensics/.)

copyri ght Robert M Sl ade, 2005 BKFORDI S. RvW 20050310

rsl ade@cn. bc. ca sl ade@i ctoria.tc. ca rsl ade@un. soci .
ni u. edu
http://victoria.tc.cal/techrev or http://sun. soci. niu. edu/
~r sl ade

[l found this book to be very useful, tinely, and
Interesting. PG\

| | | J i
AP e
-.<.’! J..A}J. » J..f'.".l-.g".l-. J-.FT.P 4 84

Report problems with the web pages to the maintainer
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@ Router worms and International Infrastructure
Gadi Evron

@ Wolf Blitzer repeats Rudy in guestioning governors
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@ Info on RISK S (comp.risks)

~# Software hijacks jet airliner ... again?

<"Charles Wright" <cw@pobox.com>>
Sat, 17 Sep 2005 11:26:11 +1000

http://ww. bl eedi ngedge. com au/ bl og/ ar chi ves/ 2005/ 09/
sof tware_hijack. ht n

*The Australian* (17 Sep 2005) has a chilling story about the

pilots of a

Mal aysian Airlines 777 flying fromPerth to Kuala Lunpur | ast

nmont h battling

to regain control after an "unknown conputer error" caused the
aircraft to

pitch violently, and brought it close to stalling.

An Australian Transport Safety Bureau report
(http://ww. at sb. gov. au/ avi ati on/ occurs/occurs_detail.cfnf

| D=767) rel eased

yesterday reveals the pilot in command di sconnected the

aut opi | ot and

| owered the plane's nose to prevent a stall, after incorrect
data froma

supposedly fail-safe device caused the plane to pitch up and
clinmb 3000ft,

cutting its indicated air speed from 500kmh to 292knmh,
activating a stall
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war ni ng and a "stickshaker"”. [A stickshaker vibrates the
aircraft's controls

to warn the piot when he is approaching stall speed ... which,
you know,

nmeans the plane is about to fall out of the air.]

The systemrefused to give up control, however. It increased the
power on

the automatic throttle, forcing the pilot to counter by pushing
t he thrust

| evers to the idle position. The aircraft imrediately pitched up
agai n, and

clinmbed 2000ft.

The pilot turned back to Perth under manual control. Wen he
ki cked in the

two autopil ot systens, the plane banked to the right, and the
nose pitched

down.

On its | andi ng approach, at 3000ft, the flight display gave a
| ow ai r speed

war ni ng and the auto-throttle increased thrust. The warning
system al so

i ndi cated a dangerous w ndshear, but the crew | anded the jet
safely.

According to the report, "investigations are focusing on faulty
accel eration

figures supplied by a device called the Air Data Inertial
Ref er ence

Unit". The ADIRU collates aircraft navigation and perfornmance
data from

ot her systens and passes the information to the primary flight
comput er.

What's potentially nore disturbing, however - and neither the
Transport

Saf ety Bureau nor The Australian appear to have picked this up -
Is that a

US FAA directive <a

(http://ww. ai rweb. faa. gov/ Regul at ory_and_Gui dance_Li brary%

5Cr gAD. nsf/ 0/ A668AA4EB82ABE4AE86256 FFEO00510CE8?OpenDocunent )
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in June this year highlighted other problens with the Boeing
777" s ADI RU.

Boei ng has told operators of the jet -- which by the way has the
best safety

record of any aircraft (http://ww.geocities.conm khlin/77 ny/
ashowsafel. ht m

-- to |l oad a previous software versi on.

[ The article at

http://ww. avweb. coml el etter/archives/avfl ash/465-full. ht n
was al so noted by M ckey Coggi ns and | an Chard.

http://ww.t heaustralian. news. com au
was cited by Richard Wir. PG\

#Airbus, Whistleblower Dispute A380 Pressurization Controls

<"Peter G. Neumann" <neumann@csdl.sri.com>>
Tue, 27 Sep 2005 11:13:19 PDT

James Paul (U.S. House Science Commttee professional staffer)
cal l ed ny

attention to an itemin the 27 Sep 2005 *Los Angeles Tines*. A
whi st | ebl ower all eges that the chips controlling cabin
pressurization val ves

in Airbus's new Flying Wial e aren't behavi ng properly and nay
lead to

deconpressi on incidents.

http://ww. | atinmes.coninews/printedition/front/la-fi-
whi st | ebl ower 27sep27, 1, 2186118. story

#Metra Rail accident in Chicago
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<Andy Steingruebl <steingra@gmail.com>>
Tue, 20 Sep 2005 09:40:22 -0500

As you are no doubt aware, there was a Metra Rail train accident

i n Chi cago

this | ast weekend that caused the death of two people and injured
approximately 80. The issue has gotten national news coverage,
and | ots of

| ocal coverage. The Metra spokeperson has been rat her
forthcomng in

anal ysi ng the situation.

Because the train was speeding at the tinme of the accident and

t he acci dent

Is simlar to previous train accidents, there have been a | ot of
calls for

sol uti ons:

- Put a second person back in the train to help the engineer.
There was a
second person until 1995.

- I nmpl enent automated train controls to brake the train in case
of an
engi neer m ssing a signal.

The second option has received a |ot of attention because Metra
currently

has conputer controls on several of its train lines, but the
controls are

expensi ve.

This situation presents a great opportunity to get the issue of
t he

reliability of human and conputer controls in the nedia. As the
| deas are

being widely discussed, its a perfect opportunity to discuss
failure rates

for the different technol ogies, the humans, etc.

|"d contact Metra Rail nyself, but | don't have the requisite
engi neering
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background to act as a truly know edgeabl e source.

Per haps you or soneone from Rl SKS (perhaps soneone in the

Chi cago area) can

contact |local news nedia and Metra to get this issue discussed
in public as

It should be.

[ Added note: | believe it was going about 60 and the speed Iimt
for that

section of track was 10. Recent news is the the engi neer either
m ssed the

signal, or the signal was green indicating he could keep his
speed and not

slow down. In either case since its a big news story. AS]

~# Katrina victims required to use Microsoft IE

<"Douglas W. Jones' <jones@CS.UIOWA.EDU>>
Thu, 22 Sep 2005 10:02:21 -0500

[In a USACM newsgr oup, Barbara Sinons noted that FEMA requires
Katri na
evacuees to use Mcrosoft IE 6.0 for access to its website:
http://ww. grokl aw. net/article. php?story=2005091305273070

The foll ow ng nessage by Doug Jones discusses that issue. PG\

The FEMA web portal violates a nunber of good web usage
gui deli nes. The
first page at http://fema.gov/ is fixed-width, not conformng to

t he user's
browser w ndow. Things get worse fromthere.

The web page http://ww. di sasteraid. fema. gov/ is a ness when

vi ewed under

I Cab, ny preferred web browser, the browser spent what seened an
eternity

blinking fromgrey to white and back agai n before stabilizing
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wi th content.

When | clicked on Register for Assistance, it went back to
bl i nki ng and kept

it up for so long that | gave up.

When | repeated the exercise under Safari, Cicking on Register
for
Assi stance, which takes ne to

https://ww. di sasterai d. fema. gov/fansVuWeb/i nt egrati on
| got the follow ng error nessage:

500 Internal Server Error

Servlet error: java.lang. d assNot FoundExcepti on:

_dynam c. _tenpl ates. Tenpl ate__body

Wien | tried it under IE it got farther, letting ne through an
automated test to distinguish humans from bots, but then it gave
nme

t he nmessage:

| ntegrated Security Access and Control (1SAAC) Unavail abl e
Your request cannot be processed because the | SAAC systemi s
unavai |l abl e.
Please try again later or contact the FEMA Hel pline at the
nunber
listed bel ow.

So, it's clear to nme that they've engi neered a web system t hat
I S:

a) Extraordinarily over-engineered to work under only one
br owser,

b) Nonfunctional under that browser,

This, | conclude, is sinply another exanple of FEMA i nconpetence.

~#Travelers Continue to Struggle with Wrongful Watch List Matches

<EPIC FOIA Notes <FOIA_Notes@epic.org>>
Tue, 27 Sep 2005 11:47:44 -0400
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EPI C FO A Notes #8:
Travel ers Continue to Struggle with Wongful Watch List Matches

Docunents obtained by EPIC fromthe Transportation Security
Adm ni stration

under the Freedom of Information Act reveal nearly a hundred
conpl aints from

airline passengers between Novenber 2003 and May 2004. The nopst
conmon

conpl ai nt from passengers is that they have been wongly pl aced
on a

governnment watch list. Nunmerous conpl aints show passengers
frustration

wWith the agency's failure to resolve their msidentification

pr obl ens.

More information: http://ww. epic.org/foia notes/note8. htm

FO A Notes mailing list FO A Notes@mil man. epic.org
https://mail man. epi c. org/cgi-bin/mailman/listinfo/foia notes

# Scots Jail hi-tech door locking system broke

<George Michael son <ggm@apnic.net>>
Tue, 20 Sep 2005 11:18:59 +1000

This one begs a few questions: How can the inmates have had over
a *nont h*

of using the hackaround w thout other non-I|inked security
systens (e.g.,a

vi deo caneras) not noticing?

Thi s suggests that an integrated solution has replaced nultiple
di screte
lines of protection, wth predictable outcones. George

http://news. scot sman. com scot | and. cf n?i d=1965122005
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Prison officers have been forced to abandon a new security
system and return

to the use of keys after the cutting-edge technol ogy repeatedly
failed. The

system which is thought to have cost over £3 mllion, used
fingerprint

recognition to activate the |ocking systemat the high-security
G enochi |

Prison near Tullibody, d ackmannanshire. ... For nore than a
nont h, the

420 inmates - including sonme nurderers and other high-risk

I nmat es - had

been abl e to wander around the high-security jail. Staff claim
t hat the

unlimted access to all parts of the prison had allowed sone
prisoners to
settle old scores with rivals.

George M chael son, APNIC, PO Box 2131 MIton, Q.D 4064 Australia
http://ww. apni c. net ggm@apni c. net +61 7 3858 3150

#Risks of keyboard shortcuts

<"Andrew Koenig" <ark@acm.org>>
Wed, 28 Sep 2005 10:44:32 -0400

Background: M crosoft Wndows can support only 10 USB M DI
devices. This

may sound like a lot until you realize that when you nove a
device to a

different USB port, it counts as a new device. The |ist of
devices is

stored in the registry, using keys naned "mdi", "mdi 1",
"mdi 9. |

was running regedit to try to understand the degree to which
t hese keys had

becone filled, and to delete sone of the duplicates.
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| turned away fromthe keyboard for a nonment. Wen | turned
back, on the

screen was a di al og box saying "Do you want to permanently

del ete this key

and all of its conponents? Yes/No", and one of ny five-nonth-
old kittens

was anbling away fromthe keyboard.

"' mnot usually a fan of such dialog boxes, but this tinme |']
make an

exception--especially as regedit does not have an undo
function. Yes, |

know about systemrestore points, but still...

#Designing "safe software".... A 4-star article!

<Michael Radow <mikeradow@yahoo.com>>
Thu, 15 Sep 2005 19:36:33 -0700 (PDT)

Davi d Kalinsky, Architecture of safety-critical systens
Sept enber issue of "Enbedded Systens Progranmm ng" nmagazi ne
http://ww. enbedded. com /showArticle.jhtm ?articlel D=169600396

"conmpressed" URL http://runurl.con x. php?b0

#Sorcerer's Apprentice in the Driver's Seat??

<"David Lesher" <wb8foz@panix.com>>
Sat, 17 Sep 2005 09:51:21 -0400 (EDT)

The driver of a runaway [21 ton] truck that |ocked at 60 nph
for 140 mles

on hi ghways in northern France and Bel giumis planning to sue
the truck

manuf acturer. The crisis happened Monday when the driver, who
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refused to
give his nanme, used his nobile phone to raise the al arm when
he realized

he coul d not brake or change gears. ... {no good schene to
stop it;
finally skidded out} ... |Iveco, the truck manufacturer, sent

t echni ci ans

to exam ne the vehicle. The driver denies he was at fault and
he was

taking legal action. [UPlI item abstracted]

A slew of Risks, here. First the obvious, did it go down as
reported; i.e.,

the driver really had no way to stop it? (O had he been to see
<http://us.inmdb.comtitle/tt0111257/> recently.)

| f so, why? Diesel vehicles usually have an energency shutof f

t hat bl ocks

the air intake. Was it NOT manual |y operable, or did it fail as
wel | ? And

were the brakes out, or insufficient to overcone the engine
power ?

It will be interesting to see the foll owp anal ysis.

#Mea culpa: How we got it wrong on Calling-Number ID

<Geoff Kuenning <geoff @cs.nmc.edu>>
25 Sep 2005 23:37:03 -0700

Back in the early 90's, U S. phone conpani es began rolling out

t he service

known as "Caller ID" (really Calling Nunber ID, or CNID). Early
adopt ers

were very pleased with the feature; it hel ped themto avoid

tel emarketers

and occasionally to dodge inconvenient friends.
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Then a few privacy advocates noticed that there was a dark side:
i f

you called a | ocal business, it could capture your nunber with
CNI D

and add you to a telemarketing list. Suddenly CNI D changed from
a

beneficial service to a nefarious plot.

An anti-CN D canpai gn ensued, culmnating in California's
decision to

require tel ephone conpanies to offer free CNID bl ocking as a
condi ti on of

rolling out the service. At the sane tine, privacy advocates

(i ncluding ne

and many ot her RI SKS subscri bers) publicized the downsi des of
CNI D

unintentionally revealing your (possibly unlisted) phone nunber,
conf usi ng

the concept of calling nunber with the identity of the calling
person, etc.

The canpai gn was successful: when CNID was roll ed out, sonething
i ke 50% of

Cal i fornians chose to bl ock their nunber by default.

Fast forward approximately a decade. | recently switched | ocal
phone

providers (finally freeing nyself fromthe clutches of Verizon,
neé GIE,

after a 25-year quest) and got rid of ny CNID blocking in the
process.

Rat her than advocating against CNID, |'ve now changed ny tune
and am trying

to convince ny bl ocked friends to unbl ock.

What happened? The answer is sinply that | was wong about the
evils of

CNI D, and wong about the (perceived |ack of) benefits. That
error arose

primarily froman inability to correctly predict the future. 1In
particul ar,

the followi ng forces have reduced the evils and increased the
benefits:
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1. The predicted data collection by small businesses never
happened. It

wasn't worth the effort. Businesses didn't get nuch benefit
from know ng

t hat sonebody at 555-1234 had called to inquire about
mattress prices;

their tel emarketi ng noney was better spent on buyi ng phone
lists that

I ncl uded nanes and denogr aphi c dat a.

2. Larger businesses had 800 nunbers that included Automatic
Nunber

| dentification (ANl), which wasn't bothered by caller ID
bl ocki ng anyway,

so the people with lots of funds were never stopped from
t el emar keti ng.

3. The unforeseen Federal Do-Not-Call List has becone an
effective defense

agai nst tel emarketing, so revealing your telephone nunber
isn't nuch of a

probl em anyway.

4. The rise of cell phones neans that we are starting to see a
true

one-to-one associ ati on between phone nunbers and people, so
CNID is

becom ng the caller IDit was once billed as being.

5. Most cel |l phone plans include CNID as part of the package, and
sone | oca

pl ans are also offering it as a no-cost option, increasing
t he nunber of

peopl e who depend on CNI D wor ki ng.

6. A new generation of CNID signaling allows short text
I nformation to be

transmtted along with the calling nunber, so that the
reci pi ent can

identify the caller even if they have never seen the nunber
bef ore.

In addition, in 20-20 hindsight nmany of our criticisns seem
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overstated. For

exanpl e, we argued that since CNID doesn't identify the

I ndi vi dual , you

never really knew who was calling. That's true enough, but do
nmy famly and

friends care whether it is | or ny wife calling to arrange a
visit? W

argued that a stranded teenager calling froma pay phone m ght
have his cal

rejected, but would a parent wwth a teen out on a date really
turn down

calls froman unknown nunber?

| think the | esson here is that we need to renenber to be
hunbl e, and to

avoid crying wolf about the RI SKS we perceive. Overall, CNID s
benefits far

outwei gh its drawbacks, and we have done society a disservice by
encour agi ng

people to block it. W were right to point out the potenti al
weaknesses and

i ncorrect marketing clains, but we erred in encouragi ng so nmany
people to

unnecessarily block their phone nunbers, inconveniencing their
friends and

famly while gaining al nost no real benefit.

Geof f Kuenni ng geof f @s. hnt. edu http://ww.cs. hnt. edu/ ~geof f/

#Open letter: Why "dot-xxx" is for Chumps

<Lauren Weinstein <pfir@pfir.org>>
Mon, 19 Sep 2005 09:55:28 -0700

This is an open letter addressed to that segnent of the Internet
communi ty

where the *real* noney is nade -- the "adult entertai nnment”

I ndustry. For
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that matter, the operators of the ubiquitous non-comrerci al
sexual ly-oriented Wb sites can join in as well.

| have sone free advice that nay save you a great deal of grief.

Now, in all honesty, | don't have any particular |ove for your
oper ati ons or

your products. I'mnot a prude (well, not nmuch of one, anyway),
but by

continuing to push the envel ope you fol ks have engendered a
great deal of
negative reaction that's approaching a fever pitch.

That reaction is what |I'mreally concerned about, since it's
likely to

spl atter collateral danmage broadly across a w de range of free
speech and

civil liberties arenas.
So, in ny desire to protect them |'Il try to protect you as
wel | .

My advice? Don't fall into the "dot-xxx" trap that's bei ng set
for you by
| CANN.

As you no doubt are aware, | CANN appears to be preparing for the
depl oynent

-- despite broad protests across the political spectrumand a
coupl e of

delays -- of a "dot-xxx" top-level domain (TLD).

| ' ve expl ained el sewhere ( http://wwv. pfir.org/ip-exexex ) and (
http://ww. pfir.org/ip-exexex-01 ), why dot-xxx is an absolutely
atroci ous

I dea.

| CANN clainms that participation in the domain wll be voluntary,
and t hat

will indeed be the case -- at first.

But as | discussed back in a 2001 PFIR position paper on "domain
ghettoi zation" ( http://ww.pfir.org/statenents/ghetto-
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domai ns ), such

efforts are a slippery slope likely Ieading to w despread
filtering and

censoring by |ISPs, governnents, plus a broad range of other
entities,

affecting a *l ot nore* than nerely pornographic materials. A
gl ance at the

current Suprene Court situation is not particularly encouraging
in this

regard.

| CANN apparently doesn't view their dot-xxx plan as a trap.
They seemto

consi der thensel ves courageous by pushing on with that TLD
despite the broad

public and private consensus that it's a terrible concept.

Unf ortunately,

this is the sort of "forge ahead over the cliff" behavior that
we've cone to

expect from | CANN as an organi zati on.

So if dot-xxx arrives, ny strong recommendation is that *you
ignore it*.

Pretend that it doesn't exist. Allowit to be an enpty

dat abase. Joi ni ng

that domain won't provide you with any cover -- what you'l
actually be
doing is painting a giant bulls-eye on yourselves -- and on a

vast array of

wort hy and i nportant groups and materials that have nothing
what ever to do

Wi th adult entertai nnent.

Dot - xxx i s for chunps.

By the way, | originally considered titling this entry with a
domai n-rel at ed

variation on the old "Suppose They Gave a War and Nobody Cane"
line, but

while the situation with dot-xxx is indeed dangerous -- and an
exanpl e of so

much that's wong with Internet Governance in general and | CANN
in
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particular -- this matter is anything but a dirty joke.

Lauren Weinstein, lauren@fir.org http://ww.pfir.org/lauren 1-

818- 225- 2800
Moder at or, PRI VACY Forum - http://ww.vortex.com http://

dayt hi nk. vortex. com

#Router worms and International Infrastructure

<Gadi Evron <ge@linuxbox.org>>
Fri, 30 Sep 2005 23:29:29 +0200

M chael .Di | | on@t radi anz. com wr ot e:

> Readi ng through the original Russian posting here
> http://ww. securityl ab. ru/ news/240415.

php&di recti on=r e&t enpl at e=Gener al &pl=

> |t seenms that someone has built an 10S worm t hat
> follows an EIGRP vector fromrouter to router.

A while back | enailed the followng text to a closed mailing
list. | figure

now that quite a few cats are out of the bag it is tine to get
nore public

attention to these issues, as the Bad Guys will very soon start
doi ng j ust

t hat .

Ci scogate by itself ALONE, and now even just a story about worns
for Routers

I's enough for us to be CLEAR that worns will start com ng out.
We do | earn

fromhistory.

So.. as nmuch as people don't like to talk nuch on the issues

I nvol vi ng the

so-called "cooler" stuff that can be done with routers, nowis
the tine to

start.
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Here is one possible and sinple vector of attack that | see
happeni ng in
the future. It goes down-hill fromthere.

| wote this after the release of "the three vulnerabilities", a
f ew nont hs

back. Now we know one wasn't even just a DDoS, and that changes
the picture

a bit.

Begin quoted text ----- >>>

More on router worns - let's take down the Internet with three
public PQCs

and sonme open spybot source code.

Peopl e, | have given this sonme nore thought.

Let's forget for a second the fact that these vulnerabilities
are danger ous

on their own (although it's a DoS), and consider what a worm
coul d cause.

If the wormused the vulnerability, it would shoot itself in the
| eg as when
network is down, it can't spread.

Now, imagine if a VX-er will use an ancient trick and rel ease

t he worm

waiting for it to propagate for 2 or 3 days. Then, after that
seeding tinme

when the say.. not very successful worminfected only about 30K
machi nes

around the world, each infected host will send out 3 "One Packet
Killers" as

| like to call themto the world.

Even if the packet won't pass one router, that one router, along
with
t housands of others, wll die.
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Further, the latest vulnerabilities are not just for C sco,
there is a "One
Packer Killer" for Juniper as well.

So, say this isn't a O-day. Tier-1 and tier-2 | SP's are patched
(great

mechani smto pass through as these won't filter the packet out

if it is

headed sonewhere el se), how many of the rest will be up to date?

Let's give the Internet a lot of credit and say.. 60% (yeah
right).

That | eaves us with 30% of the Internet dead, and that's really
a bad
scenari o as soneone | know woul d say.

Make each infected system send the one packet spoofed
(potentially, not

necessarily these vulnerabilities) and it's hell. Make them send
It every

day, once! And the net will keep dying every day for a while.

As a friend suggested, maybe even fragnent the packet, and have
it

re-assenbl ed at the destination, far-away routers (not sure if
that wll

wor k) .

These are all basic, actually very basic, techniques, and wth
the source to

exploits and worns freely available.... W keep seeing network
equi prent

vul nerabilities comng out, and it is a lot "cooler" to bring
down an | SP

wth one packet rather than with 1, 000, 000, 000, 000, 000.

| amsure the guys at Ci sco gave this sonme thought, but | don't
believe this

I's getting enough attention generally, and especially not with
AV-ers. It

shoul d.
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This may seemlike | am hyping the situation, which is well-
known. Still

wel | - known or not, secret or not, it's tine we prepared better
I n a broader

scal e.

How?
Gadi .
..... >>> End quoted text.

| would really like to hear sone thoughts fromthe NANOG
community on

threats such as the one descri bed above. Let us not get into an
ar gunent

about 0-days and consider how many routers are actually patched
t he

first... day.. week, nonth? after a vulnerability is rel eased.

Al so, let us consider the ever decreasing vul nerability-2-
exploit tinme of
devel opnent .

| don't want the above to sound as FUD. My point is not to yell
"“deat h of

the Internet" but rather to get sone people noving on what |
believe to be a

threat, and considering it on a broader scale is LONG over-due.

The cat is out of the bag, as as nmuch as | avoi ded using
“potentially" and

"possi bl y" above to pass ny point.. this is just one possible
scenario and |

believe we need to start getting prepared to better defending
the | nternet

as an International Infrastructure.

As | amsure that this will be an interesting discussion, | am
al so sure

this will eventually derail to a pointless argunent over an un-
rel at ed
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matter, here on NANOG |'d appreciate if people who are

I nterested woul d

also email nme off-list so that we can see how we can perhaps
proceed with

sone activity.

My blog: http://blogs.securiteam conf ?aut hor =6

#Wolf Blitzer repeats Rudy in questioning governors (Re: RISKS-
24.04)

<Fred Cohen <dr.cohen@mac.com>>
un, 18 Sep 2005 09:30:59 -0700

This nmorning | watched as Wl f Blitzer on CNN questi oned

gover nors about

pr epar edness, and the single frequency question cane up again -
I n that

form It just shows how the power of ideas can take on its own
life. Fortunately the mayors of M am and Boston were nore cl ued
i n than

Rudy. Florida indicated that the he believed that the problem
was sol ved

there wthout referring to a single frequency in his response.
Bost on

I ndi cated the use of a system by Raytheon that all ows

I nt erconnecti ons

bet ween different frequency bands for specific energency
comruni cati ons

requi renments. Hopefully Wolf will start to ask the right
question after he

finds out that the notion he is spreading is flawed.

Thanks al so to the nmany peopl e who have responded to ne
personally with
their views -- all reasoned views -- are as always wel coned.

Security Posture <securityposture.conr, Fred Cohen & Associ ates
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#Google, Privacy, and Masochism

<Lauren Weinstein <lauren@vortex.com>>
Tue, 04 Oct 2005 16:24:46 -0700

Today Googl e and Sun M crosystens announced a joint venture, and
while their

grand plan seens sonewhat nurky at this point, there is
specul ati on that

their goal is to nove toward "hosted"” versions of applications
(such as

Sun's "StarOfice") that would run largely on renpote central
servers instead

of | ocal users' PCs, theoretically allow ng access from any

| nt er net

| ocation. This would presunably present form dable conpetition
to

M crosoft's own software products.

Whet her or not this is actually the Google/ Sun target, it's
worth taking a

noment to review where we stand right now regardi ng Google in
sone i nportant

respects.

Googl e keeps records of your searches, and can tie themto other
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activities

via cookies. Google scans the e-mail you send and receive

t hr ough

Gmail. Google collects a variety of informati on on your other
br owsi ng

activities through various optional tool bars and services.

Googl e wants to nmake copies of copyrighted books w thout paying
for them

Argunents about how they m ght make "snippets” of such materials
avai | abl e

in "Google Print" aside, the internal R& val ue al one of that
collection to

Googl e woul d presumably be i nmense, and all w thout sending a
dinme to the

copyri ght hol ders.

When CNET ran a story using Google to research data on Google's
chi ef exec,
Googl e reacted |ike an enraged and petul ant child.

Now, with the new Sun Mcro deal, if hosted versions of word
processi ng and

rel ated applications are devel oped and depl oyed by the joint
Googl e and Sun

team Google could quite possibly be tied into your docunent
editing and

other Ofice-like activities if you use such services.

Googl e refuses to hire a privacy officer (after all, they're the
"Trust us

-- First do no evil" conpany, and they're smarter than everyone
el se

about... well... everything, right?)

Googl e refuses to detail their data retention policies or the
extent to

whi ch they nake that growi ng corpus of data avail able to outside
entities.

O course, it's Sun's Scott McNealy who has fanously said: "You

have no
privacy, get over it" and who suggested that consunmer privacy is
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a "red
herring" issue.

Let's face it, the witing isn't only on the wall, it's dripping
of f and
collecting in putrid pools on the floor.

"Trust us" is not enough.

Why does Google so strenuously resist at |east consulting with
the privacy

communi ty? \Wat have they got to lose if everything they're
doing is on the

up and up? (lI'mecertainly willing to assune that this is
currently the

case.) Wiy do they take such a masochi stic approach when it

m ght be

possible with a relatively few changes to let in the fresh air?

Here's ny free advice to Google. Pick up the phone and start
talking to

fol ks who quite possibly m ght have nore experience dealing with
t hese

I ssues than you do, and m ght even be able to help you. | for
one woul d be

much happier if | could support Google's efforts rather than
havi ng to be

concerned every tinme they announce a new project.

Hell, ny nunber is listed below 1|'d be glad to chat. But |
won't be
hol ding ny breath waiting for their call.

Lauren Weinstein lauren@fir.org |l auren@ortex.com Tel: +1 (818)
225- 2800
http://ww. pfir.org/lauren http://ww.pfir.org http://ww.eepi.

org
Lauren's Blog: http://lauren.vortex.com DayThink: http://
dayt hi nk. vortex. com
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# | egal docs expose various risks in routine Diebold maintenance
in NC

<Joseph Lorenzo Hall <joehall @gmail.com>>
Mon, 3 Oct 2005 23:04:20 -0700

Reference [1] (from Joyce McC oy [of NCW][2]) is fascinating.
It is an

exchange between an attorney at D ebold El ection Systens, |Inc.
(DESI) and

t he general counsel for the North Carolina State Board of

El ections. It

nostly centers around a few incidents that occurred in Gaston
Co., NC. It

Is a great illustration of a nunber of worrying characteristics
of the

vendor/jurisdiction relationship typical of nodern election
systens.

[1] : http://ww. j osephhal | . org/ ngb2/ nedi a/ Gast onDi ebol d2004. pdf
[2]: http://www ncvoter. net/

Three incidents are of particular note:

1. In one city, Dallas, NC, a bug appears to have prevented the
downl oadi ng

of 11,945 votes which wasn't caught for seven days. At which
point, it

appears the county conpared paper print-outs fromthe
precinct with the

totals reported by the tabul ation server. A DESI technician
repr oduced

the bug twice and then decided to forgo usual DESI protocol
and | oaded

the flash-based nenory packs directly into the central (GEMS)
server to

retrieve the votes fromthe nenory pack.

2. In another case, another nenory pack "failed to downl oad" and

t he DESI
techni ci an got approval to send a back-up file electronically
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to DESI

technicians who then e-nailed the results back. After
witing this data

to a nenory pack, the on-site technician |oaded theminto the
central

server via a tabulator unit.

3. Finally, the docunent describes hand-entering of "three to
five"

bal |l ots. DESI clains as a "check and bal ance"” this process
doesn't all ow

the technician to enter nore votes than the total vote count
(that is,

t he nunber of valid plus spoiled ballots). This would
I nplicate that one

woul d be prevented fromentering nore than a certain nunber
of votes,

but, of course, does nothing to constrain what votes are
entered. A

human | ooki ng over the technician's shoulder is the only other

constraint.

|'ve posted nore bel ow the fold:
<http://josephhall. org/ngb2/i ndex. php/ 2005/ 10/ 03/ desi _nc>

Joseph Lorenzo Hall, UC Berkel ey, SIM PhD Student
<http://josephhall.org/> blog: <http://]josephhall.org/ngb2/>

# Car and van collide

<Monty Solomon <monty @roscom.com>>

Mon, 3 Oct 2005 00:40:50 -0400

Kat hy Uek, MetroWest Daily News, 2 Oct 2005

A two-car accident on Rte. 20 in Mrl borough in front of Burger

Ki ng sent
several people to area hospitals, including one who was fl own by
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medi cal

hel i copter to a Wircester hospital. Police said a handi capped-
equi pped

t wo- seat Dodge van was traveling on Rte. 20 when it hit a Lexus
traveling in

the opposite direction yesterday at about 11:30 a.m "The

di sabl ed driver's

arm began twitching," said Oficer Rob Insani. "Since the
controls are on

the steering wheel, he couldn't control the car and it seens

i ke he swerved

into the oncomng | ane.'

ht t p: IIMMM/nEtromestdallvnems coni | ocal Regi onal / vi ew. bg?

articl ei d=110555

#Y2K glitches linger

<"George C. Kaplan" <gckaplan@ack.berkeley.edu>>
Sat, 1 Oct 2005 16:45:04 -0700

| decided to nmake a contribution to the Red Cross, so | went to
their

website and followed the "Donate by Mail" link. This brings up
a sinple

form where you can enter your nane, address, donation anount,
etc, and then

display the info on a page to be printed out and nailed wth
your check.

On the page | printed, right above ny nanme, is the line:
Today's Date: Saturday, Cctober 1, 105

It appears to be a well-known problemw th the Javascri pt

‘get Year()'

met hod, which is inplenented to return either the current year,

or (year -
1900), dependi ng on which browser is being used. There are
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equal |y

wel | - known ways to avoid the browser inconpatibilities; why the
Red Cross

doesn't use themis an open question.

George C. Kapl an, Communication & Network Services, University
of California
at Berkeley 1-510-643-0496 gckapl an@ck. berkel ey. edu

#Windows delete command can fail silently

<Diomidis Spinellis <dds@aueb.gr>>
Mon, 03 Oct 2005 16:48:33 +0400

In the Wndows XP conmand interpreter CVD. EXE (the default
command | i ne

shell) one can specify nultiple argunents to the DEL(ete)
command, in order

to delete multiple files. |If at |least one of the files can be
del eted, the

command wi |l not conplain about any nonexistent files specified
as

argunents. For exanpl e:

C.\> echo. >foo

C.\> del nonexi stent foo
C.\> del nonexi st ent

Coul d Not Find C:.\nonexi stent

Thi s behavi or is non-orthogonal and risky. |[|f one m stypes the
nanme of one

of several files that are to be deleted, that file will silently
continue to

exist. The sane will happen if one of the files has the hidden
attri bute

set: DEL will silently ignore it, rather than issue an error
nessage.

Al t hough one shoul d not depend on a delete command to reliably
obliterate
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data, the current behavior can lead to difficult-to-Ilocate bugs,
especial ly
I n scripts.

Furt her exam nation of the conmand reveal s ot her i nstances of
non- or t hogonal

behavi or. Wen specifying multiple non-existent files as
argunents, DEL

wi Il conplain only about the first one, but when specifying
multiple files
wWith the read-only attribute set, DEL will conpl ain about each

one. Also

DEL, never sets the ERRORLEVEL environnent variable to indicate
an error,

al t hough ot her commands, |like DIR, set it correctly.

The | ogic behind a correctly-operating inplenentation of DEL is
trivial.

errorlevel =0
foreach fil enane
I f not delete(filenane) then
di spl ay_error_nessage(fil enane)
errorlevel =1
end if
end foreach
exit(errorlevel)

If a central and critical piece of the Wndows operating system
such as the

command shell, can't get the above logic right, what are the
chances of

having in the systema secure TCP/IP stack, web browser, or
firewal | ?

Diomdis Spinellis - http://ww.spinellis.qgr

~#Buffer overrun in television sets
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<Matt Roberds <mroberds@worldnet.att.net>>
Sat, 01 Oct 2005 00: 26: 34 +0000

A recent discussion in news:sci.electronics.repair concerned

| at e- nndel RCA

tel evision sets that woul d suddenly | ose their sound. Two repair
techni cians stated that they could find nothing physically wong
with the

sets, and that unplugging the set for a while seened to cure the
pr obl em

One technician later posted this |ink:

http://ww. iwaynet. net/~nesda/ Si |l ent CTC ht m

According to that article, a device fromone particul ar

manuf acturer that is

used to insert closed captioning and other data into the video
streamis

generating data that has two bits nore than the specification.
These two

extra bits were causing the mcroprocessor in the television to
becone

confused. The article clains that Sony, Hitachi, and Philips
sets are al so

af f ect ed.

That article is dated June 2001, but the discussion in the
newsgroup appears

to indicate that this problem has occurred nore recently than
t hat .

#Why telephone "Caller ID" is actually now even worse than we
expected

<Lauren Weinstein <lauren@vortex.com>>
Sun, 2 Oct 2005 17:33:04 PDT

Recently, a fornmer critic of tel ephone conpany "Caller 1D
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Services" (nore

properly "Calling Nunber ID'" - CNID) has publicly stated that he
has changed

his m nd and now feels that our concerns (I'"'ma CNID critic of

| ong standing

nysel f) have turned out to be unjustified.

Wth all due respect, | nust strongly disagree.

First, there's a logical flawin the argunent that sinply
because one

doesn't perceive or experience the sorts of problens cited, that
t hey don't

exist -- or that they wouldn't exist even with less or no

bl ocki ng of

CNI D. These are both incorrect. In fact, CNI D has now becone
even nore

dangerous than we ever i nmagi ned.

Taking the latter point first, we have no way to know how many
probl ens have

been and continue to be avoided by the use of CN D bl ocki ng.
Most peopl e

sensitive to these concerns have been using bl ocking all al ong,
so by

definition to the extent that they're not nmaki ng non-bl ockabl e
800/ 900-t ype

ANl calls they are relatively protected. Business collection of
CNID info

may have been sonmewhat suppressed by the heavy usage of

bl ocki ng, but if

there were | ess bl ocking there would al nost certainly be nore
col l ection

since it would becone a nore val uabl e resource.

And yet, nost of the horror stories still *do* take place. You
may not hear

about them but in ny role as PRI VACY Forum noderator |
frequently get

reports that are utterly nightmarish. Spousal abuse facilitated
by CNI D,

massi ve abuse by busi nesses that *do* collect the CNID data, and
then use it
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as an excuse to claimexenptions fromthe "do not call" lists,
and al |

manner of other problens, sone of themlife threatening, and
particul arly

bad in regions that don't offer per-line blocking, where one can
easily

forget to dial the block code on an individual call.

But our crystal ball *was* foggy, in that we never predicted the
new CNI D

scourge that has actually been putting even nore lives at risk -
-- CNID

Spoofing. This is becom ng very wi despread and is bei ng used by
crooks, scam

artists, stalkers, collection agencies, pranksters, and so on --
and is a

total ness. The telcos in general so far can't/won't do anyt hi ng
about this

-- it may not be fixable in a practical sense -- and this
spoofing is

rapidly being comercialized, using PRI tel ephone trunks and Vol P
interfaces. Both CNI D nunber and nane info can be easily spoofed
I n nost

cases via these systens. It's an enornous problem and getting
rapi dly worse,

and is poised to blowup in a big way in the public sphere, and
really give

CNI D yet another new and very serious black eye.

In a cooment to a PRI VACY Forum nessage in 1993, | suggested
that, "As a

practical matter, 'spoofing' of caller ID (CNID) systens should
not be a

significant problemin nodern, properly inplenented systens."

The last three words in that quote are key. W did not
anticipate that

untrusted parties would gain routine access to such sensitive
aspects of the

t el ephone network in a manner that would all ow such abuse.

Lauren Weinstein +1 (818) 225-2800 http://ww. pfir.org http://
WWW. eepi . org
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htt p: // dayt hi nk. vort ex. com Moder at or PRI VACY Forum - http://ww.

vortex.com

~#Re: Mea culpa: How we got it wrong on CNID (Kuenning, RISKS-
24.05)

<bo774@freenet.carleton.ca (Kelly Bert Manning)>
Sun, 02 Oct 2005 22:36:22 -0400 (EDT)

Time out to start. Has Geoff Kuenni ng done any research about
t he i npact of

Caller ID, or is this one of those situations where soneone
projects their

personal experience and assunes that it applies to everyone.

| ' ve been seeing descriptions of the negative consequences of
Caller ID
for years, including nurders, in publications such as Privacy
Jour nal

http://ww. privacyjournal.net/

I n di scussions with people | often notice a gender split. Men
tend to think

that Privacy is mainly concerned with junk mail, telemarketing
and spam

whi |l e wonen tend to assune that it is nore to do with not being
confronted

by soneone they wish to have No Contact wth.

> Then a few privacy advocates noticed that there was a dark
side: if

> you called a | ocal business, it could capture your nunber with
CNI D

> and add you to a telemarketing list. Suddenly CN D changed
froma

> beneficial service to a nefarious plot.

There is far nore to the issue and to the concerns. Caller ID
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for a hardline

phone pl aces you at a particular |ocation. That isn't necesarily
t he case

for cellular phones, unless soneone with access to tower or GPS
data for

t hat nobil e phone can be corrupted. Prepaid cellular solves nuch
of the

billing data privacy issue. | do agree with CGeoff Kuenning's
comment s about

cell phones "solving" sone Caller ID problens.

> \What happened? The answer is sinply that | was wong about
the evils of

> CNI D, and wong about the (perceived |ack of) benefits. That
error arose

> primarily froman inability to correctly predict the future.

I n particul ar,

> the followi ng forces have reduced the evils and increased the
benefits:

Privacy Journal sonetines offers prediction about future abuse,
but often PJ
publ i shes "War Stories" of real life experiences.

> 1. The predicted data collection by small busi nesses never
happened.

Says who? Is there any researched evidence behind this clainf

Kevin Evans, "President" of the BC Business Council, that is to
say, Paid PR

front man, stated that custoners expect businesses to answer the
phone with

"Hello M. -politician's surnanme- are you happy wth your Hugo
Boss purchase

fromlast week?", while making the Business Council's pitch to a
| egi sl ative

commttee responding to a national nandate to enact private
sector privacy

| aws. He nade the comment in connection with the issue of Caller
| D, not

ANI .
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It is perfectly possible that M. Evans was exaggerating the
ability and use

of Conputer Integrated Tel ephony by business. On the other hand
he was

making a claimin public and the cost of Conputer Integrated
Tel ephony gets

cheaper every year. Retrieving a custoner nane via CNI D and
associating it

wi th account data and recent purchase history is well within
current

technol ogy for large, mediumor even small businesses. Haven't
we seen Risks

subm ssi ons about conpanies billing the wong custoner because
they use AN

data with the assunption that it uniquely identifies custoners?

In nmy own subm ssion to the legislative commttee | responded to
M. Evan's

claim rhetorically asking how he reconciled it with at |east
1/3 of telco

custoners payi ng for non published nunbers, and with the fact
that at | east

1/ 4 of Canadi ans are Privacy Fundanentali sts.

| al so changed Evan's scenario to one in which "M. Smth's"
wife calls a

store and is asked "Hello M. Smth, are you happy wth that
gol d neckl ace

you bought earlier this week?". | pointed out that M. Smth is
unlikely to

be happy with that, regardl ess of whether the necklace is a
surprise

anni versary/birthday gift for his wife, or one for his
girlfriend.

> 3. The unforeseen Federal Do-Not-Call List has becone an
ef fecti ve def ense

> agai nst tel emarketing, so revealing your telephone nunber
isn't much of a
> pr obl em anyway.

Again this reflects an idiosyncratic definition and perception
of the risks.
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The risks of Caller ID are not [imted to tel emarketing.

A hard |ine phone nunber reveals your |ocation at the tine you
call. Think

of the neaning of the phrase "I know where you live". Wile it
has becone

sonething of a dramatic cliche it is based on a harsh reality
whi ch nost

peopl e shoul d be abl e to understand.

There are 100s of mllions of people in the world with hard Iine
phones. The

fact that Geoff Kuenning hasn't personally experienced a
downsi de of Caller

| D doesn't nean that everyone el se has been so fortunate.

Most murder victinms are killed by soneone they know. Personal
experi ences

vary widely and al |l owance should be nmade for that. The fact that
Geof f

Kuenni ng hasn't been nurdered doesn't nean that nobody shoul d
wor ry about

hom ci de.

The display of hard line calling nunbers creates a potential for
a w de

variety of privacy invasion and abuse. Stating that it has never
happened

seens naive, to say the | east.

Personally | found many people using caller I D got confused when
t he

I nformati on on ny enpl oyer paid hone phone |ine was displayed.
It can create

confusion as well as elimnate it. Eg. | got paged at hone and
whoever

answered ny call decided | nmust be at ny office, based on caller
| D showi ng

the name of ny enployer. (My enpl oyer provided cell phone was
unrel i abl e at

hore) .
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#Windows and USB devices (Re: Koenig, RISKS-24.05)

<"Mike Swam" <mswa m@wotan.mdacc.tmc.edu>>
un, 2 Oct 2005 21:54:44 -0500

| n Rl SKS-24. 05, Andrew Koeni g conplains that every tine he noves

a USB M DI

device to another port, Wndows thinks that it's another device.
Raynond

Chen di scusses this behavior in his blog in nessage

http://bl ogs. nedn. conl ol dnewt hi ng/ archi ve/ 2004/ 11/ 10/ 255047. aspx

What is probably happening is that the M D device doesn't have
a seri al

nunber, so Wndows can't tell if it's the sane device it's seen
bef ore or

not. So Wndows errors on the side of caution and considers it a
new devi ce.

M ke Swai m MD Anderson Dept. of Biostatistics & Applied
Mat hemat i cs
npswai m@dander son. org or nswai madi n. ndacc. tnt. edu at work

#Router worms and International Infrastructure

<Gadi Evron <ge@linuxbox.org>>
Sat, 01 Oct 2005 15:49:06 +0200

The subjects of routers security, possible worns and the "taking
down of the

Internet"” are ones that occupy nuch of ny tine. Trying to

di sti ngui sh

different threats, plausibility and FUD - as well as finding

sol uti ons.
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The followng is an e-nmail nmessage in which | discuss a certain
sinpl e

scenario to such a risk, and | would really appreciate sone

f eedback on it.

You can find the text in this blog entry:
http://bl ogs. securiteam conl ?p=73

My blog: http://blogs.securiteam conf ?aut hor =6

#D.C. Red-Light Cameras Fail to Reduce Accidents

<Monty Solomon <monty @roscom.com>>
Tue, 4 Oct 2005 12:43:53 -0400

Del Quentin WIlber and Derek WIlis, *The Washi ngton Post*, 4
Cct 2005, A01

The District's red-light canmeras have generated nore than

500, 000 vi ol ati ons

and $32 mllion in fines over the past six years. City officials
credit them

wi th maki ng busy roads safer. But a *Post* anal ysis of crash
statistics

shows that the nunber of accidents has gone up at intersections
with the

caneras. The increase is the sane or worse than at traffic
signal s w t hout

the devices. Three outside traffic specialists independently
revi ewed the

data and said they were surprised by the results. Their
concl usi on: The

caneras do not appear to be making any difference in preventing
I njuries or

col I'i si ons.

http://ww. washi ngt onpost .. com wp-dyn/ content/article/2005/10/03/
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AR2005100301844. ht m

#Re: Katrina victims required to use Microsoft IE (RISKS-24.05)

<"Michad \(Streaky\) Bacon" <himself @streaky-bacon.co.uk>>
Sun, 2 Oct 2005 04:21:06 +0100

Dougl as W Jones wote about FEMA' s website working under one
browser (IE)
only ... and then not well.

Not too many nobons ago, one of the largest oil conpanies in the
world relied

upon telex as its stand-by communi cations system Rugged,
reliabl e, needing

only a telegraph wire to work, reaching nultiple audi ences,
accessi bl e by

sophisticated (e.g. PC) devices as well as dedicated tel ex
term nal s,

wor ki ng i n any | anguage usi ng the Roman al phabet, store-and-
forward but with

I nstant access and delivery capability; telex is (was) the
epi t one of

sinplicity and availability, practically a guaranteed nethod of
comruni cation in the aftermath of a di saster.

Conpl ex websites, packed wth graphics and requiring particular
sof t war e,
fonts, etc. to work properly are not suited to such situations.

The RI SKS are mani fold, and engineered in by the inability of
"1 magi neers"
to truly imagine.

~#Re: Kitten on the keys...
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<"Andrew Koenig" <ark@acm.org>>
Fri, 30 Sep 2005 22:00:29 -0400

> From Harvey Fi shman

> | read the article in R sks about your contretenps wth
regedit and |

> think that the fault here lies with you rather than

Mcrosoft. | ama

> cat person also, and when | get a new kitten it |earns quickly
t hat

> desktops and conputer keyboards are verboten. Water guns are
really

> excellent tools for teaching young cats what is acceptable and
what is

> not. A cat that gets to the age of five nonths w thout

| earning this

> discipline is the mark of a | azy owner.

The interesting thing is that this particular incident is the
*only* tinme |

can recall this kitten actually wal king on the keyboard. After
recei vi ng

your e-mail, | watched her nornmal behavior, which is to junp
fromthe table

next to ny conputer stand onto the stand and fromthere to ny

| ap, w thout

touchi ng the keyboard. | have no problem w th her behaving that
way .

Anyway, if a kitten can cone that close to permanently deleting
a registry

key, so can a dropped object. Such things happen. For that
matter, |

suspect that if | failed to suppress ny Unix habits and hit

“del ete" instead

of "backspace" at the wong tinme, it would have a simlar effect.

So what I"'mtrying to say is that regardl ess of how ny cats
behave, | don't

think it's wise to design a software systemthat allows a single
keypress to
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make an irrevocabl e change to the systenis state.
PS: | don't think using a water pistol near conputer equipnent

Is a real
good i dea, either.

# CCSA Fall Symposium Call for Participation 3 Nov 2005

<"Michel Kabay" <mkabay@starband.net>>
Tue, 4 Oct 2005 05:26:13 -0400

The Cyber Conflict Studies Association Fall 2005 Synposiumw ||
be hel d

Novenber 3, 2005 in Arlington, VA. The CSCis a non-profit
entity organized

to pronote and | ead research and intell ectual devel opnent
efforts to advance

the field of cyber conflict.

This Synposiumwi ||l formthe basis for the initial issue of the
Cyber

Conflict studies Association's *Journal of Cyber Conflict

Studi es* and w ||

hel p create agendas for W rkshops in the Spring of 2006.

Full details of the conference can be downl oaded as a PDF file
from
http://ww2. norw ch. edu/ nkabay/ unl i nked/ ccsas_cf p. pdf

The registration formis available from
http://ww2. norw ch. edu/ nkabay/ unl i nked/ ccsas_r eg. doc

For further details, contact Jane Swann at < mailto:
kswann@orw ch. edu >.

M E. Kabay, PhD, CISSP http://ww?2.norw ch. edu/ nkabay/

* Assoc. Prof. Info. Assurance * Prog. Dir., Msc & BSc in Info.
Assur ance
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* CTO Online Graduate Prograns

http://ww. nsi a. norwi ch. edu/ overvi ew. ht m http: //ww2. norw ch. edu/
nkabay/ bsi a

Norwi ch University, Northfield VT V. +1.802.479. 7937
nkabay@orw ch. edu
* Network World Fusion Security Newsl http://ww. nwf usion.com

news|l etters/sec

b I 3B IO

'l.._...

Report problems with the web pages to the maintainer
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Geoff Kuenning Jon A. Solworth

@ Criticism of Caller ID Well Founded
Robert Ellis Smith

@ Info on RISK S (comp.risks)

~Takeoff at Logan aborted by errors

<Monty Solomon <monty @roscom.com>>
October 7, 2005 12:51:46 AM EDT

An Anmerican Airlines jet aborted its takeoff at Logan

| nt ernati onal Airport

on 4 Oct 2005, after errors by a pilot and a controller all owed
anot her

plane to cross onto its runway. An FAA spokesman coul d not say
how cl ose

the planes had cone to colliding, but said the American Airlines
flight was

rolling at the tinme its takeoff clearance was cancel ed. An

avi ati on source

famliar with the investigation said the planes cane within
1,000 feet. The

I nci dent was the second runway incursion in just over a week.
On 27 Sep

2005, a FedEx cargo jet that had just started its takeoff cane
wi thin 2,000

feet of a twin-propeller plane crossing the sane runway. The
two incidents

bring to 16 the nunber of runway incursions since Oct 2004 at
Logan, a

nunber that has alarnmed airport and federal officials.
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[ Source: Mac
Dani el , *The Boston d obe*, 6 Cct 2005; PG\ ed]

http://ww. bost on. conl news/| ocal / massachusetts/
articles/2005/10/06/takeoff_at | ogan_aborted by errors/

~#Faulty radar serving Logan leaves thousands stranded

<Monty Solomon <monty @roscom.com>>
Wed, 12 Oct 2005 04:02:45 -0400

Faul ty radar serving Logan | eaves thousands stranded
Moni tors show objects that don't exist; solution uncertain

A mal functioni ng radar system serving Logan International

Ai rport caused

flight cancell ations and del ays of several hours yesterday,

st randi ng

t housands of passengers on a holiday weekend and adding to the
woes of an

ai rport that has |ogged several runway incidents in the past few
nont hs.

[ Source: Donovan Sl ack, *The Boston d obe*, 11 Cct 2005]
http://ww. bost on. coni news/| ocal /articles/2005/10/11/

faulty radar_serving_|l ogan_| eaves_t housands_st randed/

[ More: Radar mal function causes | ong del ays at Logan, *The
Boston d obe*, 11

Cct 2005

http://ww. bost on. conf news/| ocal / massachusett s/
articles/2005/10/11/

radar _mal functi on_causes_| ong_del ays_at | ogan/

Airport travelers play the waiting gane, Many in the dark about
r adar

glitch, Heather Allen, *The Boston d obe*, 11 Cct 2005]
http://ww. bost on. conf news/| ocal / massachusett s/
articles/2005/10/11/airport_travelers _play the waiting gane/
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#Translation can be hazardous to your identity?

<msb@vex.net (Mark Brader)>
Tue, 11 Oct 2005 15:58:28 -0400 (EDT)

As is often done in Europe, the agency operating streetcars in
the French

city of Grenoble has provided ticket-selling machi nes that can
be operat ed

in nore than one [ anguage. |t was reported this week in uk.
transport.| ondon

that if you select English, the machi nes wel cone you to London's
Croydon

Tram i nk systeml  Seen here:

http://ww. aj g41. pl us. comli nages/rail/fr-grenoble-tramink02.|pg

Mar k Brader, Toronto, msb@ex. net

[ That is positively Gin-noble. | croyd onit. PG\

#NOAA's radio transmitters missing backup power

<danny burstein <dannyb@panix.com>>
Tue, 11 Oct 2005 13:09:42 -0400

Background: during the power failure two years ago, the NOAA
(Nat i onal
Weat her Service) radio station serving NYC was dead. ...

These stations are part of the real energency network and are
supposed to
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stay up after anything short of a direct nuclear hit...

NYC recently printed a "what to do in a hurricane" bookl et and
ment i oned

tuning into this station, pointing out there were automatic
"alert" radios

designed for this..., so...

| wote to NYC s Ofice of Managenent describing the outage.
They were kind
enough to reply. [Excerpts attached ]

—————————— For war ded nmessage ----------
Date: Tue, 11 Cct 2005
From [snip, an OEM address]

Dear M. Burstein,

Thank you for your witten correspondence to CEM Conm ssi oner
Joseph F.

Bruno, regarding your concerns pertaining to the NOAA Al -
Hazards Radi o

Comm ssi oner Bruno has asked nme to look into this issue for
you.

[ snip ]

[ The NOAA contact rep] advises that the NOAA All Hazards Radio
has "dual "

transmtters; a primary and secondary. If the primry
transmtter fails,

the NWE can utilize the secondary transmtter. However, at
this point in

time, the NW5 does not have an energency power backup for the
transmtter.

The NWS has been in contact wwth the (owners of the

transmtter site),

and are awaiting a cost estimate for this service.

[ The RI SKS are obvi ous. Readers in other areas of the country,
especial ly

t hose prone to hurricanes/tornadoes/other natural disasters, and
who rely
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on these stations, mght want to check them out as well.]

#The number 7 blocks Belgian ATM machines

<"Lindsay Marshall" <Lindsay.Marshall @newcastle.ac.uk>>
Wed, 12 Oct 2005 15:22:35 +0100

The Dexi a Bank ATM machi nes are experiencing a curious problem
The machi nes

stop functioni ng when soneone enters the nunber 7, making it

I npossi bl e for

people with a 7 in their pin (personal identification nunber)
code to

performa cash w t hdrawal .

The probl em has been occurring for a nonth. To prevent people
fromrunning

out of cash, they are able to performcash w thdrawal s inside.
"We are

experiencing a problemw th the software”, a Dexia spokesnan
admtted | ast

wednesday in the daily journal Het Laatste N euws, "the problens
shoul d be

solved within three weeks."

http://ww. nu.nl/news. jsp?n=603834&c=122& ss (Dutch, 5 Cct 2005)

#We are from the /Greek/ government and we are here to help.
Really!

<Vassilis PREVELAKIS <vp@drexel .edu>>
Sun, 9 Oct 2005 06: 13: 34 -0400 (EDT)

The internal revenue service of the Geek mnistry of finance is

http://catless.ncl.ac.uk/Risks/24.07.html (6 of 22)2008-01-01 16:36:17


http://www.nu.nl/news.jsp?n=603834&c=122&rss

The Risks Digest Volume 24: Issue 7

provi di ng

prograns on their web site to help Greek citizens and firns fill-
In

el ectronic tax fornms. The mnistry expects everybody with a
conmputer to

downl oad and run these programas certain tax-forns may only be
subm tted

el ectronically.

| have talked to the people at the ministry and they did not
appear to think

that there is anything wong with asking everybody to run
prograns provi ded

(only in binary form) by the governnent.

| asked themif they would consider providing nme with the source
of the

prograns but they were loath to release it because they were
afrai d that

unscrupul ous people would nodify it and try to sell it (the
prograns nmay be

downl oaded for free fromthe mnistry's web site).

When | explained to themnmny fears that this | ooks |ike an

O wel lian

nightmare (cf with the TV sets used in Owell's 1984 to nonitor
citizens),

they were rather surprised saying that nobody has nentioned this
to them

before! (Am1| the only paranoid person in G eece?)

O course, nobody is forced to use the prograns, although in
many cases they

save so nmuch tinme, that it is difficult to convince soneone not
to use them

because of sone nefarious threat. Once nore conveni ence trunps
security.

Anot her issue not strictly security related, is that the Geek
gover nnent

assunes that everybody uses Mcrosoft Wndows. Sone parts of
their web site

refuse to talk to non-M crosoft browsers (they redirect to an
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error page),
and the prograns they supply run only under W ndows.

Conspiracy theorists would surely nake sonething out this, but |
strongly

believe that the people at the mnistry have the best

i ntentions; they

sinply did not think things through.

The M nistry now plans to provi de Java- based prograns that
shoul d run on

non- M crosoft platforns and may nake the source code avail abl e
to academ c

I nstitutions or non-governnental organizations for auditing
pur poses.

Still the whol e experience shows how easy it is for state
agencies to reach
out in the hones of their citizens.

Vassilis Prevel akis, Conputer Science Departnent, Drexel
Uni versity

#Risks of Web 2.0, or, the MySpace worm

<Paul Bissex <pb@e-scribe.com>>
Thu, 13 Oct 2005 15:00:16 -0400

An individual "managed within 24 hours to becone the nost
popul ar civilian

on nyspace wth the help of a clever bit of viral javascript

| tbedded i nto

his nyspace page... By the tine nyspace shut down their site for
a few hours

to investigate he had over 1 mllion requests from unknow ng
nmyspace nenbers

for himto be listed as their nyspace friend."

Details at:
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http://fast.infol nyspace/

This seens |ike a new class of XSS, "Level 3" if you wll:

http://e-scribe.conm news/ 103

Paul Bi ssex <pb@e-scribe.conr PO Box 847, Northanpton MA 01061
USA
http://e-scribe.com Database-driven web devel opnent Open

source software

#Unusually slick phishing attempt

<Nickee Sanders <njsanders@ihug.co.nz>>
Thu, 13 Oct 2005 22:07:39 +1300

Wi | st clearing out his norning spamcoll ection today, ny
husband cane

across an unusual ly slick phishing attenpt. This one's victim
bank is

Hal i fax Bank in the UK The subject |ine reads "URGENT
ATTENTI ON -

Hal i fax-Onli ne Fraud Notice" and the body begins by advising of
recent

phi shing attenpts agai nst Halifax custoners (which, according to
Hal i fax's

own site, is even true) and then asks the custoner to contact
Hal i fax on

recei pt of such e-nmails!! (The custoner service phone nunber
guoted is even

the real one.) Extrenely cheeky.

The e-nmail continues by advising that Halifax has updated their
security

system They are proud of their new SSL servers "where there is
no risk of

fraud and your account details are kept encrypted at all tines."
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Nat ural |y, because of this update, you are....guess what?.....
asked to | og

on to the systemand "verify your account info at the foll ow ng
l'i nk"

Such link being of the usual format -- an | P address

(211. 35.64.201) hidden

behi nd a reasonabl e-1 ooking URL -- which points to a real page
on Halifax's

servers.

The e-mail is unusually slick, as well as being cheeky. It's

al nost devoid

of spelling m stakes ("unauthorized" should be "unauthorised"
since it

purports to cone froma British conpany) and |ikew se of granmar
m st akes

("securer" instead of "nore secure" and one mssing "to"). It
could easily

have conme froma real person at the bank.

The image at the top of the e-mail actually cones fromthe real

Hal i f ax

servers; as nentioned, the phone nunber quoted will actually get
you to

Hal i fax custoner service, and if the URL is typed in by hand to
a browser

it wll get you to Halifax's own servers.

This phishing attenpt is al nost perfect, as far as | can see.
G eat use of

soci al engineering. Professionally put together. Very scary.
| give them

a grade of 98% for this project.

Ni ckee Sanders, Software Engi neer, Auckl and, New Zeal and

[l1'"ve seen many of very sophisticated Phishing attacks lately,
pur porting

to be Bof A, WellsFargo, etc. Sone of themtake a | ot of study
to realize

they are bogus. BEWARE!!!! PGN]
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#Airbus, Whistleblower Dispute A380 Pressurization Controls (R 24
05)

<Kurt.Doppel bauer @tttech.com>
Tue, 11 Oct 2005 15:57:06 +0200

Wth respect to RI SKS-24.05 and the posting on "Airbus,

Wi st | ebl ower

Di spute A380 Pressurization Controls” I1'd |like to point out that
M. Mangan

Is not a whistleblowr. Based on the false clains, TTTech has
rel eased the

foll ow ng statenent.

Moreover, | am personal ly di sappointed that *LA Ti nes* has
publ i shed an

article with very strong all egations agai nst TTTech w t hout
pr of ound

t echni cal substance. Stefan Pol edna CEO TTTech

TTTech defends agai nst fal se allegations. These all egations were
made by a

di sm ssed forner enployee one year ago and have been proved to
be w ong.

Vi enna, Austria -- 6 Oct 2005

St ef an Pol edna and Georg Kopetz, nenbers of the executive board
of TTTech, a

| eadi ng provider of technol ogy and products in the field of Tine-
Tri gger ed

Technol ogy, have responded to the false all egations about their
component s

as foll ows:

1. TTTech's first priorities are safety and adherence to all

certification
procedur es.
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2. TTTech is a producer of tinme-triggered comruni cati on systens.
Renowned

I nternational research institutions and conpani es have
participated in the

devel opnent of Tinme-Triggered Technol ogy for nore than 25 years.
TTTech is

considered to be a |leading supplier in the field of data
communi cat i on

systens for aircraft and other transportation systens. TTTech's
product s

offer a very high degree of safety. For this reason | eading
conpani es have

sel ected this European | eadi ng-edge technol ogy. TTTech does not
devel op

cabin pressure control systens.

3. The forner enployee had been enpl oyed by TTTech for six
nont hs before his

contract was term nated. He nade his allegations only after his
di sm ssal on

Cct ober 1, 2004. A few days before contract term nation, he had
prai sed

TTTech's achi evenents for Airbus A380 in an e-nail to the
managenent. Thi s

fornmer enployee is not a "whistleblower".

4. The allegations nmade by this fornmer enpl oyee have been

t hor oughly

reviewed by TTTech's custoners and the authority EASA (the

Eur opean Avi ation

Safety Agency). Creating aircraft designs is an iterative
process. The

TTTech conponents are certified under the rigors applicable to
new y

desi gned aircraft products, thereby assuring safety of flight.
The invol ved

conpani es and authorities issued the follow ng official

st atenent severa

nmont hs ago: "The matters raised by the fornmer TTTech enpl oyee
have been

t horoughly reviewed by TTTech's custonmers and EASA (the European
count er part

to the U S. Federal Aviation Admnistration). Creating aircraft

http://catless.ncl.ac.uk/Risks/24.07.html (12 of 22)2008-01-01 16:36:17



The Risks Digest Volume 24: Issue 7

designs is

an iterative process. The TTTech conponents will be certified
under the

rigors applicable to newy designed aircraft products, and
safety of flight

w |l be assured.”

5. The court repeatedly asked the fornmer enployee to
substanti ate his

al l egations. But neither in the action for provisional
I njunction issued by

the civil court of Vienna at the end of October 2004 nor in the

common tri al

In court was he able to supply any evidence that woul d prove
failures by

TTTech, or any safety defects in the conponents supplied by
TTTech.

6. The court has never forbidden the forner enployee from
di scussi ng safety

I ssues of TTTech products in public. However, the court inposed

an order to
the fornmer enployee not to disclose confidential docunents and
trade secrets

to third parties, nor to nake statenents that would discredit
TTTech, such

as the allegation that ~ " TTTech participates in a crim nal
conspiracy. "'

see al so at:
http://ww. tttech. com press/docs/ pressrel eases/ PR 2005- 10- 06-

TTTech- WDR. pdf

Kurt Doppel bauer, TTTech Conputertechni k AG Schoenbrunner
Strasse 7, A-1040
Vi enna, Austria +43 1 585 34 34-18 http://ww.tttech.com

#Re: B777 incident (Ladkin, RISKS-24.03, Wright, RISKS-24.05)
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<"Peter B. Ladkin" <ladkin@rvs.uni-bielefeld.de>>
Sun, 09 Oct 2005 07:59:37 +0200

For those Ri sks readers who may not have namde the connecti on,
the B777

partial |oss of control incident reported by Charles Wight in
Rl SKS- 24. 05

and that reported by nme in RISKS-24.03 are the sane incident.

Peter B. Ladkin, University of Bielefeld, GCernany
WWW. I'vs. uni - bi el ef el d. de

#Disaster comms

<Rob Slade <rdade@sprint.ca>>
Wed, 12 Oct 2005 08:26: 06 -0800

The Dutch governnent is testing a warning systemthat sends text
nmessages to nobil e phones during public energencies. Called 'cell
broadcast', the technology will let authorities send nessages to
all nobile phone users in a specific zone, and will be used in
conjunction with other energency warni ng systens.

http://ww. smh. com au/ news/ br eaki ng/ hol | and-t est s-di sast er-t ext -
servi ce/ 2005/ 10/ 06/ 1128562930005. ht m

As previously noted, telephone is unreliable in a disaster, and
cell service

fails al nost conpletely. Private radio may remain up, as |ong
as repeaters

or other infrastructure is not required (also think about battery
rechargi ng) but there may be contention for bandw dth. However,
recent

di sasters have denonstrated that SMS service tends to remain
functional .

(However, there are also recent studies that note the ability to
DoS t he
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cell service inits entirety with a flood of SM5 traffic.)

rsl ade@cn. bc. ca sl ade@i ctoria.tc. ca rsl ade@un. soci .
ni u. edu
http://victoria.tc.cal/techrev or http://sun. soci. niu. edu/
~r sl ade

#"One Frequency" (Re: RISKS-24.04)

<"Jay R. Ashworth" <jra@baylink.com>>
Sat, 17 Sep 2005 15:16:18 -0400

Clearly, what Rudy Guliani was incorrectly quoting fromhis
techni ca

advi sors who actually *knew what they were tal king about, was
the necessity

to allocate and provi sion between ot her categories of agencies
what

firefighters have had for years: interagency coordi nation
channel s.

Fire fighting has been an inter-jurisdictional issue nuch |onger
and nore

frequently than | aw enforcenent, and so the fire peopl e have

si npl ex

frequenci es on which they can talk with their conpatriots
borrowed from

ot her jurisdictions when large fires strike.

There are, though, many other things that caused communi cati ons
probl ens

during Katrina and it's aftermath (as the conmuni cati ons

engi neeri ng people

who were |ikely begging for the solutions to these problens for
years, but

could not get them funded, would likely tell you):

* Trunking radio: While trunking is useful for reducing required
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spect rum

for an agency (you can assign "a fraction of" a channel to a
gi ven

agency), it relies on the sane sort of centralized systens as
Nextel's

consunmer trunked SMR service currently does, and fails the
sanme way.

* Nextel itself: Nextel is great, but is *not* engineered to the
st andar ds

necessary to utilize it inlife safety applications (and while
t hey *used*

to say this explicitly, these days what | see fromthem
I nstead seens to

be *marketing* to those sorts of people). |[If a nmajor
energency hits,

knocki ng out nunici pal power and toppling towers, Nextel's
goi ng down t oo.

* Digital public safety radio: Wile there is now an
I nt eroper abl e standard

for digital radio (APCO 25), there are many | egacy digital
public safety

systens, both trunked and not, that are not interoperable.

* Lack of prep: how hard you have to prep (spare battery counts;
off-grid

recharging, etc) depends on what you're planning *for*. The
| evies and

di kes in Holland (much of which is also below sea level) are
built for a

*4000-year* storm So you can *do* that sort of thing, if you
have t he

political will.

Short version: just because the politicians don't know how to
phrase it

doesn't nean that the technicians in the background don't know
what ' s

necessary. Gve themtheir heads, and sone of the US$200B, and
t hey' Il

fix these problens for you.
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Ashworth & Associates, St Petersburg FL USA 1 727 647 1274
http://baylink.pitas.com

#Re: Windows delete command can fail silently

<"Loughry, Joe" <joe.loughry@lmco.com>>
Wed, 05 Oct 2005 16:00: 18 -0600

> The | ogi ¢ behind a correctly-operating inplenentation of DEL
is trivial...

Wat ch out, though---the way that commands set ERRORLEVEL is
*different* from

the way that library functions (and systemcalls) set the val ue
of "errno."

| SO | EC 9899: TC2 (currently the nost up-to-date C Language

st andar d- - -

well...commttee draft, anyway) says that "errno" behaves this
way :

> <enpThe value of errno is zero at program startup, </ enp

[ enphasi s added]

> but is never set to zero by any library function.[Note 172]
The val ue of

> errno may be set to nonzero by a library function call whether
or not

> there is an error, provided the use of errno is not docunented
in the

> description of the function in this International Standard.

>

> 172: Thus, a programthat uses errno for error checking should
set it to

> zero before a library function call, then inspect it before a
subsequent

> |ibrary function call. O course, a library function can save
t he val ue

> of errno on entry and then set it to zero, as long as the
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ori gi nal val ue
> is restored if errno's value is still zero just before the
return.

Joe Loughry, Lockheed Martin Trusted Information Systens and
Sol uti ons
RADI ANT MERCURY, 1-303-971-2951 joe.|oughry@ nto.com

#Re: Mea culpa: How we got it wrong on CNID (Kuenning, RISKS-
24.05)

<Geoff Kuenning <geoff@cs.nmc.edu>>
05 Oct 2005 14:23:45 -0700

Lauren Weinstein and Kelly Bert Manning both take nme to task
regar di ng

sonme of the drawbacks of CNID. Kelly Manning states the position
best, | think:

> There are 100s of mllions of people in the world with hard
l'ine

> phones. The fact that Geoff Kuenning hasn't personally

experi enced a

> downsi de of Caller ID doesn't nean that everyone el se has been
SO

> fortunate.

True enough, and you will note that | did NOT issue a call for
persons wth

unli sted tel ephone nunbers to be forced to reveal themvia
CNID. In fact, |

support changing ANl so that calls to toll-free lines don't
reveal unlisted

nunbers.

But there's another side to the counterargunent: if 100s of

mllions of
peopl e have hard-Iine phones, and a relatively small percentage
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suf fer

problens from CNID, were we correct in canpai gning vehenently
agai nst the

service? As | recall we actively attenpted to keep it from
bei ng depl oyed

_at all_in California.

| nst ead, perhaps we shoul d have done a better job of bal ancing
the RI SKS and

the benefits. Certainly we need to nmake sure that people with a
legitimate

need to hide froma stal ker understand that CNID reveals their

| ocati on, and

give them an easy and reliable way to prevent that. (That also
applies to

new GPS- enabl ed cel | phone services such as "find your friend".)
But | woul d

like to find a bal ance where an abused spouse's need for safety
doesn't

prevent nme fromtaking advantage of CNID s very real benefits.

Kelly also wites:

> The fact that Geoff Kuenning hasn't been nurdered doesn't nean
t hat nobody
> shoul d worry about hom ci de.

No, and it also doesn't nean that | should wander around in

di squi se for

fear of being nurdered by soneone | know. Murder and sim|lar
crinmes are

scary, but they can al so disproportionately col or our thinking.

There is also an error of logic here: if a person is killed
after their

| ocati on has been identified via CNID, that doesn't prove that
el i mnating

CNI D woul d have prevented the nurder. Such crines predated
CNID. Has there

been a statistical study denonstrating a CNID-rel ated i ncrease
I n what we

m ght call "location-related crinmes"?
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Finally, as | nmentioned to Lauren in private e-nmail: just
because there are

I npl ementation flaws in the current version of CNID doesn't nake
t he concept

i nherently flawed. By that logic, we mght as well ban air
travel because

of the known flaws in sone aircraft.

Geof f Kuenni ng geof f @s. hnt. edu http://ww.cs. hnt. edu/ ~geof f/

#Re: Mea culpa: How we got it wrong on CNID (Kuenning, RISKS-
24.05)

<"Jon A. Solworth" <solworth@cs.uic.edu>>
Wed, 05 Oct 2005 23:05:58 -0500

| found Geoff Kuenning's retrospective on CNID very
interesting. But |

di sagree wwth the "nea culpa" bit. | think we, as part of the
i ntell ectual

communi ty which thinks about and studies these issues, do have
an i nportant

role to play in public issues. W can identify the risks. W
can descri be

how a particular risk can be reduced. But at the sane tine, it

IS
fundanmental |y not our decision on how to bal ance these risks
(since in

al nrost all cases the issues of risks are a tradeoff). W can
inform it is
up to society and to each individual to determ ne the bal ance.

Jon A Solworth, Conputer Science Dept., University of Illinois
at Chi cago
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#Criticism of Caller ID Well Founded (Re: Kuenning, RISKS-24.05)

<"Robert Ellis Smith" <ellis84@rcn.com>>
Tue, 11 Oct 2005 15:46:10 -0400

Tel ephone custoners have sonme protections fromthe negative
consequences of

Caller ID precisely because privacy advocates expended a | ot of
energy to

assure the availability of nunber-ID blocking and to create a
cul ture of

privacy protection within the new technol ogy. W succeeded. W
wer en' t

m st aken!

Geof f Kuenni ng's nunbered argunents conflict with each other.

Many of us

still lead lives in which protecting the identity of our phone
nunbers from

strangers - not to nention marketers - is vital. | believe that
automati c

rejection of incomng |ID-blocked calls is irresponsible to one's
famly and

self. We can't possibly anticipate when a |oved one will be in
di stress,

calling us froma stranger's tel ephone. Automatic bl ocki ng

di sal l ows such a

call fromreaching us. Geoff says that a parent wth a teenager
on the | oose

at night would be sure to disengage the automatic bl ocki ng
feature. Maybe

so. But how about the next night, when the kid is safely in bed
and an aunt

or a cousin or a business associate is trying to reach us froma
strange

phone? The call will not get through.

Geoff's commentary is conparable to saying that Martin Luther
King Jr., was

wasting his tinme because African-Anericans now have sone degree
of equal

opportunity. How do we think that canme about, by magi c? The
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efforts of

privacy advocates when Caller ID was first introduced make it
possi bl e for

Ceoff to blithely proclaim there's no privacy problemin 2005,
the battling

back in the 1980s wasn't inportant.

Robert Ellis Smth, Publisher, Privacy Journal, ww.
privacyj ournal . net,
privacyj ournal @cn.com

Back in the early 90's, U S. phone conpani es began rolling out

t he service

known as "Caller ID" (really Calling Nunber ID, or CNID). Early
adopters

were very pleased with the feature; it helped themto avoid

tel emarketers

and occasionally to dodge inconvenient friends.
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# Colleges Protest Call to Upgrade Online Systems

<"Peter G. Neumann" <neumann@csdl.sri.com>>
Sat, 22 Oct 2005 15:52:27 PDT

The federal governnent, vastly extending the reach of an 11-year-
old law, is

requiring hundreds of universities, online conmunications
conpani es and

cities to overhaul their Internet conputer networks to nake it
easi er for

| aw enf orcenent authorities to nonitor e-mail and other online
comruni cations. The action, which the governnent says is

I ntended to help
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catch terrorists and other crimnals, has unleashed protests and
t he t hr eat

of lawsuits fromuniversities, which argue that it wll cost

t hem at | east

$7 billion while doing little to apprehend | awbreakers. Because
t he

gover nnment woul d have to win court orders before undert aking
surveill ance,
the universities are not raising civil liberties issues.

The order, issued by the Federal Comrunications Comm ssion in
August and

first published in the Federal Register |ast week, extends the
provi si ons of

a 1994 wiretap law not only to universities, but also to
libraries, airports

providing wirel ess service and conmmercial Internet access
providers. It

al so applies to nunicipalities that provide Internet access to
residents, be

they rural towns or cities |like Philadel phia and San Franci sco,
whi ch have

plans to build their own Net access networks. So far, however,
uni versities

have been nobst vocal in their opposition.

The 1994 | aw, the Conmuni cati ons Assistance for Law Enforcenent
Act ,

requires telephone carriers to engineer their switching systens
at their own

cost so that federal agents can obtain easy surveillance
access.

[ Source: Sam Di Il on and Stephen Labaton, *The New York Tines*,
23 Cct 2005;

PGN- ed]

http://ww. nytinmes. coni’ 2005/ 10/ 23/t echnol ogy/ 23col | ege. ht m ?

ex=1287720000&en=36556¢d12f 8f c287&ei =5090

»Printer steganography (Mike Musgrove)
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<"Peter G. Neumann" <neumann@csl.sri.com>>
Fri, 21 Oct 2005 9:53:05 PDT

Many color printers (Xerox, HP, etc.) add barely visible yellow
dots that
encode printer serial nunbers and tinme stanps (down to the

m nut e) .

I ntended primarily to conbat counterfeiters, the purportedly
"secret”

st eganographic code in color printer copies has now been decoded
by four

people at the Electronic Frontier Foundation. (The encoding is
strai ghtforward, and includes no encryption.) There are of
course vari ous

slippery-slope privacy issues. [Source: M ke Miusgrove, Sleuths
Crack

Tracki ng Code Di scovered in Color Printers, *The Washi ngton
Post *, 19 Cct

2005, DO1; PG\ ed]

http://ww. washi ngt onpost. com wp-dyn/ content/article/2005/10/18/

AR2005101801663. ht m

[ Also noted by Anpbs Shapir, who suggests you | ook at the eff
site, which
ni cel y docunents the encodi ng:
http://ww. eff.org/Privacy/printers/docucol or/

PG

#Meso-Mess: German registration office -- Just leave us alone!

<Debora Weber-Wulff <D.Weber-Wulff @f htw-berlin.de>>
Sat, 15 Oct 2005 17:34:04 +0200

The Berlin daily newspaper "Tagesspiegel" has reported on the
newest
software chaos in town [we actually have a nunber to contend
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with at the
monent... -- dwy:
http://archiv.tagesspi egel .de/archiv/13.10.2005/2112250. asp

http://archiv.tagesspi egel..de/archiv/15.10.2005/2117152. asp

It seens the registration offices bought thensel ves sone brand-
spanki ng- new

software. All people living in Germany nust register their
address and the

names of people who live with themwth this office (which is
part of the

police jurisdiction) inside of a week of noving into town. The
pol i ce use

the data for all sorts of purposes.

They cut over to the new system Cctober 4, and the police
suddenl y

di scovered that they were offline - their systens did not work
anynor e,

probably because the APl was different. The police had to set
up energency

conputers directly linked to the official system and have police
officers in

the field *call in* their requests. Result: the line is always
busy. But of

course, there is no threat to the general public, just nasty
wai ting for the

police [so maybe they don't need it at all? --dwj.

The registration office was pointing the finger at the police,
sayi ng t hey

had known for a year that this was com ng. Then people called

t he papers

conplaining that waiting tinmes at the office - which al so i ssues
passports

and I D cards and the Iike - had gone froman hour to FOUR hours.

The official excuse is that clerks were not sufficiently trained
I n the use

of the 23 miIlion Euro software called "Meso". And they insist
that the

waiting tinme is "only" doubled, not nore. They request the good
t axpayers
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who paid for the software to just stay hone and not bother them
until they

get the kinks worked out - really, one office gave out a press
rel ease to

just | eave them al one!

An added problemis that many people are trying to apply for new
passports

because from Decenber on people have to pay nore for them
because t hey have

to have RFID chips with bionetric data stored in them so that

t he US

governnment i s appeased and will still let Germans in wthout

Prof. Dr. Debora Weber-Wil ff, FHTWBerlin, Internationale
Medi eni nfornati k
10313 Berlin http://ww.f4.fhtw berlin.de/peopl e/ weberw/ +49-30-

5019- 2320

#Keep your eyes on the road!

<Peter Scott <risks@PSDT.com>>
Tue, 18 Oct 2005 10:39:00 -0700

An itemin an Information Week article
(http://wwv. informati onweek. coni story/showArticle.jhtm ?
articlel D=170702055

"Car Smarts") brings new neaning to the adnonition to keep

your eyes on
t he road:

Toyota is testing technol ogy neant to keep a driver's eyes on
t he road,

according to The Associ ated Press. The technol ogy enpl oys a
camer a

attached near the car's steering wheel and inmage-processing
sof tware that
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recogni zes when the driver isn't facing forward. The system
fl ashes a

| i ght on the dashboard and beeps when the driver |ooks away,
according to

the AP. If the driver doesn't respond, *the brakes are applied

automatically*. The feature will be in Lexus luxury nodels to
be sold in

Japan next spring.

(ny enphasis). Well, *that* sounds reliable... | feel safer
al r eady.

| hope they paint thema distinctive color so | can recognize
them on the
road and stay well away...

#Internet banking risks need fixing

<Monty Solomon <monty @roscom.com>>
Wed, 19 Oct 2005 00:56: 32 -0400

Federal regulators will require banks to strengthen security for

| nt er net

custonmers through authentication that goes beyond nere user

nanmes and

passwor ds, which have becone too easy for crimnals to exploit.

Bank Wb

sites are expected to adopt sone formof "two-factor"

aut hentication by the

end of 2006, regulators with the Federal Financial Institutions

Exam nati on

Council said in a letter to banks |ast week. [...] [Source:

Feds Want

Banks to Strengthen Wb Log-Ons, AP item 18 Cct 2005; PG\ ed]
http://finance.lycos. com hone/ news/story. asp?st ory=52442651
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#Mileage sign errors

<Monty Solomon <monty @roscom.com>>
Mon, 17 Oct 2005 02:22:00 -0400

Excerpt from

http://ww. bost on. conf news/| ocal/articles/ 2005/ 10/ 16/
state rejects sonerville i 93 |lane_shift/

W finally have an answer about how those new state n | eage
signs got so

terribly messed up. And the blane is being placed on Bill Gates.
MassH ghway admtted that the state had found 19 | egends on the
new si gns

wWith significant errors in mleage. That's 12 percent of the
164 new si gns

in the $1.05 mllion contract.

According to the contractor, sonme of the distances were
cal cul ated using

M crosoft's Streets & Trips software. According to M crosoft,
t he software

wi t hout a GPS hookup costs $39.95. This contractor was paid
$130, 000 by the

st ate.

Apparently the contractor had tried to use Mapquest, but found it
unrel i abl e.

Excerpt from
http://ww. bost on. conf news/| ocal /articles/ 2005/ 09/ 25/

I n_chel sea_pedal ers_cel ebrate_t he bus/

One sign on Interstate 93 north, near Exit 45 in Andover,
reported that

Manchester, N.H was 42 mles away, although the actual distance
Is just a

bit nore than 28 mles. Another sign on Route 128/ 95 in Needham
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reported

that Wellesley is 7 mles away. The actual distance is slightly
| ess than 3

mles. A sign on Route 3 north in Braintree listed the distance
to 1-93 as 5

m |l es when the distance by odoneter was 3 m | es.

[ Also reported by Mark Lutton. PG\|

#Privacy problems

<"Peter G. Neumann" <neumann@csl.sri.com>>
Fri, 21 Oct 2005 9:46:07 PDT

San Franci sco adm ni strators of OARS, Online Assessnent
Reporting System

I ssued a generic password (sanme for all teachers) that left the
system w de

open to anyone who knew a teacher's user nane, because many

t eachers had not

gotten around to changi ng the password. [Source: Nanette

Asi nmov, *San

Franci sco Chronicle*, 21 Cct 2005, B2; PG\ ed]

Ci ngul ar noved its voicenail systemover to an AT&T wirel ess
service over

the past two weeks. Anyone initializing the account before the
legitimate

owner can then gain total access to the account. Approximtely
26 mllion

G ngul ar subscribers of the old systemare potentially
affected. [ Source:

Ryan Kim *San Francisco Chronicle*, 21 Cct 2005, Cl; PG\ ed]
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#Membership database from bankrupt User Group to go to highest
bidder

<"DaeE. Coy" <dae@thecoys.net>>
Thu, 13 Oct 2005 20:12:39 -0600

http://ww. conput erwor| d. coml gover nnent t opi cs/ gover nnent /
| egal i ssues/story/0,10801, 105386, 00. ht m ?sour ce=NLT_PM&ni d=105386

I nterex nmenbership list for sale to highest bidder; The bankrupt
user
group's nenber database is being sold to satisfy creditor demands

A California bankruptcy court will sell Interex's nmenbership
dat abase to the

hi ghest bidder to help satisfy creditor demands of the bankrupt
user group,

according to recently filed court papers. The Hew ett-Packard
Co. user

group cl ai ned about 100, 000 nenbers before filing in August for
bankr upt cy

in U S Bankruptcy Court for the Northern District of California
after

incurring nore than $4 mllion in debt. The court filing is
dated Cct. 5,

but notices of the sale apparently reached sone |Interex nenbers
this week.

#BlackBerry Thumb

<"Peter G. Neumann" <neumann@csdl.sri.com>>
Fri, 21 Oct 2005 9:47:39 PDT

Repetitive notion injuries are now entering the nobile handheld
wor | d,

Wi th doctors reporting a spate of conplaints about Bl ackBerry
Thunb.
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[AP itemseen in the (Palo Alto) *Daily News*, 21 COct 2005; PG\
ed]

#\Woman summoned to court over unread Oyster card

<Nick Rothwell <nick@cassiel.com>>
20 Oct 2005 17:06:20 -0000

A woman i s being summoned to court, and faces a 1000-pound fine
I f found
guilty, over non-paynent of a 1.20-pound London bus fare.

Most of London's transport systemis noving over to the Oyster
card system

where quasi-snmartcards are touched agai nst readers at tube
station barriers

or doors to buses. A card can contain season tickets, top-up
funds for

pay-as-you-go travel, or both.

According to the tel evision news coverage today, Jo Cahil
bel i eved that she

had paid on entering the bus, but the reader did not register
her card in

order to deduct the fare fromthe top-up funds. An inspector has
treated her

as a fare-dodger, even though she expl ained the situation and
offered to

pay-.

This seens to set the precedent that users are required to
confirmthat the

reader has indeed registered their card, even though the visual
and audi bl e

signals are not always clear. Transport for London clains that
its Oyster

card readers rarely fail, although they do not specify whether
or not users
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will always be taken to court when they do fail. (I frequently
get onto

buses where the reader has a post-it note saying "reader broken"
stuck to

it.)

More at: http://news. bbc. co.uk/1/hi/england/| ondon/4361286. st m

nick rothwell -- conposition, systens, performance -- http://www
cassi el .com

#Cingular says: "No password needed" is a Good Thing!

<Steve Fenwick <risky business@wOx0f.com>>
Sat, 15 Oct 2005 17:28:47 -0700

Ef fective 26 Oct 2005, Cingular is switching to a new voi cenai |
system f or

all its custoners. One of the "features"” is "Skip Password"--
apparently, one

will no |onger need to enter a password if one has physi cal
access to a

handset. The option to continue to use a password will still be
avai |l abl e,

but "skip password" appears to be the default.

>Fromtheir website (<http://cingular.com voicenail_west>):

> Skip Password

> Save tine accessing Voice Mail fromyour wrel ess handset.
Just a one-tine

> password setupthat's it. Press and hold 1 fromyour wreless
handset to go

> straight to your voice mail. When accessing your voice nmail
from anot her

> phone, your password will be required.

>

> To require a password for all calls fromthe Main Menu,
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> 1) Press 4 for Personal Options 2) Press 2 for

Adm ni strative Options 3)

> Press 1 for Password and follow instructions to turn on your
passwor d

The risks are obvious--to everyone except decision-nmakers at
Ci ngul ar.

#How ATM fraud nearly brought down British banking: phantom
withdrawals

<Andrew King <ak-a@ak-a.com>>
Fri, 21 Oct 2005 13:11:57 +0100

Posted on *The Register?*
http://ww.theregister.co. uk/2005/10/ 21/ phant ons_and_r ogues/

wi th sonme background at
http://ww.cl.cam ac. uk/ ~nkb23/ phant om

Interesting stuff on risks and responsibilities.

#ACM e-mail looks like Phishing -- again!

<James Garrison <jhg@athensgroup.com>>
Tue, 18 Oct 2005 15:08:08 -0500

The organi zations that should know better just don't seemto be
| ear ni ng.

Today | received a request to participate in a survey, titled

" New ACM

Product s/ Servi ces Survey" (I ama nenber of ACM. There were a
nunber of

things wong with it:
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1) The "Front address was not an acm org address.

2) The link to the survey pointed to a site also not in acmorg
3) The survey link included an opaque token

4) The nessage was not digitally signed

The fact that the fromaddress and |ink don't point back to acm
orgis a

cl assic hall mark of phishing. The fact that the |ink contained
an opaque

token marks it as possible e-nmail address harvesting. The |ack
of a

signature neans it's not possible to validate the nessage's

aut henticity.

Actual ly, conme to think of it, items 1 & 2 may ironically point
to the

nessage's authenticity. A real phisher woul d have made sure the
reply-to

address and displayed link were in acmorg. So this is either
genui ne or a

very inconpetent phisher :-)

Unfortunately, this is the third such e-mail |'ve received from
the ACMin

t he past couple of years. Each tine |I point out the obvious
probl ens, and

get a polite, if mffed-sounding reply. And nothing changes.
How hard is

it to buy a copy of PGP (or install GPG and publish a key for
this purpose

on the ACM s website?

O all organizations in the world, I would hope that ACM woul d
be | eadi ng

the battle against e-mail fraud by exanple, not |agging far
behi nd. Yes, |

know key managenent isn't sinple, but you' d think it would be
worth the

effort for the ACM

Janes @Grrison, Athens Goup, Inc. 5608 Parkcrest Dr Austin, TX
78731
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http://ww. at hensgroup. com 1-512-345-0600 x150 | hg@at hensgroup.
com

#UK electoral registration security issues

<Mike Williams <mike.williams@gl obal graphics.com>>
Fri, 21 Oct 2005 09:19:40 +0100

It is that tine of the year in the UK when then annual canvass
of el ectors

is done. M formcane through the post yesterday. Oiginally
the form had

to be conpleted and returned in the post. A couple of years ago
t hey

started allowi ng you to regi ster by phone, and this year you can
now do it

via the Internet.

To regi ster by phone or Internet there is a 10-digit reference
nunber on the

form This is that is needed to update the register details by
phone (usual

aut omat ed answering service with 'press key n' to navigate
responses). For

registering via the Internet there is a 8-letter password.

The reference nunber and password | ooks reasonably unguessabl e -
no obvi ous

patterns in the nunber and the password, although all |ower csae
letters,

contains no words. On the down side, all the information is on
a single

sheet, which as | said was sent through the post. What extra
security does
t he password provi de?

The real problemis that the envelope in which the formis sent
I's the one
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that is used to return the formin if it is to be returned, |
suppose to try

and save sonme noney. Since the envelope is one you have to lick
to seal

the registration formwas delivered in an envel ope that was open!

#|nterest Earned at a bank not the same as Interest Paid

<Keith Price <price@usc.edu>>
Thu, 20 Oct 2005 10:52:30 -0700 (PDT)

Last nonth while going over the statenent for the one of our

I nt erest payi ng

checki ng accounts froma ngajor bank (one naned for a western
state that

pronbtes its custoner service in ads) | noticed a snal

di screpancy. The

statenent (which has recently been redesigned) has an entry for
"I nterest

Ear ned" and a second one for "Interest Paid." The | ogi cal
assunption is that

you woul d be paid what you earned. But, this is not the case.
Oten (at

| east fromrecent experience) these differ by $0.01. 1In the
first instance,

the interest earned was $0.01 nore than the interest paid. After
noti ci ng

this, | had an interesting visit at the near-by branch, which
occupi ed the

branch manager for about 45 m nutes while he discussed the issue
with the

peopl e who shoul d know what is happening ("the back office").
He was unabl e

to relay a satisfactory explanation, other than that the 2
nunbers cone from

2 different systens, that over tinme it will even out, and that
t he

operati ons people do not consider this an open problem (there
was a strong
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I ndi cation that they had never heard of this problen). The next
nont h t he

situation for this account was reversed, i.e. interest earned
was $0.01 | ess

than interest paid, so, at least so far, it has evened out.

How common is this? W have a total of 3 checking accounts at
this bank and

in the past 2 nonths have seen this discrepancy 3 tines (the 2
times on one

account descri bed above, and in the second nonth on anot her
account). The

first occurrence caused ne to | ook through old statenents nore
careful ly,

but | found no earlier cases.

The risks: Inconsistent treatnent of roundi ng and providing the
cust oner
I nconsi stent information.

#Criticism of CNID well founded (Re: Kuenning, RISKS-24.05)

<"Robert Ellis Smith" <ellis84@rcn.com>>
Tue, 11 Oct 2005 15:46:10 -0400

Tel ephone custoners have sone protections fromthe negative
consequences of

Caller ID precisely because privacy advocates expended a | ot of
energy to

assure the availability of nunber-ID blocking and to create a
cul ture of

privacy protection within the new technol ogy. W succeeded. W
wer en' t

m st aken!

Geof f Kuenni ng's nunbered argunents conflict with each other.

Many of us
still lead lives in which protecting the identity of our phone
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nunbers from

strangers - not to nention marketers - is vital. | believe that
aut omati c

rejection of incomng |ID-blocked calls is irresponsible to one's
famly and

self. W can't possibly anticipate when a | oved one will be in
di stress,

calling us froma stranger's tel ephone. Automatic bl ocking

di sal | ows such a

call fromreaching us. Ceoff says that a parent with a teenager
on the | oose

at night would be sure to disengage the automatic bl ocking
feature. Maybe

so. But how about the next night, when the kid is safely in bed
and an aunt

or a cousin or a business associate is trying to reach us froma
strange

phone? The call will not get through.

Ceoff's commentary i s conparable to saying that Martin Luther
King Jr., was

wasting his tinme because African-Anericans now have sone degree
of equal

opportunity. How do we think that canme about, by nmagi c? The
efforts of

privacy advocates when Caller ID was first introduced make it
possi bl e for

Ceoff to blithely proclaim there's no privacy problemin 2005,
the battling

back in the 1980s wasn't inportant.

Robert Ellis Smth, Publisher, Privacy Journal
WWw. privacyj ournal . net, privacyjournal @cn.com

#Re: Windows delete command can fail silently (RISKS-24.06,07)

<Erling Kristiansen <erling.kristiansen@xs4all.nl>>
un, 23 Oct 2005 17:17:29 +0200
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W ndows nay al so delete the wong file.

| had two files on a network drive, hosted via Sanba on a UNI X
server, whose

nanmes differed only by capitalization of sone letters. Wndows
Expl orer

faithfully displayed both nanmes, with the proper capitalization.
But when

asked to delete one file, it deleted the other one. No warning
about a

potential conflict was given.

| think this goes back to the half-hearted use by Wndows of

| ower and upper

case letters in file nanes. In sone contexts, they are taken to
be

equi valent, in other cases they are considered different.

| don't know whether this specific problemwas due to Wndows or
Sanba. But

the end result was rather scary. Luckily, in this particular
case, | noticed

the problemright away, and was able to re-create the lost file
by

re-running the application that created it.

# CfP: Human-Computer Interaction in Aeronautics

<"Chris Johnson" <johnson@dcs.gla.ac.uk>>
Thu, 20 Oct 2005 16:35:44 +0100

Organi zed by The European Institute of Cognitive Sciences and
Engi neeri ng

I n cooperation with ACMs Special Interest Goup for Conputer-
Human

| nteraction (SIGCH )

Call for Papers
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The international aviation comunity is advocating goals that
conpel radica

I nnovation in approach to the fundanentals of aeronauti cal
operations. The

rol e of Human- Conputer Integration professionals is to

contri bute and

participate in an active manner to the success of innovation.
HCl - Aero 2006

seeks to gather experts and novices fromindustry, governnent
and academ a

in the field of human factors in aerospace conputing systens. W
invite

researchers and practitioners to present innovative nethods,

t echni ques,

tools, and technol ogy. These include air and ground operations,
trai ning,

design, certification and support both in civil and mlitary
appl i cations

with a focus on safety chal |l enges, cost effectiveness,

per f or mance and

confort. The thenme of HCl -Aero 2006 is "Innovation of

Aer onauti ca

OQperations". This innovation vision finds expression in

I nternational air

traffic managenent, coordinated via a satellite-based

I nformati on exchange,

based on coordi nated air-ground operations, 4-D trajectory
control and

reduced constraint in control of aircraft novenent. |nnovation
asserts new

nodes of operation and technol ogi cal requirenents. These

t echnol ogi es

fundanental | y change avi ati on work processes. These advancenents
I npact

i nformation redistribution, interactions anong agents, decision-
maki ng and

various optim zation processes. The changes in the work of air
transportati on operations require an approach to research and
anal ysi s that

I ncl udes concern for the changes in the cognitive processes that
supports

the work in context. =20 Florence Reuzeau and Kevin Corker,
Gener al
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Co- Chairs of HCl-Aero' 06 Dea =20 Subm ssion Deadlines: 15th
March 2006 -

Ful | Research Papers 15 April 2006 - |Industry Papers and Early
St age

Research Papers=20 15 April 2006 - Panels, Wrkshops, Posters
and Denos

For nore informati on see the attached call for details or access

t he
conference web site on: http://ww. eurisco.org/hci-aero02006

#Mark Stamp, Information Security: Principles and Practice

<"Peter G. Neumann" <neumann@csl.sri.com>>
Wed, 26 Oct 2005 10:57:13 PDT

Mar k St anp

| nformation Security: Principles and Practice
John Wley (WIley Interscience), Hoboken NJ
2006

xXi +390

In his preface, Mark Stanp says that he hates bl ack boxes and

t hat the book

Is intended to illum nate sone of the currently popul ar bl ack
boxes. This

book seens quite useful as a textbook, with four main thrusts:
crypt ogr aphy,

access control, protocols, and software. It includes sone
chal | engi ng

probl ens at the end of each chapter, sone of which are quite
specific while

ot hers are open-ended and thought provoking. Security is of
course a huge

problem area and difficult to circunscribe. Although this book
does not

attenpt to delve into all of the primary historical paths taken
t hus far
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(for exanpl e, understandi ng the bad ones can be very useful), it
does a good

j ob of analyzing where we are today in the areas that it carves
out .

I { { e { {
<Al
J J b oE s |

= _J- ey

Report problems with the web pages to the maintainer
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@ Sony CD DRM Blow-Up Continues -- Recalls Ordered, L awsuits Possible
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@ GPS tracking with Google Maps
Monty Solomon

@ 'Splogs' Roil Web, and Some Blame Google
David Kesmodel via Monty Solomon

@ Whither Goes Google?
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@ Info on RISKS (comp.risks)

#Berlin tunnel control fail-safe fails for good

<Debora Weber-Wulff <D.Weber-Wulff @f htw-berlin.de>>
Wed, 09 Nov 2005 08:34:21 +0100

The Berlin daily newspaper "Tagesspiegel"” reports on the reason
for a

massive traffic jamduring rush hour on the norning of Nov. 8,
2005:

http://archiv.tagesspi egel .de/archiv/09.11. 2005/2163080. asp

After a night of repairs to one of the autobahn tunnels in
Berlin the crew

wanted to test the fire alarmsystem They tried starting sone
of the fire
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alarnms, and were worried that the automatic gates that are to
keep cars from

entering a tunnel with a possible fire weren't closing right.
They punched

nore and nore alarns, and the gates on both tunnel tubes (work
was goi ng on

in only one tube) suddenly banged cl osed - and the conputer
regul ating them

crashed.

The gates failed safe - but they couldn't be opened again. Not
by hand, and

not by conputer, which just refused to start again. They worked
feverishly

frombSamto 10am trying to get the gates open again so that
traffic (which

iIs normally very heavy at that tine of the norning), could nove.
[1"mglad I

took the train yesterday! -dwj

Police were able to evacuate cars trapped in the tunnel by way
of an exit
fromthe tunnel, which was not gated.

A special conplication was that the gates on the north end of

t he tunnel

were made by a different conpany than the gates on the south end
of the

tunnel, this caused "additional problens”. Wich ones, are |eft
to the

conp.risks readers as an exerci se.

It is still not clear how the error happened or why the conputer
woul d not

re-start, speculation has it that the conputer couldn't handle
so many fire

alarns at the sane tine.

Moral of the story:
* It was good that the systemfailed safe.

* |t was bad that it did not seem able to handl e the nunber of
fire alarns
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that are installed in the tubes.
* | f you have different suppliers for parts, you want to nmake
sure they are

still delivering the sane stuff.

Prof. Dr. Debora Weber-Wil ff, FHTWBerlin, Treskowallee 8, 10313
Berlin
http://ww. f4. fhtw berlin.de/ peopl e/ weberwu/ +49-30-5019-2320

| nt er nat Medi eni nf

# Software bug crashes Japanese stock exchange

<"Bennison, Mark M" <mark.m.bennison@mbda.co.uk>>
Thu, 03 Nov 2005 07:51:21 +0000

"The Tokyo Stock Exchange suffered its worst ever outage

yest erday when

tradi ng was suspended for four and a half hours due to a

sof tware probl em

A spokesnman said that the glitch appeared to be connected to the
decision to

expand the trading system s capacity |last nonth in response to
hi gh tradi ng

vol umes. The nodified system had worked well, but crashed when
t he

automatic nonthly clean-up of the software was i nplenented. A
back-up system

al so failed because it uses the sane software.”

http://ww. vnunet . com vnunet/ news/ 2145336/ sof t war e- bug- cr ashes-

] apanese

Mar k Benni son MBCS Cl TP

~#Flight Booking System Can't Recognise February 29
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<Chris Brady <chrigbrady @yahoo.com>>
Thu, 17 Nov 2005 11:49:56 +0000 (GMT)

In a Q%A session about our airline's new staff travel online
booki ng system
the foll owi ng was asked:

Q | amunable to book [a flight] online because ny date of
joining is
February 29. What should | do?

A. Because you joined in a |leap year the systemis unable to
I dentify your

date of joining. You will need to ask Enpl oyee Services to
change your date

to February 28 for staff travel purposes.

The risk: if the booking system doesn't recogni se February 29
then there are

going to be a lot of enpty flights on that date!! In this post-
Y2K age, it

Is astonishing that we are still suffering fromsuch date issues
and this is

not even with | egacy systens, but brand new ones.

#Fun with Daylight Saving Time

<William Reitwiesner <wmaddams@gmail .com>>
Thu, 27 Oct 2005 09:29:40 -0400

The proposed nodification to Daylight Saving Tinme (DST)
mentioned in

Rl SKS-23. 94 has occurred. The US Congress enacted the Energy
Policy Act of

2005 (Public Law 109-58), so starting in 2007 DST in the US w ||
no | onger

run fromthe first Sunday in April to the |ast Sunday in
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Cct ober, but

instead wll run fromthe second Sunday in March to the first
Sunday in

Novenber. An added benefit is that after the change is

I npl enent ed,

Congress retains the right to undo the change and revert back to
t he 2005

DST schedul es. See Report RS22284 fromthe Congressi onal
Research Servi ce,

avai |l able at "http://ww. opencrs. com docunent/RS22284/" and
"http://ww. bna. cont webwat ch/ dayl i ght savi ngs. pdf" and el sewhere,

for nore
detai |l s.

One wonders how wel |l the enbedded ti nme-aware code i n nost
el ectronic
equi pnrent will handl e this.

#Computer Glitch Lets Prisoners Out Early

<"Craig S. Bell" <craig_s_bell @yahoo.com>>
Mon, 24 Oct 2005 15:07:47 -0700 (PDT)

Sonme prisoners were also let out too late, which is just as bad:

http://ww. W ns. coml d obal /story. asp?S=4004197

#Radio signal keeps gates and garage doors closed

<RsH <rsh@idirect.com>>
Fri, 04 Nov 2005 21:36:24 -0500

Apparently garage doors and enbassy gates are refusing to work
because
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sonething in OGtawa i s broadcasting on their radio controlled
opener

devi ces' frequencies and swanping them No one seens to know who/
what is

doing it and sone fingers point to the mlitary use of that sane
frequency. The article fromthe CBCis at the URL below, and is
al so copi ed

belowit. This is, of course, a comobn problemas we run out of
avai |l abl e

radi o bandwi dth and try to cram nore and nore users into |limted
space. There is a possibility that the U S. Enbassy or the U S
mlitary

stationed at the Enbassy is responsible. Tine will eventually
tell.

R S. (Bob) Heuman

http://ww. cbc. ca/ story/ canada/ nati onal / 2005/ 11/ 04/ ot t ana-
signal s051104. ht m

Mystery signal blocking Otawa door devices
Last Updated Fri, 04 Nov 2005 09: 37:24 EST
CBC News

Many autonmatic garage doors in Otawa have suddenly, and
strangel vy,

st opped working, due to a powerful radio signal that appears to
be

interfering wwth the renote controls that open them

J.P. Ceroux of Ram Over head Door Systens says the phenonenon
began
| ast weekend.

"It affects a 25-mle radius. That's huge," said C eroux.
Angol an Anbassador M guel Puna's operation is one of those

af fected

by the problem He can no | onger open his enbassy's electronic
gat e.

“"Not only in this gate, but even other gates, we are having a
| ot of
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probl ens," said Puna. "This coul d cause security concerns.”

Two conpani es that have plotted the reported problens on maps say
they appear to cluster in the Byward Market area just east of
Parliament HIl, and a corridor |eading southeast fromthere.

The Door Doctor has received nore than 100 calls fromirate
custonmers who can't operate their doors using the usual renotes.

The conpany installs and services Liftmasters, the nost popul ar
door
opener in North Anmerica, which operates by radio frequency.

The signal is transmtted on the 390- negahertz band, which is
used
by virtually all garage door openers on the continent.

That's the sanme frequency used by the U S mlitary's new
state-of-the-art Land Mobil e Radi o System

Cl eroux said operators have al ready been warned of this
phenonenon

by service updates from U S. manufacturers, who started seeing

t he

sane problemaround mlitary bases |ast summer. The strong radio
signals on the 390-negahertz band sinply overpower the garage
door

openers.

One technician likened it to a whisper conpeting with a yell.

"From what we hear, it is the Anmerican Enbassy that's operating
on

390, and they're the only ones who can block it. But |I'mnot 100
per

cent sure, because we're all kind of up in the air until we know
exactly what's going on," said C eroux.

The U. S. Enbassy denies any transm ssions on that frequency. So

does
the Canadian mlitary.
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#T-mobile erratic behavior

<"M. Barnabas Luntzel" <mark@luntzel.com>>
Tue, 1 Nov 2005 11:30:37 -0800

The t-nobil e sidekick2 has the voicemail nunber hard-coded, so
all |1 seeis

"voice mail". Last night, | checked it. It rings. (It isn't
supposed to

ring.) Soneone answers. (Soneone isn't supposed to answer.) |

say
"hmm this is weird" to the |ady. She says "what nunber are you
trying to

call?" | say, "well, I don't know"

So | decide then to call the support nunber, also built-in as
Il61lll .
Sonmeone else (not a t-nobile support jockey) answers "Hell o?"

|t sounds

simlar to the woman | had just called so | ask "did | just call
you a

m nute ago?" she says no. So | say, naturally, "is your nunber
611?" she

says no.

At this point | want to call ny nother, to see if it was she who
had cal | ed.

A man whose voice | don't recognize answers. "Are you ny nonf"

| apol ogi ze

for having the wong nunber and hang up.

This seened to |ast for about 2 hours, and then everything
seened to cone
back to normal.

The risk? Qovious. Wat if | needed to call 911. How reliable
are the

routing directories for cell phones? Are there backup systens
in place for

911 routing (one can hope)? Who would | reach? Wuld they be
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able to hel p?

~#Freddie Mac profits misstated due to software error

<Jeremy Epstein <jeremy.epstein@webmethods.com>>
Wed, 9 Nov 2005 09:48:56 -0500

"Freddie Mac will reduce its profit for the first half of 2005

by $220

mllion because of an error caused by faulty accounting
software, the

nort gage finance conpany said yesterday. ... The error stens

froma flaw in

t he accounting program Freddi e Mac has used since 2001. In a
recent review

of the conpany's accounting system Freddie Mac enpl oyees
realized the

software was routinely overstating the anount of interest that
t he housi ng

finance conpany earned fromcertain types of nortgage-backed
securities that

it bought for investnment purposes, spokesman M chael Cosgrove
said."

http://ww. washi ngt onpost . com wp-dyn/ content/article/2005/11/08/

AR2005110801778. ht m

Not hi ng very surprising there - | assune there are probably bugs
in nearly

accounting software, just as there is in all other software.
What ' s

surprising is that we don't see these sorts of errors nore
frequently. O

maybe it's just that this one was big enough that it was
noticed, while

simlar errors exist el sewhere and are never noticed. Again,
this shoul dn't

be surprising - when conpanies did their books by hand, there
wer e doubt | ess
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al ways errors, no matter how many people reviewed them

“Lynn E. Turner, a fornmer chief accountant for the Securities
and Exchange

Comm ssion, said this error indicates the conpany did not
adequat el y test

Its accounting systens when they were first installed."

This quote, on the other hand, bothered ne. Does this guy
under st and t hat

testing can only find the presence of errors, never their
absence? Yes, al

of us would Iike to see nore testing, but it's inpossible to
ever test

enough.

As auditors pay nore attention to finances and controls as part
of Sar banes

Oxley reviews, will these sorts of disclosures becone nore
conmon?

--Jereny

#Some Fast Lane accounts double-billed

<Monty Solomon <monty @roscom.com>>
Fri, 4 Nov 2005 08:45:51 -0500

By Mac Daniel, dobe Staff | Novenber 4, 2005

Fast Lane double-billed 8,498 accounts this week, an error
Massachusetts

Turnpi ke Authority officials attributed yesterday to the

el ectronic tol

conpany running the system The conputer glitch drew noney
Tuesday out of

credit card and checki ng accounts bel onging to Fast Lane
custoners, then

m st akenl y docked the sane custoners Wdnesday. The tot al
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wrongly w t hdrawn

coul d anbunt to tens of thousands of dollars, said the Turnpike
spokeswonman,

Mariellen Burns [...]

http://ww. bost on. conf news/| ocal/articles/2005/11/04/
sone_fast | ane_accounts_double bill ed/

#Sony CD DRM Blow-Up Continues -- Recalls Ordered, Lawsuits
Possible

<Lauren Weinstein <lauren@vortex.com>>
Wed, 16 Nov 2005 13:29:16 -0800 (PST)

The gl obal nusic giant Sony BMS yesterday announced plans to
recal |

mllions of CDs by at |least 20 artists -- fromthe crooners
Celine D on
and Neil Dianmond to the country-rock act Van Zant -- because

they contain

copy restriction software that poses risks to the conputers of
CONSUITEr S.

[...] http://ww. nytines.com 2005/11/ 16/t echnol ogy/ 16sony. ht n

Note that in addition to the other problens, the copy protection
sof t war e

i n question also apparently tried to establish surreptitious

| nt er net

connections with Sony-rel ated servers!

What's really remarkabl e about this is that any conpetent
out si de anal ysi s

I n advance of the depl oynent woul d have rai sed a dozen different
red

fl ags.

| amin general quite synpathetic to concerns about nusic and
filmpiracy,
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but this kind of "shoot self in foot" action by Sony does
not hi ng but hurt
the industries' own best interests.

The record | abel s’ and studi os' managenents need to invite in
sone

*straight tal kers* regardi ng these technical issues -- for high-
| evel
consul tations, ASAP. -- Lauren

Lauren Weinstein +1 (818) 225-2800 http://ww. pfir.org/lauren

| auren@fir.org
PRI VACY Forum - http://ww. vortex.comhttp://| auren.vortex.com

| aur en@epi . org

[ For a nice analysis of the Sony ness, see Bruce Schneier's
bl og entry:
http://ww. schnei er. cont bl og/ ar chi ves/ 2005/ 11/
sonys_drm rootk. ht m
The situation is too conplicated and in flux for ne to
summari ze here.

PG

#GPS tracking with Google Maps

<Monty Solomon <monty @roscom.com>>
Mon, 31 Oct 2005 17:02:29 -0500

Devel opers have created a new pastine, fauxjacking, that mashes

t oget her GPS

nobi | e phones and Googl e Maps. One fauxj acking service,

Mol ogogo, requires

only a $60 GPS-enabl ed phone and the use of a nobile carrier's

| nt er net

services to work. People can use the free, downl oadabl e Mol ogogo
Java

application (avail able at ww. nol ogogo.com to create real-tine
vi sual
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records of their novenents. Push pins on the Google maps show
the tines the

tracked device was in a particular |ocation. (Excerpt)
http://ww. bost on. conf busi ness/ personal tech/articl es/ 2005/ 10/ 31/

new _phones_for_skypers/

#'Splogs' Roil Web, and Some Blame Google

<Monty Solomon <monty @roscom.com>>
Wed, 26 Oct 2005 01:24:56 -0400

Davi d Kesnodel, *The Wall Street Journal* online, 19 Cct 2005, Bl
Spam |ong the scourge of email users, rapidly has becone the

bane of
bl oggers t oo.

Spammers have created mllions of Web 1 ogs to pronote everything
from

ganbling Wb sites to pornography. The spam bl ogs -- known as
“spl ogs" --

often contain gibberish, and are full of links to other Wb
Sites spammers

are trying to pronote. Because search engines |ike those of
Googl e Inc.,

M crosoft Corp. and Yahoo Inc. base their rankings of Wb sites,
in part, on

how many ot her Wb sites link to them the splogs can help
artificially

inflate a site's popularity. Sone of the phony blogs also carry
advertisenents, which generate a few cents for the splog' s owner
each tinme

they are clicked on.

The phony bl ogs are a particular problemfor Google, Mcrosoft
and Yahoo

because each offers not only a Wb search engi ne focused on
provi di ng the
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nmost relevant results for users but also a service to | et
bl oggers create
bl ogs.

Just this past weekend, Google's popul ar bl og-creation tool,

Bl ogger, was

targeted in an apparently coordinated effort to create nore than
13, 000

spl ogs, the search giant said. The splogs were laced with
popul ar keywor ds

so that they woul d appear promnently in bl og searches, and
several bl oggers

conpl ai ned online that that the splogs were gumm ng up searches
for

legitimate sites.

http://online.wsj.com public/article/ SB112968552226872712-
8b5l fijhN tE4s7DX6t vLI 9XNo 20061025. ht ni

#Whither Goes Google?

<Lauren Weinstein <lauren@vortex.com>>
Sun, 13 Nov 2005 12:13:57 -0800

Googl e currently represents virtually a textbook exanple of the
conpl ex

I nterplay between innovative, socially positive inventions and
devel opnent s

on one hand, and oppressively dangerous technol ogi cal arrogance
on the

other. O as the fictional David St. Hubbins of the film"This

I's Spi nal
Tap" put it nore sinply around twenty years ago: "It's such a
fine line

bet ween stupid and cl ever."

We can | ook to history for other exanples, though the anal ogies
will of
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course never be perfect. Mcrosoft is one recent case where an
attitude

that many considered to be arrogant appears to have been
sonewhat tenpered

by financial, legal, and political realities. Mcrosoft wll
survive.

Not so AT&T's "Mother Knows Best" Ma Bell. While the nane AT&T
wll live on

as the new noni ker of another generally arrogant firm-- SBC

Communi cat i ons
-- AT&T for nost practical purposes has inpl oded.

H story teaches us nuch. The controversies over Google Print
for Libraries

share sone aspects with ill-fated attenpts to essentially
abol i sh copyrights

after the French Revolution -- for the presuned betternent of
soci ety.

Attributes such as technol ogical brilliance and visionary

t hi nki ng can be

used not only to describe many at Google, but also the phal anx of
I ndi viduals who created the atom c bonb for the Manhattan
Project. Like

those at Google, the m nds behind the first nuclear weapons were
convi nced

that they were working for the good of mankind, and -- | believe
it's fair
to say -- were in many cases blinded by sheer technol ogi cal

ent husiasmto

the nore om nous aspects of their creations. Wile Google isn't
bui | di ng

physi cal weapons of mass destruction, a very real m x of
extrenely potent

positive and negative inpacts on society, and a range of conplex
ri sks that

need to be fully understood, are increasingly comng into focus
relating to

Googl e' s operati ons.

Such powerful forces can sonetines be managed successfully to
truly exclude
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evil, but only when those in charge recognize that their own
intellects and
even good wll are insufficient to prevent the "great nachi nes"”

from bei ng

used in ways that can seriously damage individuals and society.
It's all

too easy not only to be blinded by science, but also to create
mechani snms

that can be horrendously abused by entities who don't
necessarily share the

benevol ent phil osophies of their creators.

There are things that Google could do imediately to potentially
aneliorate

this situation, but only if their powers-that-be recognize that
there are

intelligent fol ks outside of the current Google circle who
under st and t hese

I ssues in ways that could avoid a | ot of problens for Google --
and for the

rest of us.

One relatively sinple step would be for Google to create a

per manent

advi sory panel or commttee of respected outside individuals
wel | versed on

policy and risk issues associated with technology and its

I npacts on and

interactions with society. Such a commttee would Iikely make
bot h public

and private reports (the latter protecting proprietary

i nformati on and pl ans

as appropriate). If such a commttee had appropriate access
wi t hi n Googl e,

and if Google were genuinely willing to pay serious attention to
t he ongoi ng

recommendati ons of such a group, it is likely not only that
future risks to

society, but also future risks to Google's own business, could
be greatly

reduced, and Google's own prospects enhanced as a result.

| can squeeze in one nore novie reference. In the classic
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science fiction

film"Forbidden Pl anet" (1956), we learn of a world where a
magni fi cent and

suprenely benevol ent race of advanced beings built a gigantic,
fantastic

machine to provide for the physical, intellectual, and spiritual
advancenent

of their society. But the Krell, these marvel ous creatures,
were so

enmeshed in the project, and so close to the problens that they
were trying

to solve, that they failed to fully understand the inplications
of their

creation's power. Wen they activated their great nmachine, its
I nteractions

Wi th the | ong-suppressed dark side of their mnds resulted in
their entire

civilization being destroyed in a single night -- by their own
"creatures
fromthe Id" -- enpowered by the nmachine itself despite its

nobl e pur pose.

Good intentions don't always equal good results, and forewarned
IS
forearned. Let's do better than the Krell.

Lauren Weinstein Tel: +1 (818) 225-2800 DayThink: http://

dayt hi nk. vortex. com

Co- Founder, PFIR - People For Internet Responsibility - http://
www. pfir.org

#Amex Blue Chip magic!

<"Lindsay Marshall" <Lindsay.Marshall @newcastle.ac.uk>>
Sat, 29 Oct 2005 10:13:11 +0100

http://wwv t hisisbroken. conf b/ 2005/10/blue_card_chip_.htmn
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[ A strange saga on what exactly the Amex Blue Card Chip does,
or how to
get blue chipping away at attenpts to get an explanation. PG\

UK Police Vehicle Movement Database

<"Alan Fitch" <aan.fitch@doul os.com>>
Thu, 17 Nov 2005 09:40:44 -0000

First have a look at this story...

http://ww.theregister.co. uk/2005/11/15/
vehi cl e_novenent _dat abase/

Summary: a network of nunber-plate recognition caneras is being
construct ed.

These will allow police to find people driving w thout correct
tax and

I nsurance. Conveniently this can be done w thout a new | aw.

Now read on... (froma colleague of m ne)

> Last night on the way honme ny nunber plate was scanned on the
M27 and

> reported to the police because the automated records indicated
that | had

> not paid ny road tax. | was duly stopped by a nice notor
cycle police man

> (called Chipps | think... renmenber the series!) who checked
the road tax

> (all duly paid alnbst a nonth ago). He then had to spend 5
mns filling

>in aformas this had to be regarded as an official "stop"
event, whil st

> muttering that the DVLA only update the system once a nonth
and had the

> nost i naccurate updated data in the system!!.
>
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> Hence technology + Automation + DVLA = 5 mins wasted police
tinme

>

> Now how many notorists re tax each nonth? and what percentage
> are stopped? So how nuch waster Police tine is that?

For non UK readers
M27 = notorway (UK) / autoroute (France) / autobahn (Gernany)
DVLA = Driver Vehicle and Licensing Agency who adm ni ster
vehi cl e taxing
and licensing in the UK

Alan Fitch, Doulos Ltd. Church Hatch, 22 Market Place, R ngwood,
Hanpshi r e,

BH24 1AW UK +44 (0)1425 471223 http://ww. doul os. com al an.
fitch@oul os. com

#My approach to CLID / 'phone number privacy issues

<Paul Wexelblat <wex@cs.uml.edu>>
Thu, 27 Oct 2005 13:46:08 -0400

| have ny phone |isted under a bogus nane - The phone conpany
lets
you use what ever nane you want --

1. Cheaper than unlisted - no additional charge
2. Bogus nanme cones up on CLID - all ny friends/acquai ntances
know who it is.
3. Marketeers who call (and /only/ marketeers) use the bogus
nane -

I nstant hang-up/ "you have the wong nunber”
4. The phone conpany - if they call - has always used ny real
nanme

(in case you' re wondering)
5. It also hel ps detect direct mail marketeers (who use phone
records

for mailing lists)
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6. (No need to block ID)

| have not seen any down side with this approach

(Reverse | ookups docunent the bogus nane)

Rl SKShar vest i ng@ogusaddr ess. com

P.M Wexel bl at PhD, Dept. of Conputer Science, University of

Massachusetts
Lowel I, One University Ave, Lowell, MA 01854

#Re: Cingular: "No password needed" ... (Fenwick, RISKS-24.08)

<Kevin Kadow <kkadow@gmail.com>>
Thu, 10 Nov 2005 19: 34:58 -0600

I nterestingly, no password was the default for T-Mobile
custoners for the

past several years, but in October the system was updated, and
now requires

that custoners set a password, and T-Mobil e now reconmends
enabl i ng password

security, but does provide information on their web site for
custoners who

want to turn the feature off:

T-Mobil e recommends that you turn on your VoiceMil password
for added
security, but the choice is yours.

The risks are obvious--to everyone except decision-nmakers at
Ci ngul ar.

Apparently TMO realized the risks -- after nmssive press

coverage of their
celebrity custonmer's voicemail and contact |ists being "hacked".
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#Two books of possible interest

<"Peter G. Neumann" <neumann@csl.sri.com>>
Thu, 17 Nov 2005 9:44:06 PST

Chri stopher Steel, Ranmesh Nagappan, Ray Lai
Core Security Patterns:
Best Practices and Strategies for J2EE, Wb Servi ces, and
| dentity Managenent
Prentice Hall 2006 (first printing Sep 2005)

Cifford J. Berg
Hi gh- Assurance Desi gn:

Architecting Secure and Reliable Enterprise Applications
Addi son-Wesl ey 2006 (first printing Oct 2005)

'ﬁ'b ‘:rl _!

= _J- P Rt s T s

Report problems with the web pages to the maintainer
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#\Voting glitches from the 7 Nov 2005 Election

<Joseph Lorenzo Hall <joehall @gmail.com>>
Tue, 15 Nov 2005 14:12:42 -0800

(The full list is here:
<http://josephhall.org/ngb2/index. php/2005/11/11/2005 glitches>)

Here are sonme quick summaries of a few very interesting voting
glitches that
we saw | ast week. (Listed in order of interest to ne.)

[ San Joaquin County, California - S.J. County has el ection night
deja vu] [ 1]

San Joaqui n County workers m splaced a nenory cartridge for an
opti cal - scan

machi ne. They rescanned the ballots and but haven't found the
cartridge. In

this story, an official says that the new Di ebold TSx DREs t hat
they want to

use w |l nmake things work nore snoothly... although the official
doesn't

recogni ze that m splacing the nenory cartridge in a paperless
DRE woul d not

be as easily recoverable (although I believe you' d still have

t he bal | ot

I mges resident in nenory, no?).

http://catless.ncl.ac.uk/Risks/24.10.html (2 of 22)2008-01-01 16:36:28


http://catless.ncl.ac.uk/Risks
http://josephhall.org/nqb2/index.php/2005/11/11/2005_glitches

The Risks Digest Volume 24: Issue 10

[ Cunber | and County, Pennsylvania - Software error forces recount
I n close
race for district judge]|[ 2]

Two candidates in a race were both mstakenly |isted as being
from sane

party. Straight-ticket votes counted both candi dates and
initially resulted

In over-votes. After this was corrected for, the race was down
to a 2-vote

margin (1703 to 1701 votes). Also see: ["Ballots counted again
I n judge

race"] [ 3]

[ Har wi nt on, Connecticut - Voting machine snafu nmay lead to
chal | enge in
Har wi nt on] [ 4]

One candi date was endorsed in a race by both Republican and
Denocratic

parties and was listed twice in a choose 2 out of 3 race. This
candi dat e,

due to being listed twice, got twice as nmany votes as the other
t wo

candi dates in the sane contest.

[ Pasquot ank Co., North Carolina - In Elizabeth CGty, a 14-vote
gap has one
candi date calling for a recount]|[ 5]

Selecting a certain candidate in the only contest on the ball ot
resulted in

a wite-in candi date box being selected instead. The margin in
this race was

14 votes. Also, 60 blank ballots were cast (recall that there
was only one

race for this election). Also see: ["Count on recount in E. Gty
mayor's

race"] [ 6]

[ Lucas Co., Chio - State plans to investigate voting chaos;
Tuesday' s
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probl ens are | atest for Lucas County]][7]

This one is nysterious: "workers accidentally 'set an option [on
the five

machi nes] that prevented the results frombeing transported onto
the nmenory

card.'" Also, massive | abor shortage resulted in chaos as

el ection was

hi ghly understaffed and a system of "rovers" didn't function

correctly
(where one el ections worker would travel to five polling places
to get

aggregate totals from nmachines). Al so, see: ["Poll workers bl ast
use of
"rovers'"][ 8]

[ Mont gonery County, Chio - Vote count goes all night][9]

Various problens resulted in having to downl oad votes from 2000
nmenory cards

i nstead of fromone card each fromthe 548 precincts. However,
during this

process, 186 nenory cards were found to be m ssing. After

| ooki ng t hrough

bags of precinct materials ("l voted" stickers, signs, etc.)

t hey had found

171 cards. The renmmining 15 cards were only found after rousing
pol | wor ker s

frombed at 3 amso they could return to the polling place to
get the cards

either left in machines or lying around the polling place.

[Wchita County, Texas - Human errors hanper voting][ 10]

35 precincts neglect to perform zeroing out process before

el ection. This

resulted in the vote data being inpossible to downl oad fromthe
DRE ( ES&S)

with PEB device. ES&S technicians were able to open the

machi nes, renove the

renovabl e nenory cards and read the data fromthere.

[ Mont gonmery County, Chio - 'Human error' creates doubt about
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failed vote in
Carlisle][11]

77 "phantom votes" found to have been cast in an election where
a bond

neasure was defeated by a margin of 146 to 79. ("Phantom votes"
are when

there are nore votes counted than there are registered voters

t hat coul d

have cast votes) In this case, there were only 148 regi stered
voters that

coul d have cast votes in this race.

[1]: http://ww. recordnet.com apps/pbcs.dll/article?

Al D=/ 20051110/ NEW501/ 511100320/ 1001

[2]: http://www pennlive.com politics/patriotnews/index.ssf?/
base/ news/1131618230305160. xm &col | =1

[3]: http://wwv cunberlink.confarticles/2005/11/12/ news/ news08.
txt

[4]: http://www. rep-am com story. php?i d=30053

[5]: http://hone. hanpt onroads. coni stories/story. cfnf?

st or y=95098& an=37812

[6]: http://hone. hanpt onroads. com stories/story. cfnf
story=95171& an=188639

[7]: http://tol edobl ade. conf apps/ pbcs.dll/article?Al D=/20051110/
NEWS09/ 511100477

[8]: http://tol edobl ade. conf apps/ pbcs.dll/article?Al D=/20051112/
NEWS09/ 511120462

[9]: http://ww. daytondai |l ynews. cont | ocal news/ content/ | ocal news/
daily/1110voting. htm

[10]: http://wwv tinesrecordnews.conitrn/local news/
article/0,1891, TRN 5784 4226503, 00. ht n

[11]: http://ww. dayt ondai |l ynews. coni | ocal news/ cont ent /| ocal news/

daily/1112carlisl evote. htni

Joseph Lorenzo Hall, PhD Student, UC Berkel ey, School of
| nf ormati on (S| MS)
<http://josephhall.org/>
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#Mode error leads to recall of medical device

<Richard | Cook <ri-cook@uchicago.edu>>
Fri, 28 Oct 2005 07:05:28 -0500

The U. S. Food and Drug Adm nistration Medwatch program has

I ssued a warni ng

based on the possibility of node error that can | ead di abetics
to m sread

their hone glucose nonitor. The FDA' s Medwat ch program which

I ssued the

war ni ng, receives user and facility reports of problens with
medi cal

devi ces. The devi ce provides glucose values in either Anerican
or European

standard units (ng/dl of mmol/liter) based on setting in the
devi ce. That

setting may be changed when users are trying to set the date or
time fields

in the device. The FDA News al so notes reports that the setting
may change

when the neter is dropped or its battery is changed.

The devices involved, a set of Abbott bl ood glucose nonitors
used by

di abetics for home gl ucose nonitoring, have not been recall ed by
t he

manuf acturer. Abbott issued a press release on Cctober 14, 2005
acknow edgi ng the fault and is undertaking "a worl dw de
correction and

notification to all healthcare professionals and users, when
known, about

t he neasurenent sw tching problem according to the FDA
announcemnent .

Abbott manufactures the devices for resale under a variety of
br and

names. The U. S. brand nanes invol ved include FreeStyl e,
FreeStyl e Fl ash,

FreeStyl e Tracker, Precision Xtra, Medi Sense, Sof-Tact,
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Preci si on Sof - Tact,

Medi Sense, Optium and private |abel brands ReliOn Utima, Rite
Ai d, and

Kroger bl ood glucose neters. Precision Sof-Tact neters, which
wer e

I nadvertently omtted from Abbott's press rel ease, are al so

I ncl uded.

Qutside the U S. the involved brand nanes are Xceed, Liberty,
Boots, Xtra

Cl assic, Easy, and Sof Trac. These products are distributed
primarily through

retail and mail order pharmaci es and physicians' offices.

Probl ens with bl ood glucose neters are not uncommon. Earlier

this year

Li fescan Inc, a subsidiary of Johnson & Johnson, issued a d ass
| Recal |

notice for its OneTouch SureStep bl ood gl ucose neter because of
reports of

failure of sone segnents of its LCD display that could | ead
users to believe

that their glucose was normal when it was actually dangerously
hi gh. C ass |

recalls are "for dangerous or defective products that

predi ctably coul d

cause serious health problens or death. Exanples of products
that could fal

into this category are a food found to contain botulinal toxin,
food wth

undecl ared all ergens, a |abel mx-up on a |ife saving drug, or a
def ective

artificial heart valve."

Mode errors are anong the nore common forns of human- conputer

I nteraction

probl ens. A classic paper on node errors in the cockpit is "How
in the world

did | ever get into that node?. Mde error and awareness in
supervi sory

control" (Sarter, ND and D Wods, Human Factors 37, 5-19). Mode
errors are a

common problens with nmedi cal devices, especially relating to
units of
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nmeasurenent. An exanple is shown at http://ww.ctlab. org/
Mode Error.cfm Such

problens are usually treated by manufacturers as a type of
operator error

and are usually incredul ous regarding the contribution of device
design to

node error. ({ucose neters are ubiquitous because gl ucose
control is the

centerpi ece of di abetes nmanagenent.

Li nks of interest:

Short description of "node error” with exanpl e:
http://ww.ctl ab. org/ Mode_Error.cfm

Li nks regardi ng the Abbott products:
FDA Medwat ch:
http://ww. f da. gov/ nedwat ch/ saf et y/ 2005/ saf et y05. ht m#gl ucose
FDA News (announcenent):
http://ww. fda. gov/ bbs/topi cs/ NEWS/ 2005/ NEW1250. ht ni
Abbott Laboratories website:
http://ww. abbott.cont
Abbott Laboratories "urgent correction" notice:
http://ww. abbott.com news/press_rel ease. cf n?i d=1006
Abbott units of neasure table:
http://ww. abbot t di abet escar e. coml news/ neasur enent _uni ts. aspx

Li nks regardi ng the Lifescan products:
FDA Medwat ch:
http://ww. f da. gov/ nedwat ch/ saf et y/ 2005/ saf et y05. ht n¥#Li f eScan
FDA Firm Safety Alert:
http://ww. fda. gov/oc/po/firnrecalls/lifescan04_05. htn
FDA Cass | Recall noticee:
http://ww. fda.gov/cdrh/recalls/recall-041105. htm
Johnson & Johnson's Lifescan urgent recall notice (wth exanple):
http://ww. | ifescan. com conpany/ about/ press/surestep_di spl ay/

FDA Recal |l classifications:
http://ww. cf san. fda. gov/~lrd/recall 2. ht m
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Ri chard Cook, MD, Cognitive Technol ogi es Laboratory, University
of Chi cago

(I have no commercial relationship with any pharnmaceuti cal
conpany or device

manuf act ur er)

Ri chard |I. Cook, MD, Assoc.Prof., Departnent of Anesthesia and
Critical Care
Director, Cognitive Technol ogi es Laboratory Univ. of Chicago 1-
773-702-4890

#When switching to backup systems is too costly

<Alan Powell <rfc826@yahoo.com>>
Mon, 31 Oct 2005 05:18:45 +0000 (GMT)

On Friday 28 Cct '05, Standard Bank's (http://ww.standardbank.
co.za) ATM

network started declining 30% of transactions [i.e., you
couldn't w thdraw

noney] .

A Standard Bank spokesman cl ai ned:

* The problemwas due to a "lack of capacity at the central
processi ng
unit".

* A "managenent deci sion” had been taken to not switch to the
backup system

until non-peak hours because the switch-over woul d take 40

m nut es during

which tinme the entire ATM network [country-w de!] woul d be

of fline.

* The fault arose additional processing capacity had been added

to the
centra processing unit to cater for the busy season.
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[ Anyone care to enunerate all the ways they could inprove on the
avai l abi lity and redundancy of their systenf]

#In-car GPS navigation - when it causes an accident

<Mike Scott <usenet.9@scotts.dnsalias.com>>
Thu, 27 Oct 2005 12:07:34 +0100

| ' ve been wondering about getting an in-car GPS navigator, but
| " m begi nni ng
to wonder about the wi sdom of this.

My son was being driven by a friend in London. The friend s car
was equi pped
with some sort of GPS navigation. They were driving eastbound

al ong the

north side of the River Thanes, intending to cross at Tower
bridge to a

destination on the south side of the river. The GPS said "turn
right" when

they reached the bridge. The only snag is that this is a one-way
system To

cross the bridge you turn left, *away* fromthe bridge, and
drive right

round the bl ock. Unfortunately, said friend payed nore attention
to the GPS

than the road signing, and very nearly collided with a car

com ng the other

way.

| now wonder what liability the makers of such equi pnent have.
At the very

| east, an inaccurate system can be a distraction on a busy road,
and

conflicts in data to a driver can cause delays in reaction. At
worst, it

coul d cause a fatal accident.
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Incidentally, | get very irked by ny Garmn GPS72, which powers

up with a

screen that says "All data is presented for reference only. You
[the user]

assune total responsibility and risk...." Yet fromtheir

website: "Garm n

products nake it easy to get there and back. These rugged
navi gators are

built to handle the Great Qutdoors -- and still keep you on
track." |I'm not

sure they can have it both ways!

#Bank Shares Suspended After Annual Results Released Early

<David Shaw <dshaw@avaya.com>>
Thu, 3 Nov 2005 09:49:40 + 1100

West pac (www. west pac. com au), a |arge Australian bank, was
forced to halt

trading on its shares and deliver its annual profit briefing a
day early

after it accidentally sent its results by email to research
anal yst s.

A tenplate containing past results was sent to analysts. It was
soon

di scovered that the new figures were enbedded in the spreadsheet
and were

accessible with via "a mnor mani pul ation". Analysts tel ephoned
the bank to

report the error and the tenplate was recall ed.

But the damage was done. The Australian Stock Exchange was
notified and

tradi ng was suspended as it appeared that sone people had access
to

I nformati on not generally available to the market. The bank then
br ought
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forward its results announcenent.

West pac Chief Financial Oficer, Philip Chronican, said there
was no

evi dence that the figures had been circul ated and there were no
si gns of

di sorderly trading in Westpac shares. He added: "It is not just
one error,

it is a conpounding of two or three errors ... W will obviously
be
conducting a full inquiry to make sure it doesn't happen again."

More detail at: http://ww.smh. com au/ news/ busi ness/ west pac-
junps-the-gqun-on-profit/2005/11/02/1130823280336. ht m

#They needed a real firewall!

<Jeremy Epstein <jeremy.epstein@webmethods.com>>
Thu, 3 Nov 2005 09:04:07 -0800

| received this note today:

> Due to a serious fire at the University of Sout hanpton, UK, the
> Www2006. org website and mailing lists are tenporarily

unavail able. [...]

>

> | nformati on about the fire can be found at:

> http://news. bbc. co. uk/ 1/ hi/engl and/ hanpshi re/ 4390048. st m

Per haps they needed a real (physical/architectural) firewall to
pr ot ect
their servers?

More seriously, just a rem nder that as nuch as we worry about
cybersecurity, physical problenms can be just as serious a threat
to

continuity. [The report indicates that the fire was accidental;
whet her t he
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destruction was accidental or intentional, it's a very effective
Deni al of
Servi ce. ]

#UNH alumni directory misreports 500 deaths

<Monty Solomon <monty @roscom.com>>
Fri, 4 Nov 2005 08:47:36 -0500

On 2 Nov 2005, 63-year-old Sandra Keans was preparing for her
Gty Counci
race. The next day, she discovered that she and 500 ot her
graduat es of the
Uni versity of New Hanpshire had been |listed as deceased in the
annual al umi
directory. This was attributed to "a foible of fatal
proportions” resulting
froma publishing technician's error. [Source: 'Dead alummi
wal ki ng: UNH
report of their dem se greatly exaggerated Maria Craner and Emma
Stickgol d,
*The Boston d obe*, 4 Nov 2005; PG\ ed]

http://ww. bost on. conf news/| ocal /articles/2005/11/04/

dead_al umi _wal ki ng/

#"Chip and PIN" - whose goods are you paying for?

<"Andrew Law" <alaw@hgl-dynamics.com>>
Tue, 15 Nov 2005 12:47:31 -0000

Over the last few nonths, alnost all UK retail ers who can take
credit or
debit card paynents have been switching to the use of "Chip and
PIN' card
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readers instead of the ol der systemin which the custoner signs
a sal es

I nvoi ce. The card reader scans the custonmer card, the custoner
then types in

his or her PINto the nuneric keypad on the reader, and the
systemt hen

verifies that the card details and PIN match. This is believed
to be nore

secure than relying on signatures, which in general is probably
true.

However, it may lead to sone interesting side effects...

Last week, one of ny coll eagues was in the Waitrose super market
near our

of fice. Wien she cane to pay with her credit card, she was asked
to type per

PIN into the keypad as normal. As the cashier was handing the
recei pts over,

she spotted sonething rather odd. The item sed till receipt
correctly showed

t he goods whi ch she had taken fromthe shel ves and whi ch had
been scanned in

by the barcode reader at the checkout. The sal es receipt,
however, showed a

different anount, indicating that she had been billed for the
wrong anount .

My col |l eague and the cashier realised that she had in fact paid
an anount

whi ch exactly matched the val ue of the goods of the previous
cust onmer, who

had paid by cash instead of credit card.

After having spotted that there was a discrepancy, it took 20
m nutes for a
supervisor to sort out the ness.

The RI SK here would seemto be that the "chip and PIN' systemis
not

automatically synchronised with the rest of the checkout, and

t hat custoners

may be being charged for the wong anbunt on an ongoing basis if
t he cashi er

Is not aware to check the receipts for consistency.
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This norning, our |ocal supermarket has reverted to using the
signature
nmet hod for checking identity.

Andy Law
al aw@gl - dynami cs. com

#More Excel risks

<"Patrick O'Beirne" <yg05@sysmod.com>>
Fri, 04 Nov 2005 10:02:49 +0000

Seen on the Excel-L list:

(Bl acked out squares indeed - sonebody thought that black
shadi ng woul d

hi de text!)

<Start of copied data>

Westpac was forced to halt trading on its shares and deliver its
annual

profit briefing a day early after it accidentally sent its
results by enuil

to research anal ysts.

Details of the $2.818 billion record profit result for the 12
nonths to

Sept enber 30, which were due to be announced this norning, were
over shadowed

by concerns that sone informati on may have been | eaked to the
mar ket .

The new figures were enbedded in a tenplate of |ast year's
results and were
accessible with m nor mani pul ati on of the spreadsheet.

"Atrading halt is not a trivial issue and therefore not a
deci si on we t ook
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lightly,”™ M Chronican said.

"It is not just one error, it is a conpounding of two or three
errors.

W will obviously be conducting a full inquiry to make sure it
doesn' t

happen again."

<end of copi ed data>

Sour ce:
http://ww. zdnet.com au/ news/ security/ soal

E mail _bungl e | eaves Westpac_red_faced/ 0, 2000061744, 39220583, 00.

ht n?f eed=r ss

http://ww. smh. com au/ news/ busi ness/ west pac-j unps-t he- gun- on-
profit/2005/11/02/1130823280336. ht ni

Anot her one for the collection, fromRi chard on the Excel-L list:
File Properties can be changed even in 'protected workbook

>Just anot her oh-by-the-way. ..

>

>use the workbook properties with caution. | used to store
vari ous version

>nfo here, but later realised that this can be accessed and

changed by
>usi ng wi ndows expl orer.
>

>Even if the structure of the workbook is password protected
(preventing a

>normal user from accessing the workbook properties tabs)

>

>Nifty eh?

>

>Ri chard

>

> - = = =

>The EXCEL-L list is hosted on a Wndows NT(TM machi ne runni ng
L- Sof t

>international's LISTSERV(R) software. For subscription/signoff
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I nfo
>and archives, see http://peach. ease.|soft.confarchives/excel-1I.
htm .

Patrick O Beirne FICS, Systens Mddelling Ltd. +353 55 22294
http://ww. sysnod. coml  Spreadsheet Auditing Methodol ogy http://

sysnod. buy.ie

rony in certificate-land

<Jeremy Epstein <jeremy.epstein@webmethods.com>>
Thu, 27 Oct 2005 15:01:21 -0400

It al ways anuses ne when security conpanies ness up their
security. |If

you're planning to attend the RSA Conference, you can go to
http://2006. rsaconference.comus/register/travel.aspx, which
points you to

their travel agency at https://ww. neetingpartners.com

RSA Conf 2006/. The
latter has an expired certificate.

You' d think that RSA, of all folks, would ensure that their
certificates are
valid....

#Risks of applying to law school

<Tony Lima <tonylima2@att.net>>
Thu, 10 Nov 2005 10:44:21 -0800

No, not the risks you're thinking of.
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Afriend is applying to |l aw school. He's young but knows
sonet hi ng about

conmputers. Law schools collaborate with the Law School

Adm ssi ons Counci

(http://ww. | sac.org) to use a single application form This
formis

created using Omi Form (published by Nuance, formerly known as
ScanSoft).

Omi Formrequires that you install an ActiveX control on your
comput er.

This control apparently only works on Wndows conputers. Macs
are not

wel cone. (So nuch for "Legally Blonde.") Linux and other flavors
of UNI X are

beyond t he pal e.

My friend was nmunbl i ng obscenities about installing this
control. The

conmputer he was working on apparently died during the process so
| took a

deep breath and said he could work with ny notebook conputer.

He dug into

the application, got to the ActiveX installation screen and the
contr ol

refused to install. At that point |I took over (not wanting him
nmessing with

my security settings). | finally got the control to instal
after doing the

fol | ow ng:

- Disabling ny anti-spyware software (ew do security suite). |
then tried
toinstall the control with no | uck.

- Setting the privacy permssion for |Isac.org to "allow. " Again
no | uck
installing the control.

- Elimnating all security by making the security settings
(Tool s/ I nternet

Options/ Security/ Custom Level ) conpletely open. | enabl ed each
and every

ActiveX and other control including unsigned controls and

http://catless.ncl .ac.uk/Risks/24.10.html (18 of 22)2008-01-01 16:36:28


http://www.lsac.org/

The Risks Digest Volume 24: Issue 10

controls marked as
not safe. The control then installed successfully.

Now perhaps | didn't have to go quite that far but a deadline was
approaching and | really didn't want to take the tinme to perform
the tria

and error that would apparently be required to determ ne exactly
how nmuch

security to give up.

It occurs to ne that this is truly THE | aw school adm ssion

test. If you're

dunmb enough to let this control install you're probably good | aw
school

material. OTOH if you don't let the control through then you're
too snmart

to be a lawer. (That's about all the hunor | can nmanage after
1.5 hours

fighting with this stuff. |'ve disconnected fromthe net and am
runni ng ny

usual four scanning prograns right now.)

Tony Lima, Prof. of Economics, California State University, East
Bay
tony. |l i ma@sueast bay. edu (510) 885-3889

#Producing Error-Free Software is Hard

<jhhaynes@earthlink.net>
Mon, 14 Nov 2005 20:11:03 -0600 (CST)

| installed a nore recent rel ease of Linux on two desktop
machi nes with no

problens. When | tried to do a simlar upgrade on ny |aptop |
ran into

trouble. The X wi ndow system produced a bl ank white screen

I nstead of a

functioni ng wi ndow system
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Checking with a discussion board reveal ed that several other
peopl e were

havi ng the sane problem and called it several different
things. It did

seemto involve certain nakes of video hardware. | found a
poi nter to a bug

tracki ng systemrun by the people who produce the Linux

di stribution.

The bug had been reported there, several tinmes in fact, and
eventual ly the

several bugs were recogni zed as being the sane and were nerged
I nto one.

Sonmeone had figured out which library nodule of the X w ndow
syst em was

causi ng them problem He suggested a work-around of replacing
t hat nodul e

wWith the one fromthe previous release of Linux, since that
woul d restore

correct operation.

Soneone figured out exactly which line of code was causing the
problem It

was being conpletely optim zed away by the conpiler, and needed
to be

executed repeatedly. He suggested a way to change the code so
It would not

be optim zed away, or conpile wth | ess aggressive optim zation,
or conpile

wth a previous version of the conpiler. Changing the code was
rejected on

the grounds that there m ght be hundreds of other instances of
t he same code

t hroughout the system They would all have to be | ocated and
changed to

I nsure correct operation.

So the problem escaped being referred to the X wi ndow system
peopl e and was

Instead referred to the conpiler people. They studied the
of fending |ine of

code and di scussed at sone |l ength whether it was or was not
correct behavi or
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for the conpiler to optimze it away. Sone were of the opinion
that the

probl em shoul d be referred to the keepers of the C | anguage
speci fication,

since there was di sagreenent about what the conpiler should do
wi th such a

| ine of code. But one of their nunber decided that anbiguity or
not ,

updating the conpiler should not break things that previously
wor ked unl ess

t he previ ous behavi or was denonstrably wong; so he nade a
change to the

conpi |l er.

This was picked up by the keepers of the Linux distribution, who
made t he

updat ed conpil er avail able and then reconpiled the X w ndow
system and nade

that avail abl e as an update. One could argue whet her they
shoul d have

reconpiled the entire distribution, since there is no telling
how many ot her

prograns and |libraries in the system m ght be affected by the
conpi | er

anomaly. Not doing so seens reasonabl e enough, since it would
t ake

resources away fromfixi ng other bugs that have ot her causes.

#US Military removes Word documents from the Web?

<Diomidis Spinellis <dds@aueb.gr>>
Wed, 09 Nov 2005 19:25:34 +0300

In RESKS-23.50 ("U.S. mlitary sites offer a quarter mllion

M crosoft Wrd

docunents"), | wote about the | arge nunber of M crosoft Wrd
docunent s

visible on US mlitary sites (sites in the .m | domain) through
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Googl e

searches. The article docunented how such docunents could | ead
to the

| eakage of confidential data. A week later | set up a script to
wat ch the

nunber of Wbrd docunents avail abl e through Googl e searches on
various TLDs

to see if and when the mlitary woul d recogni ze the threat those
docunent s

posed and renove them

According to the data | gathered the nunber of W rd docunents
in.ml sites

returned by Googl e peaked at 1,180,000 on Septenber 20th 2005,
and t hen

started gradually declining. Currently there are 942, 000
docunent s

online. No such decline was visible on other domains |

noni tored, so the

change is probably not an artifact of Google's collection or
query

nmechani sns, but an organi zed nove by the US mlitary. Maybe
sonebody

understood the risk associated with these docunents and was in a
position to

act .

|'ve placed the charts illustrating the trends online at
http://ww. spinellis.gr/blog/20051109/

dAPiEy -8

2 Pt Bt el P Bl T s =

Report problems with the web pages to the maintainer
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#Hospital operates on wrong patient

<"Peter G. Neumann" <neumann@csl.sri.com>>
Fri, 2 Dec 2005 9:16:32 PST

In 1999, a 47-year-old wonan was di agnosed with breast cancer in
Magee- Wnens Hospital (part of the U Pittsburgh Medica

Center), and

underwent a mastectony. It was |ater discovered that the
hospital |ab had

sw tched bi opsy speci nens. Ten cases agai nst the hospital are
now pendi ng

in state courts, even though the hospital has passed federal

I nspecti ons.

Simlar lawsuits and conpl ai nts nane ot her nedical centers.
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* In Maryland, a hospital |lab sent out hundreds of H 'V and
hepatitis test

results despite data showing that the results mght be invalid
and

m stakenly lead infected patients to believe they were di sease-
free. The

sane | aboratory had just received a top rating from CAP
I nspect ors.

* In Yaki ma, Wash., eight energency room doctors wal ked of f
their jobs to

protest hospital deficiencies they said included | ab m stakes,
such as

m xed-up bl ood sanples. CAP had declared the lab "in good
st andi ng" the

year before.

* At the faned Mayo Clinic in Mnnesota, an allegedly
m sdi agnosed gal

bl adder cancer case led to revelations of a close relationship
bet ween t he

clinic and CAP. A Mayo pat hol ogi st serving on a CAP advi sory
panel tw ce

sought and obtai ned accreditation renewal s despite
unacceptabl e | ab

practices cited by CAP inspectors.

[ Source: Walter F. Roche Jr., Lab M stakes Threaten Credibility,
Spur

Lawsuits: Sone top nedical facilities are scrutinized as errors
nmount and

oversight is questioned, *Los Angeles Tines*, 2 Dec 2005; PG\ ed]
http://ww. | atinmes. conf news/ nati onworl d/ nati on/ | a-na-

| abs2dec02, 0, 3901421. story?col | =l a- hone- headl i nes

[ Thanks to Lauren Weinstein for contributing this article.

PG|

*Mercedes brake test fiasco
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<"Andre Kramer" <andre.kramer@eu.citrix.com>>
Thu, 1 Dec 2005 09:59:25 -0000

*The Register* reports that an autonotive journalist was fired
for rigging a
radar enhanced (assunedly conputer controll ed) autonobile brake
system
denonstration. Apparently, the Mercedes engi neers (under duress)
hel ped
simul ate the denonstration, which could not have worked in an
encl osed
space, by manual braki ng. However, the deno went badly wong and
the article

http://ww. t heregi ster.co. uk/ 2005/ 11/ 29/

ner cedes_brake test fiasco/

correctly identified the risk of false trust in a new system

t hat woul d have

resulted fromthe attenpted snoke and bl ack m rrors going

undet ected. [Ri sks

of lack of feedback from expensive car suspension systens could
al so be

not ed. ]

#Tens of thousands mistakenly put on terrorist watch lists

<"Richard M. Smith" <rms@computerbytesman.com>>
December 6, 2005 10:11:36 PM EST

http://ww. nytinmes.conl cnet/CNET 2100- 7348 3-5984673. htm ?
pagewant ed=pr i nt

Tens of thousands m stakenly put on terrorist watch lists
Anne Broache, Staff Witer, CNET News.com
Decenber 6, 2005

Nearly 30,000 airline passengers discovered in the past year
that they were m stakenly placed on federal "terrorist" watch
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lists, a
transportation security official said Tuesday.

Ji m Kennedy, director of the Transportation Security

Adm ni stration's

redress office, revealed the errors at a quarterly neeting
convened here by

the U S. Departnent of Honeland Security's Data Privacy and
Integrity

Advi sory Conmittee.

Marci a Hof mann, staff counsel at the Electronic Privacy

| nf ormati on Center,

said this appeared to be the first tinme such a |arge error has
been

admtted. "It was a novel figure to ne,
figure shows

t hat many nore passengers than we've antici pated have
encountered difficulty

at airports. The watch list still has a long way to go before it
does what

it's supposed to do."

Hof mann sai d. "The

Kennedy said that travelers have had to ask the TSA to renove
their nanes

fromwatch [ists by submtting a "Passenger ldentity
Verification Fornt and

three notarized identification docunents. On average, he said,
It takes

officials 45 to 60 days to evaluate the request and make any
necessary

changes.

Travel ers have been instructed to file the forns only after
experi enci ng

"repeated" travel delays, he said, because additional screening
can occur

for nultiple reasons, including fitting a certain profile,
flying on a

one-way ticket, or being selected randonmy by a conputer.

EPI C | DOF@rai | man. epi c. org
https://mail man. epi c. org/ cgi-bin/mail man/listinfo/epic_idof
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~# Security Flaw Allows Wiretaps to Be Evaded, Study Finds [from
IP]

<David Farber <dave@farber.net>>
Wed, 30 Nov 2005 06:54:22 -0500

The technol ogy used for decades by | aw enforcenent agents to

Wi retap

t el ephones has a security flaw that allows the person being

W ret apped to

stop the recorder renotely, according to research by conputer
security

experts who studied the system It is also possible to falsify
t he nunbers

di al ed, they said. Soneone being wretapped can easily enpl oy
t hese

"devastati ng counterneasures"” wth off-the-shelf equi pnent, said
the | ead

researcher, Matt Bl aze, an associ ate professor of conputer and
i nformati on

science at the University of Pennsylvania. "This has

i nplications not only

for the accuracy of the intelligence that can be obtained from
t hese taps,

but also for the acceptability and wei ght of |egal evidence
derived from

it," M. Blaze and his coll eagues wote in a paper that wll be
publ i shed

today in Security & Privacy, a journal of the Institute of

El ectrical and

El ectronics Engineers. [...]

[ Source: John Schwartz and John Markoff, *The New York Tines*,
30 Nov 2005]
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#DHS-Sponsored phishing report

<"Aaron Emigh" <aaron@radixlabs.com>>
Tue, 29 Nov 2005 01:11:02 -0800

Online identity theft, a.k.a. "phishing," refers to attacks that
exploit a

w de variety of RISKS, using both technology and soci al

engi neering, to

illicitly obtain and profit fromconfidential information. A
new report on

online identity theft, sponsored by the US Departnent of

Homel and Security

and SRI International, provides a holistic treatnent of the
subject. The

report discusses technol ogi es used by phishers, breaks down the
fl ow of

information in a phishing attack, identifies chokepoints at

whi ch an attack

can be thwarted, and di scusses technical counterneasures that
can be applied

at each chokepoint. Wile technol ogy al one cannot solve the
phi shi ng

probl em substantial opportunities to mtigate the |osses are

I dentifi ed.

The report is titled "Online Identity Theft: Phishing Technol ogy,
Chokepoi nts and Counterneasures," and is avail able at
http://ww. anti - phi shi ng. or g/ Phi shi ng- dhs-report. pdf.

Aaron Em gh, Radi x Labs, 415-297-1305

#Poorly designed online interfaces make identity theft simple

<Marty Lyons <marty @martylyons.com>>
Thu, 17 Nov 2005 13:11:22 -0800
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| recently had to renew ny nenbership with the Anerican

Aut onobi | e

Associ ation (the equivalent to the CAA in Canada, or the RAC in
the UK). In

the past there was no web interface, but AAA has now noved
online. To sign

up for an account, | needed to supply a nenbership nunber
(printed on your

pl asti c nmenber card), and ny nane (also printed on the card),
along with an

emai | address, and a chosen account nane. A few seconds |ater,
| was | ogged

in, and was able to check my account info, including mailing
address, and

type of credit card used for nenbership.

There was no verification of identity at all during account

est abl i shnent.

At a mninmum mandating that a user-entered postal code natch

t he AAA

dat abase prior to creating the account would have afforded sone
pr ot ecti on.

So with a AAA nenber nunber and nane, soneone is well on their
way to

identity theft -- the rest of your wallet not required. Since
many pl aces

take AAA cards to provide discounted services (hotels, car
repair,

restaurants, novie theatres, etc.) you can inmagi ne the Rl SK

' ve sent a

letter to the organization |letting them know their web
registration needs to

be redesi gned.

#School psychologist's student records accidentally posted online

<Monty Solomon <monty @roscom.com>>
Sat, 3 Dec 2005 13:47:29 -0500
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A school psychologist's records detailing students' confidenti al
I nformati on

and personal struggles were accidentally posted to the school
system s Wb

site and were publicly available for at |east four nonths. A
reporter for

*The Sal em News* [ Mass.] discovered the records | ast week and
al erted school

officials, the newspaper said in a story Friday. To protect
st udent s’

privacy, the newspaper said it w thheld publishing the story
until the

docunents were renoved fromthe Internet, which occurred
Wednesday. [...]

[ Source: *The Boston d obe*, 2 Dec 2005; PG\ ed]

http://ww. bost on. conf news/ education/k_12/articl es/ 2005/ 12/ 02/

school psychol ogi sts_student _records_accidentally posted online/

#Plain-text passwords: as RISKy as you'd think

<Steve Summit <scs@eskimo.com>>
Fri, 18 Nov 2005 12:55:57 -0500

A nice report of an investigation into how many pl ai n-text
passwords one can

al most trivially sniff in public-access places |like hotels,
conf erence

centers, and open w rel ess hotspots:

http://ww.infoworld.comarticle/05/11/04/450Psecadvi se_1. ht ni

The article also makes the point that although the passwords so
sniffed are

often "uni nportant” ones, for services such as nere e-nail
access or

ganbling site | ogins, people are often known to use their sane
passwords for
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these and for their "secure" systens such as Wndows network
| ogi ns.

| came across this link in Bruce Schneier's excellent "Crypto-
G am'
newsl etter at http://ww. schnei er.confcrypto-gramhtm , which

|"msure is

known to nmany RI SKS readers, but which | had neglected to read
in a while.

It's worth keeping up wth.

»Y2K++

<"Jim Horning" <Jim.Horning@sparta.com>>
Wed, 30 Nov 2005 11:53:33 -0800

My enpl oyer has outsourced the adm nistration of its 401(k) plan
to

TruSource, a division of Union Bank of California, N.A  This
week |

recei ved annual enrollnment material from TruSource. It contains
generic

bl ur bs about 401(k)s and retirenent planning, in addition to

mat eri al

particular to our plan. Part of the latter is a summary page
for each of

the avail abl e i nvestnent options. These pages are clearly

| abel ed

"Copyright (c) Standard & Poor's, a division of The McG aw Hi |
Conpani es. "

The page for each fund contains a graph of "GROMH O $10, 000."
| think the

format and content are specified by the SEC, and they are
presumabl y

automatically generated from sone kind of database. For sone
reason, |

happened to | ook nore closely than usual at one of the charts,
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and noti ced
sonet hi ng odd about the | abeling of the year axis, and started

I nspecting
themall. Mst of themcontain dates in the 31st and 41st
centuri es!

For exanple, the chart for the Pioneer H gh Yield Fund "(SI NCE
03/31/98)" is
| abel ed with consecutive years

4098 3099 2000 1001 4001 4002 2003 1004 4004 3005

Apparently the dates escaped the notice of the humans (if any) at

MG awH || and TruSource who were in the loop in the
preparation of these
docunents. It is interesting to specul ate what conbi nati on of

progranm ng
errors would yield this preci se sequence of dates.

JimH http://horning. bl ogspot.com

# Risks of naive date calculation

<Mike Albaugh <abaugh@perilin.com>>
Wed, 23 Nov 2005 12:48:48 -0700

| have in ny possession a box of Nyakers (that should be an A-
ring, BTW
"Aut hentic Swedi sh Appl e Snaps" that is

BEST BEFORE 29 FEB 2006

Lazy Programmer? Faulty date-manipulation library? O do the
Swedes know

sonet hi ng about the depths to which | awrakers will stoop in
cal endar

mani pul ati on?
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The conputer scientist in ne wants to know if the conparison to a
(currently) non-existent date shoul d:

* always fail (Cookies are stale now),
* al ways succeed (Cookies will never get stale)
* throw an exception (Cookies should not exist in this universe)

#Bye Bye BlackBerry?

<Monty Solomon <monty @roscom.com>>
Sun, 4 Dec 2005 01:45:19 -0500

A " long-running patent infringenent battle between the nmaker of
Bl ackBerry,

Research In Mdtion, and NTP, a tiny patent hol di ng conpany,

m ght cause a

servi ce shutdown, perhaps within a nonth. ... RI1.M, whichis
based in

Waterl oo, Ontario, promses it has a solution that will keep its
bel oved

Bl ackBerries hunm ng even in the face of an injunction. Wile
nost anal ysts

view the prospects of a shutdown as unlikely, they have little
faith in the

proposed sol ution, which has potential |legal pitfalls of its
own. Wat's

nore, the history of the struggle between the conpani es neans

t hat no

outconme is certain.'' [Source: lan Austen, Bye Bye Bl ackBerry?,
VWhat if

your Bl ackBerry screen went dark? *The New York Tines*, 3 Dec
3005; PG\ ed]

http://ww. nytinmes. conf 2005/ 12/ 03/t echnol ogy/ 03bl ackberry. ht m ?

ex=1291266000&en=df 205f d24ccb8593&ei =5090
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~ Safety Text

<Nick Brown <Nick.BROWN @coe.int>>
Mon, 28 Nov 2005 17:17:20 +0100

A new UK-based service called SafetyText (http://ww.safetytext.

com)

enabl es you to send a text nessage which will be delivered after
a certain

del ay unl ess cancel ed.

The i dea seens to be that, before exposing yourself to danger,
you send a

text - say, "Help, |I'mbeing attacked by rabid bats" before
entering a cave

- and then it will be sent if you don't energe fromthe cave in
time to

cancel it.

The risks are |l eft as an exercise to the reader, but here are
sone pointers
to get you started:

- SMS nessaging delivery is inherently unreliable, so naybe your
"hel p"
text won't get through...

- ... or maybe your "cancel" text won't get through.

- Many peopl e receiving such a text, regardless of howit's
phrased, w |

tend to assune the worst (despite the "don't panic”
I nstructions on the

service's Wb site) and will send in the energency services on
a possibly

unnecessary search for soneone who just happens to be out of
GSM servi ce

range.

|"malso slightly worried that the same short nunber used for
t he Saf et yText
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service - 63344 - appears in the banner advert above the site's
start page,

whi ch at the present tine invites nme to send the nane of
Col dpl ay' s | ead

singer to win tickets to see themin concert. | hope they don't
| aunch a

particularly popular ganme while |I'm being attacked by the rabid
bat s.

#Data disasters dog computer users

<"Amos Shapir" <amos083@hotmail.com>>
Wed, 07 Dec 2005 14:58:20 + 0200

A | aptop crammed with dead cockroaches tops a |ist of data
di sasters
conpi |l ed by conputer experts.

http://news. bbc. co. uk/go/em -/2/hi/technol ogy/ 4500482. st m

[ That woul d be a tough roach to hoe. PG\|

#0Online tax credit system closed

<"Amos Shapir" <amos083@hotmail.com>>
Mon, 05 Dec 2005 17:12: 37 +0200

Organi sed fraud forces HM Revenue and Custons to stop accepting
onl i ne
applications for tax credits. Full story:

http://news. bbc. co. uk/ go/en -/ 2/ hi/busi ness/ 4493008. st m
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#Re: Some Fast Lane accounts double-billed (Solomon, RISKS
24.09)

<Steve Summit <scs@eskimo.com>>
Sun, 04 Dec 2005 14:17:37 -0500

Monty Sol onon forwarded an itemto RISKS 24.09 about a batch of

Massachusetts Turnpi ke drivers who were doubly charged for their
el ectronic tolls, due to one day's worth of records being

m st akenly

processed tw ce.

| f anyone's keeping a canonical |ist of "bugs that are way easy
to

make and deserve special handling”, this scenario clearly

bel ongs.

W' ve been hearing variations on the sane song for decades: it
used

to be the phone conpany accidentally double-running a billing

t ape

containing the call records froma |ong-di stance switch, but to
this day

it can still easily happen any tinme there are batches of

transacti ons

created by system A and | ater processed or reconciled on
separate system

or subsystemB. (And | can't personally be at all snmug about
this: in a

former life |l ran a small, sinple, honebrew, but high-vol une e-
comrer ce

site, and | commtted this sane m stake once or tw ce nyself.
Fortunately

| was also in a position to synthesize and inject automatic
refunds to

the credit card accounts of affected custoners, well before nost
of them

even noticed.)

| m sure that any organi zation | arge enough to address this risk

responsi bly has inplenented the obvious sorts of doubl e-checks
( per haps
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I nvol ving explicit batch serial nunbers which are | ogged and
checked

by the processing system in order to reject inadvertent

dupli cates).

But since the need for such double-checks is all too likely to be
recogni zed only *after* the double-billing problemhas bitten a
particul ar system at | east once, and since new systens havi ng
this

vul nerability are continually being witten, it's a problemthat,
unfortunately, wll continue to happen.

# Stop speeding using a GPS?

<Jeremy Epstein <jeremy.epstein@cox.net>>
Sun, 4 Dec 2005 15:06:26 -0500

Transport Canada is testing a device that figures out where you

are using

GPS, and causes your car to increase the resistance in the gas
pedal if you

try to exceed the speed limt.

Bad idea. |'mnot an expert in GPS systens, but |I've seen them
get

confused, especially when there are nearby parallel roads. |
woul dn' t want

it to hold ny speed to 25 MPH because it thinks I'mon the dirt
road t hat

runs parallel to a highway. And if the device changes its m nd
suddenl y,

the results could be catastrophic - |I'm pushing hard on the
accel erat or

because (for whatever reason) | decide to exceed the speed
limt, and

suddenly it decides the speed |imt has increased - now I'm
flooring the car

because it reduces its resistance factor. Conversely, if | have
a nor nmal

pressure on the accelerator, and the speed limt drops, the
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devi ce m ght

cause nmy speed to drop precipitously. I'msure there are lots
of ot her

GPS- based risks - what does the device do if it can't find a GPS
si gnal ?

Hopeful |y the designers of the device considered the risks, but
the article

doesn't nmention any - only the advantages of inproved road
safety, reduced

fuel usage, etc.

Article at http://ww.cnn. com 2005/ AUTQS/ 12/ 01/ canada_gps_speed/
i ndex. ht

which references a Toronto 3 obe & Mail article at
http://ww. gl obet echnol ogy. coni’ servl et/story/ RTGAM 20051128.

gt smart cars28/ BNPri nt/ Technol ogy/

#Re: In-car GPS navigation (Scott, RISKS-24.10)

<Henry Baker <hbaker1@pipeline.com>>
Sun, 27 Nov 2005 18:09:42 -0800

For the last year or so, if you rented a Hertz car with its
“"Neverl ost"

(Magel | an) GPS system you couldn't get out of Boston's Logan
Airport -- at

|l east if you listened to the "Neverlost" system It triedto
route you onto

a one-way street in the airport itself (the other direction was
cl osed of f

due to construction). Now everyone who has been in Boston in

t he | ast

several years knows about the construction at the airport and
the Big D g,

but here's a systemthat clearly is failing inits prinmary task!

On the whole, GPS is a very big win, but you do have to take
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every
“recomrendation” it gives you with sone | evel of skepticism
Wthin the

canyons of Manhattan, the GPS system often thinks that you are
in the mddle

of Central park. Al so around NYC (and probably nmany ot her

pl aces), the GPS

systemisn't accurate enough to get you into the correct |ane
for turning,

whi ch sonetinmes neans that you get off at the wong exit or get
onto the

wong | evel of the George Washington Bridge. The net result is
that you end

up in New Jersey instead of Mnhatt an.

#Re: In-car GPS navigation (Scott, RISKS-24.10)

<"Schatz, Derek P' <Derek.P.Schatz@boeing.com>>
Wed, 23 Nov 2005 11:43:24 -0800

M ke Scott appears to be making issue of sonething that the GPS
navi gat or

conpani es have already clearly avoided liability for. Every
mappi hg system

|'ve ever seen warns that map results nay not be conpletely
accurate and

that you need to verify things for yourself. Those of us who
have been

driving for many years have | earned the hazards of taking your
eyes off the

road to futz with sonmething inside the car (then again, sone
still haven't).

| don't see a risk wwth the GPS system here, but rather a risk
with the

son's friend's driving abilities. Besides, it takes London
cabbi es years to

|l earn the intricacies of the city's streets (sone 400 years of
I ntricacy) --
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how coul d we expect a GPS systemto have that sane know edge?
Now, it mght be a different situation if the car had an auto-

pil ot system
relying on that GPS gui dance. ..

#Re: In-car GPS navigation (Scott, RISKS-24.10)

<lan Chard <ian.chard@sers.ox.ac.uk>>
Thu, 24 Nov 2005 09:33:21 +0000

The di scl ai ners di spl ayed by such systens (including the one |
use, Tonmtom

aren't just there to get the manufacturers out of trouble. One-
way systens

change so frequently that there's no reasonable way you could
expect a sat

nav device to be conpletely up-to-date. 1've been asked to
drive through

bui | di ngs, across fields and against traffic restrictions, but
as the driver

| have ultimate control and therefore ultimte responsibility.

To m squote the age-old school boy adnonition, "if a sat nav
systemtold you
to junp off a cliff, would you do it?" :)

| an Chard, Unix & Network Adm nistrator, Systens and El ectronic
Resour ces
Service Oxford University Library Services 80587 / (01865) 280587

#Re: In-car GPS navigation (Scott, RISKS-24.10)

<"Jack Christensen" <j.christensen@sbcglobal .net>>
Sat, 26 Nov 2005 17:18:48 -0500

http://catless.ncl.ac.uk/Risks/24.11.html (19 of 22)2008-01-01 16:36:35



The Risks Digest Volume 24: |ssue 11

| had a friend whose vehicle had a built-in GPS navigation and
map system

When you started the vehicle, the first thing on the screen was
a di scl ai nmer

(which, if | recall correctly, had a fair anmount of simlarity
to that of

the Garmin unit.) The unit would not go into operational node
until you

touched a button on the screen to "acknow edge" the disclainer.

At first, | laughed at this, but upon thinking about it alittle
nore, |
wasn't so surprised. | amnot a lawer, so | don't know the

actual | ega
worth of this approach, or howit mght fare in court.

Jack Christensen, Grand Blanc, M, USA |.christensen@bcgl obal .
net

#Re: UK Police Vehicle Movement Database (RISKS-24.09)

<ldentity withheld by request>
un, 20 Nov 2005 9:42:58 PST

The vehicle isn't flagged when the
Li cence) is

renewed, so this is a m sunderstanding of how the system worKks.
The " VEL

expired" marker is only added, retrospectively, sone tine after
t he renewal

falls due, and only if it isn't relicensed as expected. So
there is a

del ay before such a marker is renoved followi ng relicensing, but
fromthe

foregoing readers can see that a vehicle with an unbroken
relicensing

tax" (Vehicl e Excise
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history is therefore never added to the database.

> He then had to spend 5 mins filling in a formas this had to
be regarded
> as an official "stop" event...

Yes, the real value of this is highly questionable (he's fast,

i f he

conpleted the formin only 5 mnutes), and as one stop form has
to be

conpl eted for each nenber of a group, you m ght want to ask your
MP if it's

a good use of police tinme to spend up to an hour standing in the
street

filling in the forns if, say, an officer checks a group of half-
a- dozen

yout hs who are the subject of a conplaint by a | ocal

resident... But that's

the reality for officers, and it has been inposed to fulfill a
political

agenda irrespective of the actual financial cost, the
opportunity costs, or

t he i nconveni ence to those being spoken to (who, of course,
don't actually

need to give their details - but the forns still have to be
filled in...).

#Re: UK Police Vehicle Movement Database

<mathew <meta@pobox.com>>
N, 4 Dec 2005 12:44:29 -0600

> Hence technology + Automation + DVLA = 5 mins wasted police
tinme
It could be worse. I n Massachusetts, cities charge you excise

tax each year
if you owmn a vehicle.
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When you register a vehicle wwth the Massachusetts Regi stry of
Mot or

Vehicles (RW), they informthe city you live in that you have a
vehi cl e and

shoul d pay t ax.

When you de-register a vehicle--e.g. nove to another state, sell
t he

vehicle, return your license plates, and so on--the RW doesn't
bot her to

informthe city you were in of the new information.

Hence when | bought a car and | eft Massachusetts pernmanently,
al nost a year

later | got a conpletely incorrect tax bill which had been sent
to the wong

address. (This was the first | had heard about excise tax, in
fact.) MA

expected ne to pay the incorrect bill and then argue wth them
to get the

noney back, or else pay extra non- paynent fees. Wat's nore,
because t hey

had sent the bill to the wong address, it had taken so long to
arrive | was

al ready subject to non-paynent fees.

| can only imagine that this brokenness is deliberate because it
monetarily
favors the state.

Report problems with the web pages to the maintainer
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#Unmanned shuttle system suspended after collision

<Gerrit Muller <gerrit.muller@gmail.com>>
Thu, 08 Dec 2005 21:30:00 +0100

(From NRC handel sbl ad, Tuesday Decenber 6, my transl ation)

The fully automatic, unmanned public transport system Parkshuttle in

Rott erdam and Capell e aan den Ijssel (in The Netherl ands) has been suspended
this nmorning. Two vehicles collided and were severely damaged. According to
a spokesman of Connexxi on no passengers were present in the

shuttl es. Connexxi on does not have any clue about the cause of the
collision. "As long as we don't know that, the shuttles won't ride",
according the spokesman. The shuttles are unmanned. They ride on demand and
bri ng passengers fromthe netrostation Kralingsezoomin Rotterdamto the
busi ness park Riviumin Capelle aan den |jssel. Prine m nister Bal kenende
formally started the system | ast Thursday. The system appeared to have a
second youth after a trial period between 1999 and 2001.

Gerrit Muller System Architecting http://ww. gaudisite.nl/

#EFF sues North Carolina over electronic voting-machine certification

<Peter Ludemann <p_ludemann@yahoo.com>>
Fri, 09 Dec 2005 15:25:06 -0800

http://blogs.siliconvalley.com gnsv/ 2005/ 12/ babababba_i nmac. ht m

So by "independent” you nean "independent of any public oversight," right?

North Carolina is being called to account for its decision to certify
el ectronic voting machi nes made by three conpanies that refused to
conply with the state's election transparency rules. The El ectronic
Frontier Foundation (EFF) on Thursday filed a conpl ai nt
<http://wwsiliconvalley.conmimd/siliconvalley/13361799. ht n»

agai nst the North Carolina Board of Elections and the North Carolina Ofice
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of Information Technol ogy Services, asking the Superior Court to void the
recent "immacul ate certifications” they awarded | ast week

<http://ww eff.org/Activism E-voting/
EFF_Mandanmus_Conpl ai nt _ TRO 20051208140945. pdf >.
North Carolina |law requires the Board of Elections to rigorously review all
voting systemcode "prior to certification." But |ast week the state's Board
of Elections certified voting systens from Di ebold El ecti on Systens, Sequoi a
Voting Systens, and El ection Systens and Software wi thout bothering to do so
(see "Election transparency | aw damm near invisible

<http://blogs.siliconvalley.com gnsv/2005/12/so_nuch_for_nor.htn >").
"This is about the rule of law," said EFF Staff Attorney Matt Zi mer man

<http://ww. ef f.org/ news/archives/ 2005 _12. php#004237>.
"The Board of Elections has sinply ignored its nandatory obligations under
North Carolina election law. This statute was enacted to require el ection
officials to investigate the quality and security of voting systens before
approval, and only approve those that are safe and secure. By certifying
without a full review of all relevant code, the Board of Elections has now
opened the door for North Carolina counties to purchase untested and
potentially insecure voting equipnent.” Keith Long, a North Carolina voting
systens nmanager, defended the state's decision, telling News.comthat
reports from"independent testing authorities" were sufficient for
certification.

<http://news.com com EFF+noves+t o+bl ock+e-voti ng+systemtcertificati on/2100-

1028_3-5988243. ht nl ?t ag=nefd. t op>

But that cones as poor reassurance. Because if the "independent testing
authorities" to which M. Long refers are as inpartial as he is, North
Carolina is in big trouble. Long, you see, worked for Diebold Election
Systens as recently as Oct. 1, 2004. And between 1983 and 1992 he worked for
Sequoi a

<http://ww. news-record.com apps/ pbcs.dll/articl e?Al D=/20051113/
NEWSREC0101/511130328>.

Post ed by John Paczkowski on 06:46 AM Decenber 09, 2005

# A Little Sleuthing Unmasks Writer of Wikipedia Prank

<"Peter G. Neumann" <neumann@csl.sri.com>>
Sun, 11 Dec 2005 17:59:31 PST

John Seigenthaler Sr. (a former editor of *The Tennessean* in Nashville, and
founder of the First Amendnent Center) was startled to find an entry on
hi msel f in Wkipedia that included defamatory fal se personal information
about him-- for exanple, suggesting that M. Seigenthal er had been invol ved
in the assassinations of John and Robert Kennedy. M. Seigenthal er then
wote an op-ed article in *USA Today*, noting anong other things that he was
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especi ally annoyed that he could not track down the perpetrator because of
I nternet privacy | aws.

The culprit's IP address led to his enployer by Daniel Brandt of San Antonio
-- who has been a frequent critic of Wkipedia after reading fal se
i nformation about hinself! See his ww. wi ki pedi a-wat ch. org.

This led Brian Chase in Nashville to admt having witten the offensive
material as a joke, stating that he thought that WKkipedia was a "gag" Wb
site! [Source: Katharine Q Seelye, *The New York Tinmes*, 11 Dec 2005;
PG\ ed]

Coincidental ly, that story broke on about the sane day that the Decenber
2005 i ssue of the *Comuni cati ons of the ACM cane out, the inside back
cover Inside Risks colum of which is ~~ Wkipedia Ri sks'

http://ww. csl.sri.conl neumann/insi deri sks05. ht n
-- witten by four long-tinme RISKS contributors, Peter Denning, Jim
Hor ni ng, David Parnas, and Lauren Weinstein who are on nmy ACM Comm ttee on
Conmputers and Public Policy. This case points up just one of the risks
associated with Wkipedia noted in the Inside Risks article, nanely that
of having an encycl opedi a contri buted by thousands of volunteers, with few
controls on content. PGN

~#False WHOIS Data Still Bedevils (Jim Wagner)

<"Peter G. Neumann" <neumann@csdl.sri.com>>
un, 11 Dec 2005 16:23:31 PST

A U S. Governnent Accountability Ofice (GAO report in Nov 2005 says that
there are roughly 2,310,000 Web addresses for which the owner or contact

information is unknown. That represents 5%of all .com .net, and .org
domai n names. This provides anonymty for spammers, scanmers, phishers, and
other illegal activities, and untraceability for mal ware-containing sites.

[ Source: JimWagner, *Internet News*, 8 Dec 2005; PG\ ed]
http://ww.internet news. com ent-news/article.php/ 3569521

#Miniature Golf Course on Terror Target List

<Paul Saffo <pls@well.com>>
Sat, 10 Dec 2005 18:17:29 -0800

Enerald Hlls Golfland, in San Jose, California, is a theme park with two
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mniature golf courses. It was discovered by San Jose Police to be on a

Honel and Security watch list (to prevent it from boarding planes?). O

course, the list is secret. [Source: AP item 9 Dec 2005; PG\ ed]
http://ww. kron. comi G obal /story. asp?S=4226663

#Trouble for LAPD computer system

<"Peter G. Neumann" <neumann@csdl.sri.com>>
Wed, 30 Nov 2005 6:47:36 PST

A software glitch has interrupted the sweeping overhaul of city enmergency
comuni cations, which could delay the upgrade of police car conputer systens
by up to two years, officials said Monday. News about the glitch in the
city's $15 mllion contract with Northrop G umman | nformati on Technol ogy
drew a strong reaction fromthe Gty Council's Public Safety Conm ttee.

[ Source: Dan Laidman, ditch triggers outcry on panel; Wes nay del ay police
car conputer upgrade, *Los Angeles Daily News*, 29 Nov 2005; PG\ ed; thanks
to Lauren Weinstein for contributing this item]

#Trading Error Leads to $225 Million Loss for Japanese Firm

<"Peter G. Neumann" <neumann@csdl.sri.com>>
Thu, 1 Dec 2005 13:47:36 PST

Japanese financial-services firmM zuho Securities Co. said Thursday it
erroneously placed sell orders because of a sinple human data-input ni stake
that apparently ignored an error warning. This cost Mzuho at |east 27
billion yen ($225 million). The conpany m stakenly sold 610,000 shares of
J-Com Co. at 1 yen (less than 1 cent) per share, instead of the request to
sell just one share at 610,000 yen ($5,080). The m shap sent the benchmark
Ni kkei 225 index down 1.95 percent on the Tokyo Stock Exchange. M zuho
Fi nanci al Group dropped 3.4 percent to 890,000 yen ($7,416.67). |[Source: AP
item 8 Dec 2005; PG\ ed]

http://ww. tinesonline.co.uk/article/0,,3-1917093, 00. ht i

[ Many thanks to Chuck Weinstock, George Mannes, FJRei nke, and Tonas
Uibe, all of whomsent in the full item Tomas coment ed:
One woul d think that "noney-critical" systens woul d have nore stringent
saf eguards against this type of thing. Al so, soneone nust have nade

$225 mllion as well---who might have been the I ucky ones who bought
t he di scounted shares?
PGN|
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#Bulls or bears? Depends on parameter order

<Jeremy Epstein <jeremy.epstei n@webmethods.com>>
Mon, 12 Dec 2005 14:21:45 -0500

Seens that we don't learn fromm stakes (as if that should be a revel ation
to readers of this list)!

Troubl e began Thursday norni ng, when M zuho Securities tried to sell
610, 000 shares at 1 yen (less than a penny) apiece in a job recruiting
firmcalled J-Com Co., which was having its public debut on the
exchange. It had actually intended to sell 1 share at 610, 000 yen
(%5, 041).
http://ww. washi ngt onpost. coml wp-dyn/ content/articl e/ 2005/ 12/ 09/ AR2005120900
087. htm
Also at http://ww.nytinmes. com aponline/busi ness/ AP- Japan- Bot ched- Tr ade. ht mi

and many ot her pl aces.

As this problem sounded rather famliar, | searched the RI SKS archive, and
found it in RISKS-21.81. That posting, al nost exactly four years ago,

i ncluded the foll ow ng excerpt:

Bef ore the Tokyo market opened Friday, a UBS Warburg trader entered what
was intended to be an order to sell 16 Dentsu shares at 610, 000 yen

(%4, 924.53) each or above. Instead, the trader keyed in an order to sell
610, 000 Dentsu shares at 16 yen apiece ...

That was al so on the day of a "public debut" (aka IPO. However, it was a
bargain - it cost UBS Warburg about $100M vs. about $235M for M zuho
Securities.

| assunme it's just coincidence that these two failures were both on the
Tokyo Stock market.

[ knew the new case sounded fam liar! Perhaps the 610,000 is a default
nunber for an erroneous field? That's quite a coincidence. PG\

# Anti-piracy gone awry in MacIinTouch

<Monty Solomon <monty @roscom.com>>
Thu, 8 Dec 2005 01:27:21 -0500

http://catless.ncl.ac.uk/Risks/24.12.html (6 of 10)2008-01-01 16:36:38


http://www.washingtonpost.com/wp-dyn/content/article/2005/12/09/AR2005120900
http://www.nytimes.com/aponline/business/AP-Japan-Botched-Trade.html
http://catless.ncl.ac.uk/Risks/21.81.html

The Risks Digest Volume 24: Issue 12

Found on Macl nTouch

We received an unconfirned report that Printer Setup Repair 5.0.3

i ncorporates a hidden and dangerous anti-copyi ng nechani sm and the conpany

responded to our followup with an expl anation

[ Macl nTouch Reader]
Printer Setup Repair, the widely-used utility for Mac OS X printers, has
taken a malicious approach to conbatting software piracy. Wth version

5.0.3 for Mac GS X Tiger, if the user enters a pirated serial nunmber known

to the program the programw |l inmediately and wi thout any warning
renmove all user preferences and the user keychain, and possibly do other
unknown darmage to the user's system [...]

[ John Goodchild, President, Fixanmac Software, I|nc]

Thank you for bringing this to our attention. W have exam ned our code
and di scovered an error in the area that rejects pirated registration
codes. The original objective was to delete the Printer Setup Repair
preferences but a m splaced space in the code allowed the entire user
preferences folder to be erased. This would only occur if a pirated code
was used. The error was probably overl ooked since there was a need to
bl ock a new batch of pirated codes quickly. There was no such error in
the area that handles legitimte registration codes and in no way can
occur if alegitinate registration code is entered incorrectly since the

user nanme is also a part of our internal tests. W have fixed the probl em

and posted an update. This was not a malicious act on our part, rather
effort to protect our product fromsoftware pirates, and we regret any

damage that may have been caused by the use of pirated registration codes.

Anyone who downl oaded Printer Setup Repair 5.0.3 between 11-05-05 and
12- 06- 05 shoul d downl oad the current release fromour web site.

~ Electronic Switch Fire Exits / Uniform Fire Code

<"Daniel Norton" <danorton@gmail.com>>
9 Dec 2005 09:39:22 -0800

Is there sonething in the UniformFire Code that addresses el ectronic
switches on exit doors? | work in a building that has two sets of doors
towards the exit that both have electronic switches that have failed in
several instances.

The first set of doors has a capacitance touch switch which won't work
if one is wearing gloves or has a prosthesis. The second set of doors
uses a notion detector, which fails if you stand too close to the doors
for nore than five seconds (you have to subsequently wave at the
detector to trigger it).

http://catless.ncl.ac.uk/Risks/24.12.html (7 of 10)2008-01-01 16:36:38



The Risks Digest Volume 24: Issue 12

This seens fundanentally flawed and hazardous. |'ve just |earned that ny
enpl oyer was infornmed by the Austin Fire Departnent that touch switches are
specifically allowed and they're preferred over notion sensors (which are no
| onger allowed in new installations).

It doesn't seemto ne that sonmeone would naturally know that they need to
actually touch a netal bar with their skin in order to exit a door and there
have been several instances of fell ow enpl oyees stalled at the door waiting
from soneone el se to cone along and "magi cally" open the door.

#Privacy implications of Microsoft's Windows Live Local

<Monty Solomon <monty@roscom.com>>
Sat, 10 Dec 2005 22:29:20 -0500

Privacy inplications of Mcrosoft's Wndows Live Local
Davi d Pescovitz, 9 Dec 2005

M ke Liebhold, ny colleague at the Institute for the Future, is deep into
t he geohacki ng scene. He just took a |look at Mcrosoft's new Virtual Earth
i ncarnation, Wndows Live Local and found sone big privacy concerns

[Mke's entire post to the Geowanking listserv on Mcrosoft's "Location
Finder" is online:
http://ww. boi ngboi ng. net/2005/12/ 09/ privacy_inplications. htn

PG|

~#Live Tracking of Mobile Phones Prompts Court Fights on Privacy

<"Peter G. Neumann" <neumann@csdl.sri.com>>
n, 11 Dec 2005 19:55:01 PST

(Matt Richtel)

Cel | ul ar operators know, w thin about 300 yards, the location of their
subscri bers whenever a phone is turned on. The operators have said that
they turn over location information when presented with a court order to do
so. However, in the last four nonths, three federal judges have denied
prosecutors the right to get cell phone tracking information fromwrel ess
conpani es without first showi ng "probable cause" to believe that a crine has
been or is being conmtted. That is the sane standard applied to requests
for search warrants. [Source: Matt Richtel, *The New York Tinmes*, 10 Dec
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2005; PG\ ed]
http://ww. nytinmes. com 2005/ 12/ 10/t echnol ogy/ 10phone. ht il ?

ei =5094&en=4dace02ac3105d11&hp=&ex=1134190800&par t ner =honepage&pagewant ed=pri nt

[ Note: M ssouri has granted a contract for statew de cell-phone tracking.]

~ Letter to Employees about Benefits from Meijer

<"Bauman, James' <James.Bauman@saf ety-kleen.com>>
Thu, 8 Dec 2005 15:03:23 -0500

My teenaged-daughter works at a Meijer store (http://ww. neijer.com -- they
have retail superstores in Ghio, Illinois, Indiana, Mchigan and Kentucky)
near us, and she'd waived any health insurance benefits, because she's
covered under ny plan

Recently, she received a |etter about the benefit's choices that she'd nade.
On the first side of the letter is a standard formletter with her name and
address and enpl oyee nunber. On the other side of the letter is a detailed
accounti ng of her benefits package. The only problemis that the nane on
this other side is not hers, and it lists the benefits chosen by anot her
enpl oyee from another state with an enpl oyee nunber two digits before hers.

The benefits side of the letter listed the other person's nane, address,

enpl oyee nunber, honme phone, and date of birth, but not a social security
nunber. Because the other person had waived his benefits |ike ny daughter
had, there was little information. But, if the person had chosen a benefits
package and had decided to cover their dependents, then the foll ow ng
information for the dependents woul d have been |isted: nanmes, relationship,
birth date, sex, and social security nunber

| called the 1-800 nunber on the letter about the m stake, and the person
that answered imedi ately said that there's a nessage about that. | was
transferred to a pre-recording. It said that the conpany was aware that
this had affected a | ot of their enployees, and that enpl oyees who'd receive
soneone else's information are asked to destroy the letters.

| hope their enployees do the right and honorabl e thing, and do not use the
identifying information for nefarious purposes, but we all know that the

| anp of Di ogenes would go out when within a mle of a few people...the ones
we all worry about.

Ji m Bauman, S-K Lotus Notes Goup, 1-847-468-3014 jbauman@afety-kl een. com
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#Re: In-car GPS navigation (Scott, RISKS-24.10)

<William Ehrich <ehrich@mninter.net>>
Thu, 8 Dec 2005 12:07:15 -0600

The GPS al gorithnms include neasures of the accuracy and reliability
of the current solution. These shoul d be displayed, for instance with
an appropriately large fuzz ball on a map displ ay.

#Re: Y2K++ (Horning, RISKS-24.11)

<Paul E. Ford <pef @swcp.com>>
Wednesday, December 07, 2005 2:57 PM

I would conjecture that the |list of dates you present are poorly formatted,
but correct. dGven the rising sequence in the last 2 digits and sel ective
set inthe first digit, |I would surm se that these represent sonme sort of
quarter data. So, 984 through 05Q3. [...]

Any possibility the second position Os are actually &?
> 4098 3099 2000 1001 4001 4002 2003 1004 4004 3005

[Ji m responded:
Paul , What sharp eyes you have! You could see those s even when |
transcri bed the data by hand. | can barely see themas & on the
original, even given your hel pful suggestion, but | do believe that you
are correct. JimH.]

[ Al so noted by Anpbs Shapir, who observed that the date | abels are placed
three quarters apart. But that still does not explain the "4002", which
| ooks as if it should have been "3002". Before running Jims itemin

RI SKS-24.11, | explicitly asked hi mto check whether the "4002" was
accurately represented by him and he did verify that. So, | suspect
that the "4002" may have been a recording error in the original,

or else a lapse in the reporting schedule. PG\

|/ _J.A;"'I.I:-_é_’.; .E '_.1:- -.E-D_.E
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@ Info on RISK S (comp.risks)

#Qil blaze hits hospital systems

<Paul.Bennett@jet.uk (Paul Bennett)>
Tue, 13 Dec 2005 17:23:56 -0000

In the Iight of the Buncefield O Depot explosion, we should
al | consi der

what | ocal events beyond our control may do to our precious
conmput er and

control systens.

A conmputer system at a Canbridge hospital used for patient
I nformati on

such as adm ssions and di scharges experienced sone probl ens
because of a

fire at the Buncefield oil depot in Hertfordshire. A conpany

provi di ng

sone | T services to Addenbrooke's Hospital was based at the
I ndustri al

park near the depot and was destroyed in the fire. It was

expected to

take a week to get the conmputer system up again, although
reportedly no

nmedi cal services were affected. [BBC report; PG\ ed]

Paul E. Bennett, Systens Engi neer, UKAEA-JET, Cul ham Sci ence

Centre
Abi ngdon, Oxon OX14 3DB Tel: 01235-464884
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#Qil blaze hits hospital systems

<Pete Mellor <pm@csr.city.ac.uk>>
Sat, 17 Dec 2005 17:12:37 +0000 (GMT)

The explosion and fire at the fuel depot near Henel Henpstead,
Hertfordshire:
http://inmages.thetinmes.co.uk/ TEY picture/0,, 250768, 00.j pg

Connection with conputers? WelIl, several nearby installations
were w ecked

(amazi ngly, no-one was seriously injured), one of which
cont ai ned the

el ectronic patient records of Addenbrooke's Hospital,

Canbri dge. The

hospital reported that it would have to rely on paper records
for severa

days until the conputer files could be restored.

On the positive side, at |east they had back-up. On the other
hand, their disaster recovery planning seens to be a bit sl ack.

Peter Mellor, Centre for Software Reliability, Gty University,
London EC1V OHB
+44 (0)20 7040 8422 Pete Mellor <p.nellor@sr.city.ac. uk>

#The drunks may save our election system (WSJ)

<danny burstein <dannyb@panix.com>>
Fri, 16 Dec 2005 06:59:11 -0500

Fascinating... Per the attached clip fromthe *Wall Street
Journal *, Florida
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(FLORIDA!') courts have been agreeing that defendants in "driving
whi | e under

the i nfluence" cases have a right to full disclosure of the
software used in

t he equi pnment doi ng the neasuring.

lmagine if this logic followed through to the equi pnment being
slidinto
el ection vote counti ng!

“"A court fight in Florida over the software used in the
I nstrunent s that

detect alcohol in breath could threaten the ability of states
and

| ocalities to prosecute drunk drivers.

“"The battle is over the source code of breath anal yzers nmade
by CM G oup,

a closely held naker of breath-al cohol instrunents. Defense
| awyers have

chal | enged the use of the device and asked to see the original
source code

that serves as its conputer brain, saying their clients have
the right to

exam ne the machi ne that brings evidence agai nst them

“Last February, a state appeals court in Daytona Beach rul ed
that Florida

had to produce 'full information' about the test that
establi shes the

bl ood- al cohol | evel of people accused of driving under the
I nfl uence, or

DU . O herwise, the court said, the evidence is inadm ssible...

rest at:
http://online.wsj.comarticle print/SB113470249958424310.

ht n

# Risks of spreadsheets
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<Fernando Pereira <pereira@cis.upenn.edu>>
Fri, 23 Dec 2005 10:30:58 -0500

| vars Peterson, The Ri sky Business of Spreadsheet Errors
*Sci ence News*, Week of 17 Dec 2005
http://ww. sci encenews. org/articles/20051217/ mat htrek. asp

Spreadsheets create an illusion of orderliness, accuracy, and
integrity. The

tidy rows and colums of data, instant cal cul ations, eerily

i nvi si bl e

updati ng, and other features of these ubiquitous instrunents
contribute to

this soothing inpression. At the sane tinme, faulty spreadsheets
and poor

spreadsheet practices have been inplicated in a wide variety of
busi ness and

financial problens.

[ PG\N-excerpted froma nice article wwth a bunch of references,
I ncl udi ng

| vars' 1996 book, Fatal Defect: Chasing Killer Conputer Bugs,
which itself

cited sonme earlier RISKS reports. The last two references are
particul arly

rel evant:

The European Spreadsheet Risks Interest Goup (EuSpRIG has
a Wb site
at http://ww. eusprig.org/.

Spreadsheet Research, maintai ned by Ray Panko of the
Uni versity of
Hawaii, is a repository for research on spreadsheet
devel opnent,
testing, use, and technology: http://panko.cba. hawaii.edu/

ssr/.]
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#James Reason on Absent-mindedness and risk management

<James Cameron <james.cameron@hp.com>>
Mon, 19 Dec 2005 10:48:49 +1100

Here is an interview that is very suitable for passing on to your
non-technical friends who don't understand why you are so
nor bi dl y

fascinated with risks.

The interviewee is Janes Reason, Eneritus Professor of

Psychol ogy,

Uni versity of Manchester in the U K  Professor Reason appears
in Rl SKS a

fewtinmes (4.52, 10.31, 21.48, 23.24) and is well known for the
"SW ss

Cheese Mbdel ".

The interview was rel eased by the Australian Broadcasti ng
Cor porati on (ABC)
this norning, a repeat from 16th May 2005, and covers;

Absent m ndedness,

the Tenerife disaster (1977, two Boeing 747s collide),
no renedi al benefit from bl ane,

root cause anal ysi s,

the Gnmi dider.

* X X X X

It's available as an MP3 fil e:
http://abc. net. au/rn/podcast/feeds/health 20051219. np3

A transcript:
http://ww. abc. net.au/rn/tal ks/8.30/ helthrpt/stories/sl1529677. htm

Janes Caneron http://ftp.hp.com au/sigs/jc/

#Yet another leap year error
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<<bruce_hamilton@agilent.com>>
Mon, 19 Dec 2005 13:18:29 -0800

Last month my wife got a CAN 0.03 credit on her Toronto Dom ni on
Visa bill,

| abel l ed "Leap year -- interest credit.” The note says "The

| eap year

interest credit on your statenment is a correction for an over
charge in the

2004 | eap year."

| don't renmenber seeing one of these for 2000. Interesting that
t hey woul d
get that right and 2004 w ong.

Incidentally, the bill has our US ZIP code printed with Canadi an
spaci ng:
" 940 25".

bruce_ham lton@gilent.com Tel: +1 650 485 2818 Fax: +1 650
485 1103
Agi | ent Technol ogi es M5 24M A, 3500 Deer Creek Road, Palo Alto
CA 94303

~»Kansas Lottery Picks Same Number Three Nights in a Row

<"Peter G. Neumann" <neumann@csl.sri.com>>
Tue, 20 Dec 2005 19:06:59 PST

The sane three nunbers (5-0-9) canme up in the sane order on 16,
17, and 18

Dec 2005 in the Kansas Lottery Pick Three. On the third night,
many peopl e

apparently chose 5-0-9, costing the lottery nearly tw ce what
was paid in.

Lottery security officials insist that the system was worki ng
normal | y.
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(Per haps the random nunber generator had gone to seed?) [PG\
ed. Thanks to
Lauren Weinstein for spotting this one.]

http://abcnews. go. coml US/ st ory?i d=1425383

#No one lost or made $225 million... (Re: RISKS-24.12)

<RsH <rsh@idirect.com>>
Mon, 12 Dec 2005 21:16:27 -0500

Re: Trading Error Leads to $225 MIlion Loss for Japanese Firm

As per the information in the Reuters item
http://asia. news. yahoo. com 051211/ 3/2c7vk. ht m

the actual |oss may be | ower or nore than the $225 mllion as

t he anmount of

the premumthat will need to be paid to by back shares is still
to be

determ ned. The sale order was for about 41 tines the actual
nunber of

shares actual ly outstanding, incidentally.

It turns out that the Tokyo Stock Exchange's own software was
responsi bl e

for part of the problem as it prevented the cancellation of the
order from

bei ng processed!

See http://wwv. yom uri.co.|p/dy/business/20051210TDY08010. ht m
whi ch says:

bservers also said the TSE held sone responsibility for the
I nci dent

because it accepted the unusual sell order. The TSE does not
have a

systemto automatically detect an unusual order, and the
bourse will cone
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under pressure to renmedy this situation.

Al'so note that this is NOT the first tinme this has happened at
the TSE, and
they have yet to fix their system RSH

[ Fromthe sane article...]
| nci dent not w thout precedent

Thursday's incident was not the first tinme a |arge-scale
errant order was

placed in the nation. In Novenber 2001, UBS Warburg (Japan)
Ltd. (now UBS

Securities Japan Ltd.) issued an order to "sell 610,000 shares

at 16 yen
each," instead of "sell 16 shares at 610,000 yen each," for
newly |isted

Dentsu Inc. stock on the First Section of the TSE It is
bel i eved that UBS

War burg incurred significant | osses due to this erroneous
order. In

Decenber of the sane year, Deutsche Securities Ltd. nade a
massi ve sel

order for Isuzu Mdtors Ltd. stock, but the order was not
processed because

it was made soon before the market closed. In both cases, the
price and

anount of shares were inadvertently m xed up.

Not e added Mon, 26 Dec 2005:

[ More fallout fromthe error... with a better nunber on the
| oss
actually suffered.]

Exchange chief resigns over 'fat finger' error, FromLeo Lew s
I n Tokyo

The Tinmes, 21 Dec 2005
http://business.tinesonline.co.uk/article/0,,13133-1948579, 00.

ht n

The president of the Tokyo Stock Exchange resigned yesterday to
t ake
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responsibility for the “fat-finger'' trading error that sparked
a day of

mayhem on Tokyo markets earlier this nonth. Takuo Tsurushi ma
resi gned al ong

wi t h Sadao Yoshi no, the bourse's managi ng director, and Yasuo
Tobi yama, its

head of conputer systens. The incident has |eft considerable
turmoil inits

wake: M zuho Securities |lost 40 billion yen (AE£195 million) on
t he

bot ched trade and two Japanese day traders made Y2.5 billion in
a few

m nut es.

Western i nvest nent houses who nmade noney fromthe error have
been publicly

criticised by the Japanese Governnent and agreed to pay the
profits they

made i nto an investors' protection fund.

Losses fromthe trade were sufficient to force M zuho to cancel
al |

end- of -year bonuses fromthe securities arm The trader,
believed to be a

24-year-old wonman rel atively inexperienced on the dealing fl oor,
had want ed

to sell one share in J Com a new telecons firm for Y600, 000.
She m st yped

t he order and sold 600,000 shares at Y1 each.

~#Re: A Little Sleuthing Unmasks Writer of Wikipedia Prank

<lan Halliday <ian.halliday@gmail.com>>
Tue, 13 Dec 2005 07:57:33 +0000

The claimthat "he thought WKkipedia was a gag site" (RISKS-
24.12)
seens unlikely, and | see it on a par with those who say "no, |
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was
j ust doing research" when caught hacking/visiting dubi ous web
sites.

Yet this seens to have caught the attention of sone parts of the
medi a

who don't usually see visiting those sites as pl ausi bl e research.
The suggestion is that it is reasonable for sonebody to be so

m st aken

as to think Wkipedia is a "gag" site. Wile sone of the

I nformati on

there may not be 100% accurate, it's hard to see how this
apparently

m st aken view can be seen as a genui ne defence.

lan WHalliday, BA Hons, SA Fin, ATMG CL

#Re: In-car GPS navigation (Scott, RISKS-24.10)

<"Gary G. Taylor" <gary@notdonavan.org>>
Fri, 23 Dec 2005 06:17:05 GMT

Desite the fact that there are many different map atl as prograns
for the US

(al though this entry concerns UK), they all use the sane map

dat abase. \Wy?

Because there is *only one avail able,* unless you care to
conpi | e your

own. But this presents probl ens.

For exanple: Using *any* map atlas programfor the US, tell it
to show you

the intersection of Anboy Road and WIson Road in Twentynine
Pal ns, CA.

This is a renote desert area and only Anboy Road is paved ... in
a manner of
speaki ng. Any of these prograns will show a Mercedes-Benz-| ogo-

shaped tri ad
of three roads running south fromthis intersection. Take it
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from one who

lived in that area for many years: none of those roads exist.
The dat abase

was conpiled from USGS topo maps and the one for that area is
dated (I STR)

1953, and if you are told to "turn right" at that point and
blindly do you

will piss off alot of |ocal residents because you will take out
their
mai | boxes.

And The Moral Is: Such prograns shoul d ALWAYS be taken with a
grain of salt,

even in urban areas. And: The farther from urban areas you get,
the | ess

reliable these prograns are likely to be.

#Re: In-car GPS navigation (Scott, RISKS-24.10)

<Dan Jacobson <jidanni @jidanni.org>>
Thu, 15 Dec 2005 03:38:21 +0800

<if a sat nav systemtold you to junp off a cliff

Pals armed with nmy cliff top estate coordi nates ended up at the
bott om of

the cliff, and had to pay a | ocal boozer to guide themthe
wasted 15 km to

the top. Moiral: X, Y perhaps 100% but w thout considering Z, your
sat nav

systemjust gets you into nore trouble.

#Re: In-car GPS navigation (Scott, RISKS-24.10)

<"Sean Dunn" <sad14159@hotmail.com>>
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Thu, 08 Dec 2005 11:09:47 -0500

Accepting instructions that are reasonably obviously wong (e.g.
one- way

streets tend to have signs that indicate the restriction) can be
a smal |

probl em Pinpoint | ane accuracy can be a problemin specific

| ocati ons where

di vergent destinations depend on this accuracy. A harder-to-
address probl em

wi th GPS navigation can be the reliance upon sinple geography...

When | was consulting to IBMin Los Angel es sone years ago, one
of the team

was given a Hertz car wwth the NeverLost system Traveling

t oget her, we had

to ignore its turning suggestion after encountering roadwork and
wer e

I npressed - a route recal cul ati on showed us the new way to reach
t he sane

desti nati on.

We experinmented with how cl ever this systemwas. And di scovered
alimtation

we had not considered. After heading west back towards LA very
| at e at

night, we turned off the freeway and asked the systemto see if
It could

find us a newroute to central LA Alas, the route it chose took
us through

what coul d nost charitably be called a 'rundown’ area. In fact,
we were

horrified to discover we seened to have found a route through
what we | ater

found out was one of the npbst dangerous areas in Los Angel es.

GPS systens can hardly be programmed to avoi d seedy

nei ghbor hoods w t hout

political uproar. On the other hand, there are roads that
shoul dn't be

travel ed at sone tinmes of the day...
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#Re: In-car GPS navigation (Scott, RISKS-24.10)

<Alex Colvin <aexc@TheWorld.com>>
Tue, 13 Dec 2005 02:01:16 +0000 (UTC)

Not e that road coordi nates are not known with perfect accuracy
ei t her.

Unl ess soneone with a GPS has surveyed the road recently, the
coor di nat es

may have been lifted froma paper map and translated through
several datuns.

For that matter, driving directions may use outdated one-way and
turn

restriction information. This used to be especially obvious in
Bost on duri ng

the big dig, where the airport exit changed every few weeks.

In the end, it's a lot of fuzz.

~#Re: False WHOIS Data Still Bedevils (Wagner, RISKS-24.12)

<des@des.no (=7s0-8859-1?797Dag-Erling_Sm=F8rgrav?=)>
Tue, 13 Dec 2005 12:32:48 +0100

> ... This provides anonymty for spammers, scammers, phishers,
and ot her

> illegal activities, and untraceability for nalware-containing
sites.

It al so provides relative anonymty for people |ike paral egal
Panel a Jones,

who operates groklaw. net, an award-w nning web site dedicated to
reporting

on and anal yzing "l egal events inportant to the [Free and Open
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Sour ce

Software] community”. Her relentless digging into the SCO

| awsui ts has nade

her the target of harassnent and defamation by SCO and its
supporters, such

as journalist Maureen O Gara - ask Google for the sordid details.

Dag- Erling Smargrav - des@les. no

~#Re: False WHOIS Data Still Bedevils (Wagner, RISKS-24.12)

<Dave Béell <zhochaka@gmail.com>>
Tue, 13 Dec 2005 09:38:47 +0000

| just hope that the GAO knows the difference between "unknown"

and

"W thheld". My domain nane is registered in the UK and because

of UK

and European data protection |aws applying to personal data, the
VWHO S

doesn't return certain information.

~#Re: Miniature Golf Course on Terror Target List

<"Peter G. Neumann" <neumann@csl.sri.com>>
Tue, 13 Dec 2005 9:25:38 PST

[ Rl ck Jones submitted this comment on the itemin RISKS-24.12.
Many t hanks! PG\|

<http://ww.kron.coni d obal/story. asp?5=4226663>

VWhile the RISKS text talks as if the &l fland was on a
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terrorist watch

list as in a list of presunmed potential terrorists, a close
| ook at the

text on kron.com shows:

"The nonent we realized it was on the list, it was taken
of f," said San

Jose police officer Rubens Dal ai son, who handles "critical

I nfrastructure assessnent” for the departnment. "I nyself
took it off."

Now, the rest of the text says things like "watch list" which
sounds i ke

the M. Smth WIl Go to Guantanano |ist, however, |IRC the
“critical

infrastructure assessnent” bit suggests that soneone |isted
the Golfl and

as a piece of critical infrastructure, that is as a potenti al
terrori st

target, not as a potential terrorist.

Is the Risk in what KRON published, how it was read by
di fferent peopl e,

that a Golfland was on a list in the first place, or all of
t he above?-)

VWhat is left open is if any of the other Golfland' s are
consi dered

critical infrastructure, and perhaps how nany people feel that
a ol fl and

Is nore critical infrastructure than say Fortress US Capitol...

[l think PGN was in Goofland not Gol fl and when he PGN-ed the
item PG\

#Countering Trusting Trust through Diverse Double-Compiling

<Curt Sampson <c¢js@cynic.net>>
Fri, 16 Dec 2005 09:24:51 +0900 (JST)

http://catless.ncl .ac.uk/Risks/24.13.html (16 of 22)2008-01-01 16:36:42



The Risks Digest Volume 24: |ssue 13

Here is a clear, relatively concise (13 pages) and detail ed
descripti on and

denonstration of a solution to a particular RISK that we're
probabl y al

famliar wth.

S For war ded nmessage ----------

Date: Mon, 12 Dec 2005 17:03:54 -0500

From David A \Weel er <dwheel er @ da. or g>

To: bugtrag@ecurityfocus.com

Subj ect: Countering Trusting Trust through Di verse Doubl e-
Conpi |'i ng

Everyone here should be famliar with Ken Thonpson's fanous

"Refl ections on Trusting Trust." |If not, see:
http://ww. acm org/cl assi cs/ sep95/

The "trusting trust" attack subverts the conpiler binary;

I f attacker succeeds, you' re dooned. Well, till now.

|'ve witten a paper on an approach to counter this attack. See:
"Countering Trusting Trust through Di verse Doubl e-Conpiling"
http://ww. acsa-adm n. or g/ 2005/ abstracts/47. ht m

Here's the abstract:

“"An Air Force evaluation of Multics, and Ken Thonpson's fanous
Turing award

| ecture "Reflections on Trusting Trust,'
can be

subverted to insert malicious Trojan horses into critical
sof t war e,

I ncludi ng thenselves. If this attack goes undetected, even
conpl ete anal ysi s

of a systemis source code will not find the malicious code that
IS running,

and net hods for detecting this particular attack are not w dely
known. Thi s

paper describes a practical technique, terned diverse doubl e-
conpi |i ng

(DDC), that detects this attack and sonme uni ntended conpil er
defects as

showed that conpilers

http://catless.ncl.ac.uk/Risks/24.13.html (17 of 22)2008-01-01 16:36:42


http://www.acm.org/classics/sep95/
http://www.acsa-admin.org/2005/abstracts/47.html

The Risks Digest Volume 24: |ssue 13

well. Sinply reconpile the purported source code tw ce: once
with a second

(trusted) conpiler, and again using the result of the first

conpi lation. If

the result is bit-for-bit identical with the untrusted binary,

t hen t he

source code accurately represents the binary. This techni que has
been

mentioned informally, but its issues and ram fications have not
been

identified or discussed in a peer-reviewed work, nor has a public
denonstrati on been made. This paper describes the techni que,
justifies it,

descri bes how to overcone practical chall enges, and denonstrates
it."

| think you'll find this interesting.

--- David A \Weel er

#REVIEW: "The Art of Computer Virus Research and Defense",
Peter Szor

<Rob Slade <rM g ade@shaw.ca>>
Mon, 19 Dec 2005 10:13:23 -0800

BKACVRAD. RvW 20050731

"The Art of Conputer Virus Research and Defense", Peter Szor,
2005,

0- 321- 30454- 3, U$49. 99/ C$69. 99

%A Peter Szor pszor@cmorg

W P.O Box 520, 26 Prince Andrew Place, Don MIls, Ontario
MBC 2T8

% 2005

%  0-321-30454-3

% Addi son- Wesl ey Publ i shing Co.

%  U$49. 99/ C$69. 99 416-447-5101 800-822- 6339 bkexpress@w. com
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% http://ww. anmazon. cont exec/ obi dos/ ASI N/ 0321304543/
r obsl adesi nt er ne

http://ww. amazon. co. uk/ exec/ obi dos/ ASI N 0321304543/
r obsl adesi nt e- 21
% http://ww. amazon. ca/ exec/ obi dos/ ASI N/ 0321304543/
r obsl adesi n03- 20
%  Audi ence s+ Tech 3 Witing 2 (see revfag. htmfor
expl anati on)
% 713 p.
% "The Art of Conputer Virus Research and Def ense”

The preface states that the book is a conpilation of research
over a

fifteen year period. Wile it is not explicitly stated, Szor
seens to

I ndicate that the primary audi ence for the work consists of those
prof essionally engaged in the field of nmalware research and
protection. (He also admits that his witing mght be a little
rough,

which is true. Wiile his text is generally clear enough, it is
frequently disjointed, and often appears inconplete or junpy.

Il lustrations are habitually | ess than hel pful, although this
can't be

attributed to a lack of command of English.) Gven the stature
of

people he lists in the acknowl edgnents one can hope for good
quality

in the technical information.

Part one deals with the strategies of the attacker. Chapter one
descri bes ganes and studi es of natural ecol ogies relevant to
conput er

viruses, as well as the early history (and even pre-history) of
t hese

prograns. | could cavil that he m sses sone points (such as the
1980-81 Apple virus prograns at two universities in Texas), or
gl osses

over sone inportant events (such as Shoch and Hupp's worm
experinments

at Xerox PARC), but the background is nuch better and broader

t han

that found in nost chronicles. The beginnings of malicious code
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anal ysis are provided in chapter two, although it concentrates
on a

gl ossary of malware types (al beit inconplete and not always

uni versal ly agreed) and the CARO (Conputer Antivirus Research
Organi zati on) nam ng convention. The environnment in which

Vi ruses

operate, particularly hardware and operating system platform
dependencies, is reviewed in chapter three. This material is
much

nore detailed than that given in any other virus related text.
(Dependencies mssing fromthe list seemto be those that utilize
protective software itself, such as the old virus that used a
function

of the Thunderbyte antivirus to spread, or the nore recent Wtty
Wor m

targeted at the Blacklce firewall. Conpanion viruses utilizing
precedence priorities would seemto be related to operating
system

functions, but are not included in that section.)

Unfortunately, the

content will not be of direct and i mredi ate use, since it
primarily

poi nts out issues and relies on the reader's background to
under st and

how to deal with the problens, but nonetheless the material is
fascinating and the inventory inpressive. Chapter four outlines
infection strategies and is |ikew se conprehensive. Menory use
and

I nfection strategies are described in chapter five. The issue of
viral self-protection; tactics to avoid detection and

el imnation; are

given in chapter six. Chapter seven reviews variations on the

t hene

of pol ynorphism and al so catal ogues sone of the virus generation
kits. Payload types are enunerated in chapter eight. Gddly,

bot net s

are nmentioned neither here, nor in the material on wornms, in
chapt er

nine. (Szor's use of a nodified Cohenesque definition of a
virus as

infecting files neans that sone of the itens listed in this
section

are what would otherwi se be called email viruses. H s usage is
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not

al ways consistent, as in the earlier nention of script viruses
on page

8l1.) "Exploits,” in chapter ten, covers a nultitude of software

vul nerabilities that m ght be used by a variety of malware
categories

for diverse purposes. This content is also sone of the best
that |'ve

seen dealing with the nmatter of software vulnerabilities, and
woul d be

wel | recomrended to those interested in building secure
appl i cations.

Part two noves into the area of defence. Chapter eleven

descri bes the

basic types of antiviral or antinalware prograns, concentrating
primarily on various fornms of scanning, although change
detection and

activity nonitoring/restriction are nentioned. It is often
desirabl e

to find and disable malware in nmenory. The neans of doi ng so,
particularly in the hiding-place riddled Wn32 system are
descri bed

i n chapter twelve. Means of bl ocking worm attacks are di scussed
in

chapter thirteen, although nost appear to be either forns of
application proxy firewalling, or (sonmewhat ironically) activity
monitoring. Chapter fourteen |ists generic network protection
nmechani sns, such as firewalls and intrusion detection systens,
al t hough the section on the use of network sniffers to capture
menory-

only wornms is intriguing to the researcher. Software analysis,
and

the tools therefore, is covered in chapter fifteen, enphasizing
functional aspects of the malware. Chapter sixteen concl udes
wth a

regi ster of Websites for further study and reference.

For those involved in malware research, Szor's book is easily
t he best

since Ferbrache's "A Pat hol ogy of Conputer Viruses" (cf.
BKPTHVIR RVW. It contains a wealth of information found
nowhere el se
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in book form On the other hand, it is demanding of the reader,
bot h

in terns of the often uneven witing style, and the background
know edge of conputer internals and progranmng that is

required. The

text does not provide material that would be suitable for general
protection of conputer systens and networks. On the other hand,
intelligent amateur students of malicious software wll find
much to

reward their investigation of this book.

copyri ght Robert M Sl ade, 2005 BKACVRAD. RvW 20050731

rsl ade@cn. bc. ca sl ade@i ctoria.tc. ca rsl ade@un. soci .
ni u. edu
http://victoria.tc.cal/techrev or http://sun. soci.niu. edu/
~r sl ade
R | | | | |
1 1 I 1 1 1
b -J.A:'"J.l:b,-‘c.’.i .i_.'.i i J_.O_J

Report problems with the web pages to the maintainer
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#United airlines computer out/r/age (From Dave Farber's IP)

<mis@seiden.com>
January 4, 2006 3:55:16 PM EST

What, in this day and age, woul d cause a conpl ete nore-than-5-
hour outage of
an systemmssion critical for an airline?

According to AP and Reuters:

"Computer Aitch Delays United Air Flights In US, 3 Jan 2006

United Airlines' donestic flights were delayed up to 90
m nut es Tuesday

ni ght because of an outage in the conputer systemcontrolling
United' s

check-ins and reservations, which went down for about five
hours around 5

p.m CST Wednesday. Passengers were checked manual ly, and
flights were

del ayed up to 90 m nutes. [PG\ ed]

But according to ne, who was at LAX yesterday trying to get to
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Gakl and at
5pmon their one-and-only flight, the outage was conpl ete and
system w de.

* No sel f-check-in kiosks working, reservationists answering the
phone with

“our conputers are still down", which neant every queue had nore
t han 500

people in it, spilling out on the sidewal k outside the term nal,
and t hey

were using "the manual procedure”. the people close to the head
of the

queue had been waiting for nore than two hours, they said, and

t hey

di spensed with the special queues for premer or 1k, just to
spread the pain
equal |y.

* They weren't calling out specific flights to try to fill them

* They had nost of the check-in desks enpty. Qbviously they
don't have

enough people trained in the manual procedure to alleviate the
bot t | eneck.

* The woman working the lines (wth a negaphone) was apol ogeti c,
but

woul dn't answer questions, not even frequently asked questions
whi ch did not

have to wth individual problens, such as "if | mss ny |ast
flight wll you

provide a hotel? or is ny ticket now refundable if | fly

anot her carrier?

* sonme reports are they were flying planes half-enpty because
peopl e

couldn't get to the gates. of course, they weren't announci ng
how | ong t hey

were holding flights to try to board them

* TSA, not known for their flexibility, was not allow ng people

to go to the
gates directly with a boardi ng pass. Even an e-ticket receipt
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with a seat
assi gnnment woul dn't get you there.

United stock is down 2% today, trading at around a buck a
share. their

earnings are -$43 per share at the monment. |'Il bet this was an
expensi ve

failure.

(As for nme, | scooted right over to Sout hwest, and got out only
1.5 hours

| ater, but buying a one-way |last minute ticket guarantees you'l
get the
dreaded four ssss "special screening” on your boarding pass.)

[P Archives: http://ww.interesting-people.org/archives/
I nt eresti ng- peopl e/]

#Cat dials 911, saves owner

<"Amos Shapir" <amos083@hotmail.com>>
Wed, 04 Jan 2006 16:23:00 +0200

See details in http://ww. nsnbc. nen. com id/ 10663270/ ?GI'1=7538 .
(1 think

there was a simlar report on RISKS a few years back, that tine
about a

dog) .

[ Yes. For exanple, The risks of Canadi an Poodl es using 911,
Rl SKS- 15. 70.

PG\] <corrected in archive>

# System fakes prisoner releases
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<Peter Scott <risks@psdt.com>>
Sat, 31 Dec 2005 17:07:05 -0800

The RI SKS archives include several cases of prisoners being

erroneously

rel eased by errant conputer systens. This mght be the first

case of a

systemthat only pretended to release them CNN reports at
http://us.cnn.com 2005/ LAW 12/ 31/ i nnat e. scare. ap/ i ndex. ht n

that an automated notification systemat the GChio Departnent of
Rehabilitation and Correction tel ephoned about 3,000 people the
day before

New Year's Eve to informthem of the recent rel ease of a

pri soner that had

victimzed themor a famly nenber. Unfortunately - or
fortunately,

dependi ng on how charitable you are - that wasn't the truth.
The prisoners

had not been rel eased but were listed in a file accidentally
sent to the

contractor that handled notifications. No word on whether the
si ze of that

file was unusually | arge.

#Marriott customer data for 200,000 missing

<Monty Solomon <monty @roscom.com>>
Wed, 28 Dec 2005 23:10:33 -0500

The tinmeshare unit of Marriott International Inc. is notifying
nore than

200, 000 people that their personal data are m ssing after backup
comput er

tapes went mssing froma Florida office. The data relates to
206, 000

enpl oyees, tineshare owners and tinmeshare custonmers of Marriott
Vacati on
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Club International, the conpany said in a statenent Tuesday. The
conput er
tapes were stored in Ol ando, where the unit is based.

The conpany did not say when the tapes di sappeared. They
cont ai ned Soci al

Security nunbers, bank and credit card nunbers, according to
letters the

conpany began sendi ng custonmers on Saturday. ... [*The Boston
G obe*, 28

Dec 2005]

http://ww. bost on. conf busi ness/articl es/2005/12/ 28/
marriott custonmer_data for_ 200000 _m ssi ng/

# Another calendar error

<Bruce Stein <bruce42@pacbhell.net>>
Thu, 29 Dec 2005 18:59: 22 -0800 (PST)

Go to http://ww. protopage.com. This is a free site where you
can design aa

home page for yourself. There is a calendar in the upper right
hand cor ner.

Hover your cursor on it and it will change to a full cal endar
for the

current nonth. Use the left arrow on this calendar to go back
one nont h.

Conti nue doing this until you get to January, 2001. Then go
back one nore

tinme. You are now in Decenber 3900. (!)

#Greenpeace donation transfers accidentally multiplied by 100

<Nick Rothwell <nick@cassiel.com>>
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Thu, 29 Dec 2005 23:11:50 +0000

Approxi matel y 10000 UK supporters of G eenpeace who neke regqul ar

donati ons

by direct debit have have accidentally had their bank accounts

debited by a

hundred tinmes their usual anobunt, with its software addi ng two

noughts to

the | atest batch of direct debit demands.
http://news. bbc. co. uk/ 1/ hi /uk/4567944. st m

| woul d hazard a guess that sonme manual intervention was nade,
perhaps to

update the records for a new cal endar year, |leading to a m stake
by a real

human bei ng rather than "the conputer.”

nick rothwell http://ww. cassiel.com

[A different kind of environnental hazard,
t he Greenpeace dreadnought strikes again. PG\

#PDF documents can leak image data

<Geoff Kuenning <geoff@cs.nmc.edu>>
04 Jan 2006 02:09:06 -0800

A col | eague recently provided ne with a PDF of a presentation he
created

usi ng Keynote on a Macintosh. | needed to use sone photographs
fromt hat

docunent in a presentation of ny own, so | used pdfimges, a
publ i c- donai n

tool, to extract them |Inagine ny surprise when | discovered
several images
that were not apparent in the original, including |ogos for

Yahoo and MSN, a
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snapshot of a commercial Wb page, and a photograph of sone
former students.

| have not experinented with randomfiles fromthe Wb, so |
don't know what

tool is responsible for inserting the inadvertent inmages in the
file,

al though it seens to be a classic case of using an existing
docunent as a

tenplate for a new one. Cearly, however, PDF docunents are
capabl e of

carrying imges that are not visible to the casual user, and
thus risk

| eaking information in the sanme way as Mcrosoft Wrd and
Power poi nt .

Geof f Kuenni ng geof f @s. hnt. edu http://ww.cs. hnt. edu/ ~geof f/

[ For exanpl e, see RI SKS-23.86-88 for the di scussion on using

PDF to
redact classified docunents. PGN]

#Re: The drunks may save our election system (RISKS-24.14)

<tanner andrews <tanner @payer.org>>
Thu, 29 Dec 2005 09:43:06 -0500 (EST)

db-) [if drunk drivers an see code, why can't voters?]

** First, let ne be clear that | amnot a |lawer. This
** 1s a political opinion piece, not |egal advice.

Di stingui sh the drunks, who are entitled by law to " ful
information'"',

State v. Muldowny and Pitts, 871 So.2d 911 (Fla. 5DCA 2004)
(di scussi ng

Fla. Stat. 316.1932(1)(f)(4)), fromthe voters who have no
obvi ous siml ar
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entitl enent.

1. Muldowny and Pitts prevailed under a theory that they had
a right to discovery in their respective crimnal cases.

The court agreed, criticizing the box as "~ "a nysti cal
machine'' in the absence of source: it sinply inhaled

breath sanpl es and spat out a report of quilt.

The burden in a crimnal case is on the state to show that the
machi ne was

certified. Because the firmnare is an essential conponent of

t he machi ne

(perhaps the single nost inportant, and easiest to change), they
wer e

entitled to see the code and verify that it was as certified.
Failing that,

of course, you can have a ~ "Wzard of Oz'' effect, where the nman
behi nd the

curtain presses a secret button and the machi ne says " " drunk''.

2. Voter cases are different. They obviously cannot rely on a
di scovery

theory as in _Mil downy because the ptfs would not be charged

wi th any

crime. Standing can probably be had by having an affected voter
file a

protest; a |losing candidate would be the obvious ptf. However,
the barrier

Is that the ptf nust have know edge of actual fraud, and nust
swear to it.

This gives rise to a chicken-and-egg problem Howis the voter
to know of

the fraud w thout inspecting the machine? And howis the voter
to gain

access to inspect the machi ne, absent know edge of fraud?

The Mil downy defs attacked the certification of the nmachi ne,

in part. The

statute required that the nmachine be certified, _Mildowny at 913
(discussing Fla. Stat. 316.1932(1)(a)), and naterial changes
woul d require

new certification. The defs wanted to show that the machi ne as
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used was not
the sane as was certified.

The voter ptf will have to show that the use of uncertified

equi prent

affected the outcome. Courts are reluctant to overturn

el ecti ons.

Beckstrom v. Canvassing Board, 707 So.2d 720 (Fla. 1998) (gross
negl i gence,

but no fraud, so affirmng result preserving election); Boardman
v. Esteva,

323 So.2d 259 (Fla. 1975).

Foll owi ng Beckstrom, the ptf will have to show actual fraud in
t he

handling of the votes in order to prevail. This wll be a

hi gher hurdl e

than it mght appear. |In Beckstrom, the supervisor of

el ections al | owed

Vogel supporters to "~“correct'' ballots that were incorrectly
mar ked for

Beckstrom This was held to be gross negligence but not fraud.

| woul d expect that a pre-load, as was denonstrated in Leon,

m ght qualify

as actual fraud. A pre-load is where one sets the nunber of
votes for one

candidate to +N and for the other to -N, such that the total is
still zero.

The negative count rolls over, of course, during the course of
t he day.

3. An alternative theory is to attack under Fla. Stat. 119.07
(Public

Records law). Ballots are inspectable as public records, though
t he

conditions of inspection are onerous. It could be argued,

t hough |i kely

W t hout success, that the nmachines' guts are public records as
wel | .

A public record is (1) a record (2) made or received (3) during
t he course
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